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1 General

1.1 About the manual
This manual describes the devices from the C O N N E C T family,
simply named device within in the following pages.

The devices CONNECT and CONNECT-II are available in a standard
version as well as a variant with an integrated LTE modem. The devices
CONNECT are furthermore available in a desktop and DIN rail case in
both versions. The range of functions of the devices depends on the
installed options, which can also be combined. In delivery state, the
devices are available with the options Router, Remote Access, IP-
Switch, Protocol Converter, TimeServer and Unified. A description of the
options can be found within the section “4.3 Usage of the device”.

The device CONNECT-CONTROL contains all functions of the option
Remote Access and also has GPS and integrated digital and analog 10
ports, which can be used for small controlling and reporting tasks.

This documentation can be downloaded on the web page of the product
via downloads =» documentation.

The manual is aimed to the following user groups:

e planners

* operators

« commissioning staff

» service and maintenance staff

Before you use this device, you should read the manual.

If you have questions and / or problems you can contact the technical
support from your dealer.
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2 System requirements

2.1 Hardware

Before you can start to use the device, you have to supply power to it.
The CONNECT and CONNECT-II device can either be powered via the
small Phoenix connector with 24V DC or via the Mini-USB socket (only
for CONNECT devices in standard version). The CONNECT-CONTROL
gets powered via the included plug-in power supply.

Be sure that the WLAN and if applicable the LTE and GPS antenna(s)
are screwed on the SMA connectors of your device and the device is
connected to your router, PC and peripheral devices via LAN cables
according your configuration. When using the LTE modem please make
also sure that the SIM card is plugged into the provided slot.

Depending on your configuration the device can be accessed via one of
the LAN interfaces, the WLAN interface and / or the USB-LAN interface
(optionally via an adapter, but not for CONNECT-LTE and CONNECT-
CONTROL devices).

2.2 Software

If you want to access the web server of the device to check the status or
make changes on the configuration you only need an internet browser
(e. g. Microsoft Internet Explorer, Mozilla Firefox or Google Chrome).
The using of the device is independent of your operating system and
browser from your computer, tablet or mobile phone.

Important:
For viewing the website correctly you should check that JavaScript is
enabled in your browser.
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Hint:

When the device configuration is done, an access to the web page is
needed for maintenance only, because the device works on its own.
Please note, that when using the connection type CONNECT every time
the device boots a communication with the internet have to be done from
the PC who is connected with the CONNECT device, thus the device can
detect the internet parameters.
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3 Connections

3.1 DIN-rail mounting

Power 24V DC
+24V
ov

WIFl-antenna

flashing:  synchronisation
with partner

network: communikation
Power ON

to network (LAN A)

on: WIFI active

flash:  WIFI communication

to PC (LAN B)
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3.2 DIN-rail mounting with LTE

Power 24V DC

+24V
E ov

WIFl-antenna

flashing:  synchronisation
with partner

network: communication
Power ON
to network (LAN A)

on: WIFI active

flash:  WIFI communication

to PC (LAN B)

LTE-antenna

SIM-card-insert:

Insert the SIM card with the contact side facing down (slanted corner at the front
right) into the slot until it clicks. Pressing again releases the card and it can be pulled
out.
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3.3 Table-case

Power 24V DC
ov

w2 \

network: communication Power ON

WIFl-antenna

flashing: Synchronisatio
with partner

to network (LAN A) on: WIFI active

flash:  WIFI communication

to PC (LAN B)
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3.4 Table-case with LTE

Power 24V DC
ov

e \

network: communication Power ON

LTE-antenna

LTE-connection WIFl-antenna

flashing: synchronisation
with partner

to network (LAN A) on: WIFI active

flash:  WIFI communication

to PC (LAN B)

SIM-card-insert:

l°

IASPOIPaW A
IMSpolpIw @y

Insert the SIM card with the contact side facing down (slanted corner at the front
right) into the slot until it clicks. Pressing again releases the card and it can be pulled
out.
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4 Commissioning
Before you can start with the usage of the CONNECT device you have to
access its web page and configure a few basic settings.

Please make sure that all requirements who are listed within the chapter
“System requirements” are met. Afterwards you can start with accessing
the device.

4.1 Access the device

Before you can start to configure and later use your the device you have
to access it first. For this you have different connection variants which
differs depending on your device type. These variants are described in
more detail on the next pages.

Important:

This chapter describers the factory defaults of the device. Via the web
interface you can configure the single interfaces individually, so an
access to the web interface is also possible via another interface.

As soon as the device is in a configured state, you can access the web
page of the device with the keyword “connect” via the PC and peripheral
interface (when used).

For this access you will have to enter the keyword “connect” instead of
the IP address into the address line from your browser. This access is
even possible if your computer is within another subnet as your
CONNECT device or the interface of the CONNECT device hasn't any IP
address yet.

411 device CONNECT / CONNECT-II
The access to the device CONNECT / CONNECT-II is normally done via
the WLAN interface.

First please check if WLAN is enabled on your laptop or tablet. In the
next step you can search for networks who are within the range. On the
list with WLAN networks you should see a network named “CONNECT
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WIFi”. This network isn't protected with a password and so you can easily
connect to it.

The CONNECT devices are configured that a DHCP server is running on
the WLAN interface. If your laptop or tablet is set up that it requests an IP
address via DHCP automatically no further action is required. Otherwise
you have to enable DHCP on your laptop or tablet or alternatively assign
an address between 192.168.1.2 and 192.168.1.254 to your device
manually.

As soon as you are connected with the CONNECT and your laptop or
tablet has a valid IP address, you can open a web browser. There you
then have to enter the IP address 192.168.1.1 into the address line. Now
you should see the commissioning page of the device and can start with
the parameterization.

As an alternative path to WLAN you can also access the device via a
cable connection. Therefore you have to connect your computer with the
LAN-A jack of your CONNECT device.

The device has the IP address 192.168.2.1 on this interface. When you
want to access the device, your have to assign any IP address between
192.168.2.2 and 192.168.2.254 to your PC manaully. The automatically
assignment of addresses via DHCP, as it is the case for the WLAN
interface, is disabled for this interface because of security reasons.

When your PC has an valid IP address you now can open a web browser
and enter the IP address 192.168.2.1 into the address line. Afterwards
you should see the commissioning page from the device.

Hint:

If you have the “Ethernet over USB” adapter you can also use the
adapter to access CONNECT devices in the standard version or to
access CONNECT-II-LTE devices. The device has the IP address
192.168.0.1 on this interface and offers IP addresses to other devices,
as it is the case for the WLAN interface. Instead of using DHCP you can
also assign your computer an IP address from the range 192.168.0.2 to
192.168.0.254 manually.
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4.1.2 device CONNECT-CONTROL
For CONNECT-CONTROL devices the 3 LAN ports as well as the WLAN
network which is offered from the device are a common interface.

When you want to access your device via WLAN you first have to make
sure that the WLAN interface of your laptop or tablet is enabled. Then
you should open the list with available WLAN networks. There you
should now see a WLAN network with the SSID “RUT955 ****”. The
exact SSID as well as the needed password can be found on the labeling
on the bottom of the device.

If you want to access the device through one of the LAN ports, you only
have to connect your computer and the device with a cable.

As soon as you are connected with the device via WLAN or LAN you
have to check and maybe adjust your IP configuration. The CONNECT-
CONTROL devices are configured that a DHCP server is running on the
this interface. If your device, which should be connected with the
CONNECT-CONTROL device, is set up that it requests an IP address
via DHCP automatically no further action is required. Otherwise you have
to enable DHCP on your device or alternatively assign an address
between 192.168.1.2 and 192.168.1.254 manually.

When you have a valid IP address you can now access the integrated
web server of your device. For this you have to open a web browser and
enter the IP address 192.168.1.1 into the address line. Now you should
see the page for the commissioning of the device.

4.1.3 device RUT955 from Teltonika

The CONNECT-CONTROL device has the same hardware as the
RUT955 from Teltonika Networks. If you have acquired a RUT955 device
separately, then you can load the CONNECT software into the device
after a chargeable registration. Afterwards your RUT955 device has the
same functionality as a directly acquired CONNECT-CONTROL device.

Before you can start to load the software into the device, you have to
connect your computer with the device and open the web interface. The
access path depends on the already done configuration. If your device
has the factory defaults, please read the short instruction from Teltonika.

When you have opened the web interface of your device and have
logged into it, then you can now navigate to the menu entry “System” —
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‘Firmware” and check the firmware version. The device firmware have to
be any version between 00.06.07.0 and 00.06.07.7. If your device has an
older or even a newer firmware you have to upgrade or downgrade to
version 00.06.07.7. The firmware file (.bin file) can be found within the
ZIP archive together with the software packet which can be downloaded
within the download section from the product page of the CONNECT-
CONTROL device.

As soon as your device has the correct firmware version you can now
install the software package. For this you have to navigate to the menu
entry “System” — “Package Manager” and click on the tab “Upload”. On
this page you now upload the software package (.ipk file) from the ZIP
archive. The warning hint that this software package is not certified from
Teltonika have to be confirmed.

When the installation process has completed you can now open the web
interface of the CONNECT device via the menu entry “Services” —
“CONNECT”. There you should now see the commissioning page of the
device.
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4.2 Configuration of the device

commissioning

Before you can start to use the device you will have to set up some basic settings. Afterwards your device will be
immediately ready for the communication.
On the page "configuration” you can change these as well as some further settings at any time

—basic configuration

In the first step you have to specify some information about your device. The
name and the password are optional.

device name:

device number:

device password: A

® Copyright PI 2020

If you use the device for the first time you will see the commissioning
page when accessing the web interface. This pages leads you through
the most important settings in four steps.

With the help of the buttons “back” and “next” you can navigate between
the single steps. On the last step the button “save” will be display instead
of the “next” button. Only as soon as you have clicked on the “save”
button all configurations will be submitted. Afterwards your device is
configured completely and functioning.

Hint:

The commissioning page will be shown on the first use of the device
only. If you want to do the commissioning process again, you will have to
set your device back to factory defaults.

For CONNECT-CONTROL devices some of the IP and WLAN settings
may be prefilled with the current configuration.
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4.2.1 option Remote Access

4211 Dbasic configuration
—basic configuration

In the first step you have to specify some information about your device. The
name and the password are optional.

device name:
device number: =

device password: @

In the first step of the commissioning process you have to specify the
parameters of your device for the networking within your CONNECT
cloud. The device number thereby is used as an unique identification of
the device and can only be used once. Optionally you can also configure
a name, which is used for an easier identification, and a password, which
is needed when you want to establish a connection to the device.

Hint:
If you don't configure a password for your device, all other devices from
your cloud can connect with the device without the need of a password.

4.2.1.2 internet configuration
—internet configuration

Next you have to configure how your device should establish a connection to
the internet. Depending on the selected connection type different parameters
are needed.

@ CONNECT
connection type: © GATEWAY
O LTE

router interface: LAN-A -

PC interface: LAN-B -

If you have specified the general device parameters next you have to
select how the device should establish a connection with the internet.
Therefore you can choose between the following connection types:
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« CONNECT: The CONNECT device have to be connected between
the router for the internet access and a PC with the permission for
internet access. The device then detects the parameter from the
PC and uses them. Please make ensure that the PC has IPv4
parameters (IP address, subnet mask, gateway address), because
otherwise no connection to the internet is possible.

« GATEWAY: The CONNECT device have to be connected to the
router for the internet access. The device has its own IP address
which is used for the internet connection.

« LTE: The CONNECT device establishes a connection with the
internet via the integrated LTE modem (for CONNECT devices with
integrated LTE modem only).

Depending on the selected connection type you then have to specify with
the settings router interface and PC interface the interface of the device
where the gateway or proxy server and PC is connected to.

—IP settings
IP configuration: 5 ggﬁ;”y
IP address:
subnet mask:
@ gateway

internet access:
proxy server

gateway address:

If you have selected the connection type GATEWAY a field for the
manual IP configuration will be shown. In the first step you have to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device. Next you can choose how the device
is connected with the internet:
« gateway: The device communicates directly via a router / gateway
with the internet. Therefore you have to specify the IP address of
the gateway.
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* proxy server: The device communicates via a proxy server with
the internet. For this access type you have to specify the IP
address and port of the proxy server. If the proxy server requires
an authentication you can additionally enter the user name and
password.

—WLAN settings

search: | start search |
SSID:
security type: open -

channel: auto channel -

When you are using the connection type CONNECT or GATEWAY and
have selected the WLAN interface as router interface another block with
WLAN settings will be shown. Here you can specify the WLAN network
where the CONNECT device should connect to. For this you can use the
fields SSID, security type, channel and some other fields for the log in to
the WLAN network depending on the selected security type. If you aren't
sure about the WLAN settings you can also execute a search for all
available WLAN networks by clicking on the button “search”. After a few
seconds a list with networks will be displayed. If you want to connect to
one of the networks you can click on the corresponding entry. Thereby
all fields expect the log in details will be filled in automatically.

—LTE settings
FIN code: @

access point (APN): internet

user name:

o
=]

1a

~F
HL

password: 1a g

o
=]

-
HL

If you have selected the connection type LTE a small block will be shown
within the current window. There you have to specify the PIN code for
your SIM card (if needed) as well as the name of the access point (APN)
from your provider. The access point on CONNECT and CONNECT-II
devices is prefilled with “internet” which works on a variety of providers.
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For CONNECT-CONTROL devices this info gets detected automatically.
Additionally you can also specify a user name and password. But this
parameters are only needed if the entered access point needs an
authentication on the provider.

4.2.1.3 peripheral configuration
— peripheral configuration

Here you can select the interface and configure the adresses for the devices
{e. g. from a PLC) who can communicate with the devices or the PC from the
partner device. When using the connection type CONMNECT this step is
optional.

interface: none -

In the next step the configuration of the peripheral interface have to be
done. The peripheral interface is the network interface where the devices
who should communicate with the help of the CONNECT device with the
devices who are connected to another CONNECT device. If you have
selected the connection type CONNECT the selection of a peripheral
interface is optional.

Important:

If you are using the connection type CONNECT, the PC will always be
able to communicate with the devices on the partner device. This is
independent from the peripheral configuration.

—IP settings
IP configuration: DHCP
@ manually
DHCP server. [V enable

|IP address:

subnet mask:

If you have selected a peripheral interface a block with IP settings will
appear. There you can specify the IP address and maybe the subnet
mask for the device. This parameters are needed so the CONNECT
device can communicate with the connected peripheral devices. If the
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peripheral interface is connected with a network which also has a DHCP
server, the device can also retrieve the needed settings from a server. If
you want or have to configure the IP config manually and enable the
setting “DHCP server”, peripheral devices who are connected to the
CONNECT device doesn't have to be configured manually rather they
can retrieve their IP configuration from the CONNECT. Independent of
the activation of the DHCP server setting devices can always be
configured manually.

—WLAN settings

search: | start search

maode: | Access Point (AP) v

SSID: | CONNECT WiFi
security type: | open v

channel: | auto channel ~

When you have selected the WLAN interface as peripheral interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

Hint:
If you have selected the same interface for the peripheral interface and
router interface the block with IP and WLAN settings will not appear.

When your device has the option IP-Switch the group “IP-SWITCH” will
be shown next. There you have to specify if the function for translating IP
addresses should be used. Afterwards you can specify if a network
bridge should be used between the router and peripheral interface.
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—IP-SWITCH

function: ¥ enable
network bridge: ¥/ enable
IP translations: =+ <>

IP firewall: =+

When this setting is enabled all packets, where no IP translation can
occur or is configured, between the router and peripheral interface will be
exchanged without any modification. If the setting is disabled both
networks are isolated from each other and only packets who are
processed by the option are getting forwarded.

In the line “IP translations” you can now configure the translations.
Therefore you have to enter the two addresses into the text fields and
then click on the + symbol. The first address is the real IP address of the
device. The second address specifies the translated address of the
device. If you want to add further translations you can repeat this step.
When you want to delete an existing entry you will have to click on the —
symbol.

In the following line “IP firewall” you will be able to specify which devices
from the peripheral interface can communicate via the router interface
with the devices on the router network and the network or internet behind
additionally. In the text field you have to enter the real IP address of the
device and the click on the + symbol. An already created entry can be
deleted with the symbol —.

Important:

The peripheral and router interface have to differ when using this option.
If some of the entered IP addresses should be able to communicate with
the network devices of the partner device too, you will have to enter the
translated address into the list on the next block too.
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devices

|P addresses: =+
IP address ranges: +

Additionally to the block with IP settings a block with the label “devices”
will be shown as soon as a peripheral interface is selected. There you
can specify single IP addresses as well as IP address ranges for the
peripheral devices who are allowed to communicate via the CONNECT
device with the network devices from the connected partner device. If
you want to add a new address or address range to the list you have to
fill in the last line of the corresponding list and click on the + symbol
afterwards. This process can be repeated as often as needed. If you
want to remove an existing entry from one of the lists again you have to
click on the — symbol.

Hint:
The devices who automatically gets the IP configuration from the
CONNECT device doesn't need to be specified here manually.

4.21.4 partner configuration
— partner configuration

In the last step you can specify to which of your other devices the current
device should establish a connection automatically. A connection can also be
established if necessary via the page "overview”.

connection: [V establish autoamtically

Y

number: =

password: o

On the last commissioning step you can specify if the device should
automatically establish a connection with another device from your
CONNECT cloud. If you want to use this function you have to enable the
setting “connection”. Now you can enter the number and, if needed, the
password of the device, to which a connection should be established.
The automatically connection establishment is either useful for the office
device, when a connection is needed directly, or when using the devices
for a dedicated connection.
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When the option IP-Switch is available on your device as well as enabled
and the connection type is set to CONNECT or GATEWAY, the setting
‘remote access” will be shown, which allows you to disable the
connection to other devices completely. This may be desired when the
device should be used for translating |IP addresses only, without the
need of any remote maintenance function.

Important:

Only enable the automatically connection establishment on one of your
two devices (in most cases on the office device). Otherwise it may be
nearly impossible to manually connect to another device.

4.2.2 option Router

4.2.21 Dbasic configuration
—basic configuration

In the first step you have to specify how you want to use your device.
Specifying the name is optional.

device name:

® Bridge

operation mode: Router

In the first step of the commissioning process you can specify a name for
your device and select the operation mode:

« Bridge: The CONNECT device connects multiple interface to a
shared network. All participants connected to the device are in the
same subnet.

* Router: The CONNECT device routes between the network of the
WAN interface and the network of one more LAN interface(s). Each
network has it's own subnet.
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4.2.2.2 WAN configuration
—WAN configuration

Next you have to configure how your device should be connected with the
internet / WAN.

WAN interface; | LAN-A ~

If you have selected the operation mode Router, the next step is to
configure the WAN interface. Therefore in the first step you have to
select which interface should be used for the WAN. If on the other hand
you have selected Bridge as the operation mode this step is skipped
automatically.

—IP settings

DHCP

IP configuration: ® manually

|P address:
subnet mask:

gateway address:

Below the selection list of the WAN interface a block for the configuration
of the IP parameters is shown. In the first step you have to choose if the
IP settings should be retrieved automatically from a DHCP server or if
the parameters gets specified manually. If you want or have to do the
configuration manually you will have to enter an IP address and maybe
subnet mask for the device as well as IP address of the gateway.

—WLAN settings

search: | start search

SSID:
security type: open -

channel: auto channel -

If you have selected the WLAN interface as WAN interface another block
with WLAN settings will be shown. Here you can specify the WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the

manual CONNECT / CONNECT-II / CONNECT-CONTROL V1.16 page 26



log in to the WLAN network depending on the selected security type. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a few seconds a list with networks will be displayed. If you want to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.

4.2.2.3 LAN configuration
—LAN configuration

In the last step you have to configure how your device should be connected
with the local network.

LAN-A
interfaces: LAN-B
WLAN

In the last step of the commissioning process you have to specify which
interfaces should be connected to a shared network as bridge and
should represent the local network (LAN). Depending on your need you
can select one or more interfaces.

—IP settings

DHCP

IP configuration:
@ manually

DHCP server: ¥ enable
IP address:

subnet mask:

Below the selection list of the LAN interfaces a block for the configuration
of the IP parameters is shown. There you can specify the |IP address and
maybe the subnet mask for the device. If the peripheral interface is
connected with a network which also has a DHCP server, the device can
also retrieve the needed settings from a server. If you want or have to
configure the IP config manually and enable the setting “DHCP server”,
devices who are connected to the CONNECT device doesn't have to be
configured manually rather they can retrieve their IP configuration from
the CONNECT. Independent of the activation of the DHCP server setting
devices can always be configured manually.
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—WLAN settings

search: | start search

maode: | Access Point (AP) v

SSID: | CONNECT WiFi
security type: | open v

channel: | auto channel ~

When you have selected the WLAN interface as one of the LAN
interfaces another block with WLAN settings will be shown. Here you first
have to specify via the mode if the device should offer an own network
as Access Point or connect as client to an existing network. Afterwards
the fields SSID, security type, channel and some other fields for the log
in to the WLAN network depending on the selected security type can be
filled in. If you aren't sure about the WLAN settings you can also execute
a search for all available WLAN networks by clicking on the button
“search”. A click on one of the search entries will then fill in all fields
expect the log in details automatically.

Hint:
If you have selected the operation mode Router the interface selected for
the WAN interface can not be selected for the LAN interface anymore.

4.2.3 option IP-Switch

4.2.3.1 basic configuration
basic configuration

In the first step you have the possibility to specify a name for your device.

device name:

In the first step of the commissioning process you can specify a name for
your device. This is optional and used for an easier identification only.
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4.2.3.2 internet configuration
—internet configuration

Next you have to configure how your device should be connected with the
corporate network, from which the devices are accessed.

router interface: | Lan-aA ~

In the next step you have to configure the router interface. The router
interface is the interface from which you later want to access the devices
connected to the peripheral interface via the translated IP address.

—IP settings

DHCP

IP configuration: ® manually

|P address:
subnet mask:

gateway address:

Below the selection list of the router interface a block for the
configuration of the IP parameters is shown. In the first step you have to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device by yourself.

—WLAN settings

search: | start search

SSID:
security type: open -

channel: auto channel -

If you have selected the WLAN interface as router interface another
block with WLAN settings will be shown. Here you can specify the WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the
log in to the WLAN network depending on the selected security type. If
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you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a few seconds a list with networks will be displayed. If you want to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.

4.2.3.3 peripheral configuration
— peripheral configuration

In the last step you can select the interface and configure the adresses for the
devices (e. g. from a PLC) who should be reachable from the router interface.

interface: | LAN-B ~

In the last step you have to configure the peripheral interface.

—IP settings

DHCP
@ manually

DHCP server: [V enable
|P address:

IP configuration:

subnet mask:

Below the selection list of the peripheral interface a block for the
configuration of the IP parameters is shown. There you can specify the
IP address and maybe the subnet mask for the device. If the peripheral
interface is connected with a network which also has a DHCP server, the
device can also retrieve the needed settings from a server. If you want or
have to configure the IP config manually and enable the setting “DHCP
server”, devices who are connected to the CONNECT device doesn't
have to be configured manually rather they can retrieve their IP
configuration from the CONNECT. Independent of the activation of the
DHCP server setting devices can always be configured manually.

Hint:

Please note that devices who automatically got a IP configuration via
DHCP from the CONNECT aren't reachable from the router interface by
default. The entry for the IP translation always have to be done manually.
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—WLAN settings

search: | start search

maode: | Access Point (AP) v

SSID: | CONNECT WiFi
security type: | open v

channel: | auto channel ~

When you have selected the WLAN interface as the peripheral interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

—IP-SWITCH

network bridge: enable
IP translations: -+ -

IP firewall 4

As last block the group “IP-SWITCH” will be shown. There you have to
specify if a network bridge should be used between the router and
peripheral interface. When this setting is enabled all packets, where no
IP translation can occur or is configured, between the router and
peripheral interface will be exchanged without any modification. If the
setting is disabled both networks are isolated from each other and only
packets who are processed by the option are getting forwarded.

In the line “IP translations” you can now configure the translations.
Therefore you have to enter the two addresses into the text fields and
then click on the + symbol. The first address is the real IP address of the
device. The second address specifies the translated address of the
device. If you want to add further translations you can repeat this step.
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When you want to delete an existing entry you will have to click on the —
symbol.

In the following line “IP firewall” you will be able to specify which devices
from the peripheral interface can communicate via the router interface
with the devices on the router network and the network or internet behind
additionally. In the text field you have to enter the real IP address of the
device and the click on the + symbol. An already created entry can be
deleted with the symbol —.

Important:
The peripheral and router interface have to differ.

4.2.4 option Protocol Converter

4.2.41 Dbasic configuration
basic configuration

In the first step you have the possibility to specify a name for your device.

device name:

In the first step of the commissioning process you can specify a name for
your device. This is optional and used for an easier identification only.

4.2.4.2 internet configuration
—internet configuration

Next you have to configure how your device should be connected with the
corporate network, from which the access is made via the S7 protocol.

router interface: | LAN-A ~

In the next step you have to configure the router interface. The router
interface is the interface which is connected to the corporate network and
from which you later want to access the H1 participants via the S7
protocol.
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—IP settings

DHCP

IP configuration: ® manually

|P address:
subnet mask:

gateway address:

Below the selection list of the router interface a block for the
configuration of the IP parameters is shown. In the first step you have to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device by yourself.

—WLAN settings

search: | start search |
S5ID:

security type: open -

channel: auto channel -

If you have selected the WLAN interface as router interface another
block with WLAN settings will be shown. Here you can specify the WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the
log in to the WLAN network depending on the selected security type. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a few seconds a list with networks will be displayed. If you want to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.
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4.2.4.3 peripheral configuration
—peripheral configuration

In the last step you have to configure how your device should be connected
with the plant network, where the H1 participants are connected to.

interface: | LAN-B ~

In the last step you have to configure the peripheral interface. This is the
interface which is connected with the plant network and where the H1
participants are connected to.

—IP settings
IP configuration: DHCP
@ manually
DHCP server: [Vl enable

|P address:

subnet mask:

Below the selection list of the peripheral interface a block for the
configuration of the IP parameters is shown. There you can specify the
IP address and maybe the subnet mask for the device. If the peripheral
interface is connected with a network which also has a DHCP server, the
device can also retrieve the needed settings from a server. If you want or
have to configure the IP config manually and enable the setting “DHCP
server”, devices who are connected to the CONNECT device doesn't
have to be configured manually rather they can retrieve their IP
configuration from the CONNECT. Independent of the activation of the
DHCP server setting devices can always be configured manually.

—WLAN settings

search: | start search
mode: | Access Foint (AF) ~
SSID: | CONNECT WiFi
security type: | open v

channel: | auto channel w
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When you have selected the WLAN interface as the peripheral interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

Hint:
If you have selected the same interface for the peripheral interface and
router interface the block with IP and WLAN settings will not appear.

Important:

After the commissioning process is completed, you will be redirected to
the start page of the device. There you'll have to click on the “couplings”
button to configure the protocol translations. The description for this can
be found under “5.3.3.5 couplings”.

4.3 Usage of the device

If you have completed and saved the configuration, your device now
submits the settings. Please make sure that the device is connected
according to your configuration. After a few seconds the device will be
reachable over one of the configured interfaces again.

4.3.1 option Remote Access

With the option Remote Access and another CONNECT device or the
CONNECT software you can access the network participants connected
to the device and communicate with them via the internet.

As soon as the device has booted up the LED S1 should begin to blink
(not for CONNECT-CONTROL devices).
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When you have selected the connection type CONNECT, you will now
have to do an internet communication from the PC which is connected to
the CONNECT device. The internet communication e. g. could be to go
to the website www.google.com. Thereby the CONNECT device should
detect the internet parameters from the PC and will be ready for use. If
you have selected the connection type GATEWAY or LTE the device will
be ready without any further action.

If you have enabled the automatically connection establishment, the
CONNECT now will try to connect to the specified partner device. If you
haven't enabled the automatically connection establishment or if you
want to connect to another device you can to this via the dialog “device
list” on the page “overview” of the web interface.

As soon as the CONNECT device has established a connection with
another device the LED S1 stops blinking and lights permanently (not for
CONNECT-CONTROL devices). The configured peripheral devices and
maybe the PC (when using the connection type CONNECT) will now be
able to communicate with the devices of the partner device like they
would be on the same network.

Important:

If you have disabled the setting “remote access” the device LED S1 won't
blink. Furthermore you won't have to execute an internet communication
when using the connection type CONNECT, because the device don't
need the internet parameters.

4.3.2 option Router
With the option Router you will be able to use your CONNECT device as
bridge or router.

When using the device as bridge multiple interfaces are connected to a
shared network. All participants thereby are in the same subnet and can
communicate with each other directly. This operation mode is e. g. useful
when you want to connect some devices who only have a LAN interface
to your existing WLAN network. On the side you can also configure your
device as Access Point, so that mobile devices like smart phones or
tablets can communicate with devices who have a LAN interface only.
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If you have two different subnets which need to be connected with each
other the operation mode Router is used. The CONNECT device then
routes the packets between the WAN and one or more LAN interfaces.
On devices which should access devices on the other interface the
gateway have to be set to the IP address of the CONNECT device.

4.3.21 overview of possible applications

situation operation WLAN special feature
mode mode
with a laptop around |Bridge Access PLC via S5/7-LAN on
the S5/7 PLC Point LAN-A port,

additional LAN
participants on LAN-B

port
bring S5/7 PLC or Bridge Client PLC via S5/7-LAN /
LAN participant into LAN participant on
an existing WLAN LAN-A port,
network additional LAN
participants on LAN-B
port
create a separate Router Access LAN-A port to
subnet for connected Point corporate network,
devices LAN-B port + WLAN
to plant network
(don't forget to add

routes within the
corporate network)

extended LAN Bridge 1. device one device as AP and
connection Access the second as Client
(Attention: 2 devices Point
are required) 2. device

Client
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4.3.3 option IP-Switch

With the option IP-Switch you can set up IP address conversions within
the CONNECT device. This allows you to connect two networks with
different subnet without the need of a router. The access to the devices
on the peripheral interface then doesn't occur with the original address
rather a virtual address suitable to your network is used.

For example an existing plant network with a controller which have to be
adressed from the production data acquisition is to be named. A direct
communication between both network participants isn't possible because
both neworks have a different subnet. Before you now start to change
the subnet of the complete plant network, which may be very expensive
or you may also have not the authroization for that, the CONNECT
device with the IP-Switch option can solve this problem eaisly. A detailed
example as well as the needed configuration is described further down.

Hint:

A CONNECT device where the Remote Access option is installed is
inherently a device for coupling via the internet. However, it can also be
exclusively used to exchange IP addresses with the IP-Switch option.

By default the entire network traffic is first passed on between the
peripheral and router interface. If an IP address entered in the table is
accessed from the router interface, the address will be translated
according to the entry on the table before the transfer. The passing of the
network traffic can also be limited to the entered IP addresses if needed.
When the setting for remote access is activated, the same conversion
also takes place when a device of the partner device accesses an IP
address entered in the table.

Important:

The communication across subnets enabled with this option only applies
if the connection is established from the device on the router interface or
the partner device to the device on the peripheral interface. In the other
direction no translation is done.
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4.3.3.1 example configuration

If the device is only used for the function to translate IP addresses,
without any remote access purpose, you will find a description in this
section how a minimal configuration for the commissioning can look like.
Otherwise you will also find a complete explanation in the section “4.2
Configuration of the device”.

For the following example configuration it is assumed that a controller
with the IP address 192.168.2.100 within the plant network (subnet
192.168.2.0/24) should be accessed from the producation data acqustion
within the corporate network (subnet 10.10.12.0/8) via the IP address
10.10.12.101. All other participants of the plant network should not be
reachable from the corporate network.

Hint:

In the following dialogues the commissioning from a device with the
options Remote Access and IP-Switch is shown. If the option Remote
Access is not installed in your device, some settings are omitted.

First you should make sure that you can access the device as described
in the section “4.1 Access the device”. Afterwards you can start with the
basic configuration:

—basic configuration

In the first step you have to specify some information about your device. The
name and the password are optional.

device name:

device number:

device password: ®
device name: view name for the device (optional)
device number: 1
device password: (leave empty)

Click on “next” subsequently.
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In the next step you have to specify the usage of the interfaces as well
as the parameters for the corporate network:

—internet configuration
Next you have to configure how your device should establish a connection to
the internet. Depending on the selected connection type different parameters
are needed.
@ CONNECT
connection type: © GATEWAY
UTE
router interface: LAN-A ~
PC interface: LAN-B ~
connection type: GATEWAY
router interface: LAN-A / WAN (interface of corporate network)
—IP settings
IP configuration: o 3:;:5;”3(
IP address:
subnet mask:
internet access” - gateway
0 proxy server
gateway address:
IP configuration: manually
IP address: IP address of the device in corporate network
(example: 10.10.12.100)
subnet mask: 255.0.0.0 (inserted automatically)
internet access: gateway
gateway address: IP address of gateway in corporate network

(example: 10.10.12.1)

Click on “next” subsequently.
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Within the next step you have to configure the parameters of the plant
network as well as the translation of IP addresses:

—peripheral configuration

Here you can select the interface and configure the adresses for the devices
(e. g. from a PLC) who can communicate with the devices or the PC from the
partner device. When using the connection type CONNECT this step is

optional
interface. none ~
interface: LAN-B / LAN (interface of plant network)
—IP settings
IP configuration: - a;l:;lly
DHCP server: [¥ enable
IP address:

subnet mask:
IP configuration: manually
DHCP server: no enable
IP address: IP address of the device in plant network

(example: 192.168.2.200)
subnet mask: 255.255.255.0 (inserted automatically)

—IP-SWITCH
function: enable
network bridge: enable
P translations: + <=
IP firewall: +

function: enable
network bridge: no enable
IP translations: Entering of the translations which IP address of a

device in the plant network corresponds to which
IP address in the corporate network.
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The entered addresses in the text fields have to
be submitted by clicking on the + symbol. You
can also specify multiple translations. An already
existing entry can be deleted by clicking on the —
symbol.

(example: 192.168.2.100 <> 10.10.12.101)

IP firewall: Entering of IP addresses from devices in the plant
network which are allowed to access the
corporate network and the internet behind.

The entered address in the text field have to be
submitted by clicking on the + symbol. You can
also specify multiple addresses. An already
existing entry can be deleted by clicking on the —
symbol.

(example: 192.168.2.100 - if needed)
In the subsequent block “devices” no configuration is necessary.
Click on “next” subsequently.

In the last step the function of the device gets determined:

— partner configuration

In the last step you can specify to which of your other devices the current
device should establish a connection automatically. A connection can also be
established if necessary via the page "overview".

remote access: [¥] enable

connection: establish autoamtically

remote access: no enabled (thereby all further fields are hidden)

Now you have to click on the “Save” button.

The configuration of you device for using the IP-Switch option is now
completed.
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The controller in the plant network with the IP address 192.168.2.100
can now be accessed from the corporate network with the IP address
10.10.12.101.

4.3.4 option Protocol Converter

With the option Protocol Converter you have the possibility to read or
write data from one or multiple S5 controllers who communicate via the
H1 protocol (Fetch/Write) with the S7 protocol (PUT/GET). For this you
will have to create a list with the connections to the S5 controllers within
the device. The assignment between S7 and S5 connections is done via
individual IP addresses which can be configured for each S5 connection
or via TSAPs.

The access to data from peripherals, inputs, outputs, flags, counters and
timers of the S5 are possible via the S7 protocol directly. The addressing
on the S7 side is thereby identical with them on the S5 side.

When accessing data blocks you need to pay attention to the addressing
because the S5 is Word oriented where the S7 is Byte oriented. This
means the address from the S5 needs to be doubled when accessed via
the S7 protocol (ex. DW3 in the S5 as DBW®6 in the S7). Of course a
read access to a single byte from a word is also possible (ex. DL5 as
DBB10 and DR6 as DBB11).

If your S5 controller supports the extended data block area (DX) this can
also be accessed by adding an offset of 256 to the block number (ex.
DX1 as DB257).

Important:
Please note that write access to single bytes of data blocks or single bits
aren't possible.

4.3.5 option TimeServer

With the option TimeServer you can synchronize the clock of S5 and S7
controllers connected to the device via GPS (or alternatively via NTP).
The device therefore is able to directly set the hardware clock of the PLC
(S7-300/400 only) or to write the date and time in one of the supported
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formats into a data block. Furthermore the option includes a NTP server,
which allows network participants to use the CONNECT device as time
server.

4.3.6 option Unified

With the option Unified you can connect a Siemens Unified Panel with a
S5 controller with a S5-LAN++ to be able to read or write data from the
S5 controller via the S7 protocol. To use the function you will first have to
create a table within the CONNECT device in which you assign a specific
combination of rack/slot to the IP address of the S5-LAN++. Afterwards
you will just need to configure a S7 connection within the Unified Panel
to the IP address of the CONNECT device.
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5 Control elements
5.1 status LEDs

5.1.1 device CONNECT / CONNECT-II
The devices CONNECT / CONNECT-Il have some status LEDs on the
front side of the device. The LEDs have the following meanings:

» ON: lights if the device is powered

* Wi: lights on active WLAN and blinks on data transfer

« S1: lights on active connection to a partner device and blinks while
synchronization and on standby

« S2: currently not in use (only on older devices)

« S3: currently not in use (only on older devices)

« S4: currently not in use (only on older devices)

* LAN A: lights if the link state on interface A is active and blinks on
data transfer

* LAN B: lights if the link state on interface B is active and blinks on
data transfer

Furthermore the CONNECT devices with an integrated LTE modem have
another LED on the right side of the device near to the SIM card slot. If
this LEDs blinks slowly and evenly the modem is executing a network
search. As soon as a network was found the LED lights constantly.
When a communication is running trough the LTE interface the LED
blinks faster or irregularly.

5.1.2 device CONNECT-CONTROL
The device CONNECT-CONTROL has multiple different status LEDs on
the front side of the device.

The first green LED is located on the bottom left corner next to the power
connector and lights when the device is powered.

For a simple diagnostic of the RJ45 interfaces every connector has its
own green LED. This LED lights when a link state is detected and blinks
on data transfer.
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Furthermore there are some more LEDs on the bottom right corner for a
diagnostic of the mobile connection. The five green LEDs below the bars
are showing up the signal strength. This means the more LEDs are light
up the better the signal is. The LED directly below the mobile symbol is a
multi color LED and gives more information about the current general
mobile connection:

colors behavior meaning
green + red blinks alternatively no SIM card detected or bad
every 500ms pin code

green + red + orange |blinks alternatively |GSM connection gets

every 500ms established
red blinks every 1s GSM connection without
data connection
lights / blinks GSM connection with data
connection

(blinks on data transfer)

orange blinks every 1s UMTS connection without
data connection
lights / blinks UMTS connection with data
connection

(blinks on data transfer)

green blinks every 1s LTE connection without data
connection
lights / blinks LTE connection with data
connection

(blinks on data transfer)

5.2 buttons

5.2.1 device CONNECT / CONNECT-II
The devices CONNECT / CONNECT-II have two buttons on the right
side of the case. These buttons are used as follows:

* FS: button for applying factory defaults
* T: currently not in use
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If you want to restore your device to the factory defaults you have to
press the “FS” button for at least 3 seconds. For pressing the button you
can use a paperclip.

If you have pressed the button for at least 3 seconds and released it
again the factory defaults gets loaded into the device. Now your device
executes a restart and can be accessed after about 30 seconds via the
default settings as described in the chapter “Commissioning”.

5.2.2 device CONNECT-CONTROL

The device CONNECT-CONTROL has a single button on the rear of the
case, which can be pressed with the help of the supplied needle or a
paper clip. The usage of the button can be individually configured on the
web interface from Teltonika. From factory default the following actions
are executed depending on the time span where the button is pressed:

min time max time | meaning

0 5 restart

6 11 restoring user defaults
12 20 restoring factory defaults
Important:

When restoring the user or factory defaults the CONNECT software is
removed from the device too. In this case you have to do a complete
new installation of the software.

5.3 web server

The operation of the device for configuration and status checking as well
as connecting and disconnecting to / from partner devices is done via the
integrated web server. The access to the web server is possible via all
interfaces who have an IP configuration. Additionally the web server can
also always be accessed via the PC and peripheral interface (when
used) with the keyword “connect”.
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5.3.1 page structure

“ All pages consists of a header, a footer and a
content area. The menu is hidden by default.

With this structure the web page can even be

viewed on devices with small resolutions or
monitor sizes (e. g. smart phones).

configuration

If you want to show the menu you have to
firmware update click on the icon or the text “menu” on the
upper left corner. The menu then gets
displayed on the left side. If you want to
navigate to one page, you just have to click
on the desired entry. If you want to hide the
menu you only have to click on the icon or

text “menu” again.
Deutsch

The web page language can be changed by clicking on the entry
“‘English” or “Deutsch” on the bottom of the menu. The language
selection gets saved within the device.

For CONNECT-CONTROL devices the logo from Teltonika Networks is
shown on the left side of the footer. When you have clicked on this logo
the web interface of the RUT955 from Teltonika gets opened. There you
can then parameterize further settings which are independent of the
CONNECT software. For more information about this settings please
look into the manual from Teltonika.
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5.3.2 access protection

To avoid an inadvertent change of the configuration as well as
connecting or disconnecting to or from another device the complete web
page can be protected with a password.

The configuration of the password is done on the page “configuration”. If
an empty password is specified, as it is the case on factory defaults, no
password query will be shown and all pages can be accessed directly.

If you have configured a password, you will be queried to enter a
password with the following dialog:

login
password:

log in

After you have entered the password and clicked on “log in” you will be
redirected to the page, which was requested before.

Because of security reasons we recommend to log out of the device after
you have finished your work. Therefore you will see the menu entry “log

out’ on the menu:

After you have clicked on the menu entry you will see the following
message and will be redirected to the start page after 5 seconds, which
then queries for a password again:

—log out

You are logged out successfuly!

You are redirected to the start page in 5 seconds ...
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Hint:

If you have executed a device restart, the loading of factory defaults or a
firmware/software update, no log out have to be done, because thereby
all users are getting logged out automatically.

5.3.3 page overview

= —

state device list addresses DHCP leases

plant BW 3

A

® Copyright Pl 2020

The page “overview” is available for devices with the options Remote
Access and IP-Switch and is the start page on this devices. The offered
data on this page allows you a fast diagnostic of the device state, the
management of connections to a partner device as well as the
configuration and checking of the addresses from peripheral / network
devices from the own device and from the partner device.

For a better overview the information on the page are grouped in multiple
dialogues. These dialogues can be be opened with a click on the
corresponding light blue button. If you want to close an opened dialog
again you can click on the button “close” within the dialog or on some
area outside the dialog. The single dialogues are explained in more
detail on the next pages.
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Hint:
Depending on the installed options as well as on the configuration and
state of the device not all dialogues may be available.

5.3.3.1 state
connection: connection established
errar: =
device: plant BW (#703)
partner device: office device (#1)

close

Within the dialog “state” the most important information about the device
and the connection are shown:

connection: The current state of the device and connection.
error: The last error which occurred on the device.
device: The name, if exists, and number of the own device.

partner device: The name, if exists, and number of the device to which
currently or lastly a connection is / was established.

Hint:

If the option Remote Access is not installed on your device or if you do
not have enabled this function within the settings, the text “not used” will
be shown under “connection” as soon as the device is ready for use.
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5.3.3.2 device list

office device -
#?[}1 plant BW 1 l
#r02 plant BW 2 [ .

| refresh || close |

When opening the dialog “device list” the device tries to detect all
devices who are located within your CONNECT cloud. After a few
seconds a table with all found devices will be shown.

With the symbols ¥ and X on the last column of each table row you can
establish a connection to the corresponding device or disconnect an
already existing connection.

The symbols 8 and &, who are also located within the last column, are
used to start or open and stop the remote config for a device. The
remote config is a function to view and control the web interface of
another device as if the device where located in the local network.

With the button “refresh” you can reload the device list again manually.

Hint:
If you have disabled the remote access in the settings of the device, this
dialog won't be available.

If you want to establish a connection to a device the following dialog will
be shown after you have clicked on the ¥ symbol:

connection

device: plant BW 2 (#702)
password: b

| connect || abort |

On this dialog the name, if exists, and the number of the device, to which
a connection should be established to, will be shown again. Furthermore
you have an input field where you have to enter the connection password
for this device. Afterwards you can click on the button “connect’, to
establish the connection to the selected partner.
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Hint:

If you are already connected with a partner device and want to connect
to another device the previous connection will be disconnected first
automatically.

Important:

When you use the connect and disconnect function of the device list the
automatically connection establishment will be disabled temporarily. After
a restart or maybe when changing the configuration this automatism will
be enabled again.

When you want to start the remote config for a device from the list a
dialog will be shown too after you have clicked on the symbol §:

device: plant BW 2 (#702)
password: hod

| start || abort |

The dialog shows the selected device again and requests for entering
the password for the device. Afterwards you can click on the button
“start”. When the remote config was be started successfully, a new
window will be opened where the web server of the selected device will
be shown.

Hint:

If the remote config to another device was started earlier but no stopped,
this remote config gets stopped first. The parallel access via remote
config to multiple devices is not possible.

Important:
When the remote config could be started successfully but no windows
gets opened please make sure that your browser doesn't block pop-ups.
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5.3.3.3 IP translation

IP translation

source address _____targetaddress | |
192.168.1.56 192.168.2.56 - -
192.168.1.93 192.168.2.150 -

== .

| save || close |

When the option IP-Switch is available and enabled on your device, you
will have the dialog “IP translation”, where you can configure the
translations of IP addresses for the devices on the peripheral interface.
The source address specifies the original IP address of the device on the
peripheral interface where the destination address describes the address
in which the |P address gets translated to.

To add a new entry into the table, you will have to fill in the text fields on
the last line and click on the + symbol afterwards.

If you want to remove an already existing entry you can click on the —
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

Important:

If a device from the peripheral interface should be reachable from the
network devices of the partner device too, you will have to enter the
destination address of this devices into the dialog “addresses” too.

5.3.34 IP firewall

IP firewall

a1
192.168.1.56 =
S

| save || close |

If the option IP-Switch is installed and activated on your device, you will
have the dialog “IP firewall”, where you can grant IP addresses of
devices on the peripheral interface access to the router interface and the
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network or internet behind. For this you only have to enter the IP address
where the access should be granted into the dialog. For all other devices
the access will be refused. It also does not matter if the IP address is
specified within the IP translations or not.

To add a new entry into the table, you will have to fill in the text field on
the last line and click on the + symbol afterwards.

If you want to remove an already existing entry you can click on the —
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

Hint:
If you use the connection type LTE this dialog will not be available,
because no router interface is used for this connection type.

5.3.3.5 couplings

couplings

§7-H1 couplings

~
destination MAC__|source TSAP destination TSAP__| ___|
— ~

192.168.1.108 Fetch 08:00:06:01:01:12 57696e4343 504c433152

192.168.1.108 Write 08:00:06:01:01:12 57696e4343 504c433157 =

192.168.1.109 Fetch 08:00:06:01:01:13 57696e4343 504c433252 -
Fetch +

w

W

save || close

When the option Protocol Convert is available and enabled on your
device, you will have the dialog “couplings”, where you can set up the
parameters for the coupling between two devices with different protocols.
The dialog is separated into multiple tabs for various couplings, but
currently only the S7-H1 couplings are available.

For the S7-H1 couplings you first need to configure with the three first
columns how the device should be reachable via the S7 protocol. You
can either assign an individual IP address for each connection or you
can differ the connections via the source and/or destination TSAP. If you
enter an |IP address the access is only possible with this IP address via
the router interface. Otherwise the access is possible with every IP
address of the device. The fields for the both TSAPs are optional if they
aren't needed for the assignment to the S5 connection.
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When you have set up the S7 side you will now have to choose if the
protocol “Fetch” (GET on the S7 side) or “Write” (PUT on the S7 side)
should be used. Afterwards you have to enter the MAC address and both
TSAPs as they are configured within the CP of the S5 side.

Hint:

The read and write access on the S5 side always requires two separate
connections. But nevertheless you are still able to use a single S7
connection for read and write access, by configuring two connections
which doesn't differ on the parameters of the S7 side. The device then
assigns the read and write requests to the corresponding connection.

To add a new entry into one of the tables, you will have to fill in the text
field on the last line and click on the + symbol afterwards.

If you want to remove an already existing entry you can click on the —
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

5.3.3.6 addresses

IP addresses IP address ranges

address | |

192.168.2 .56 -
192.168.2 .59 =
192.168.2.94 =
192.168.2 .98 =
192.168.2.150 -

+ |

| save || close |

The dialog “addresses” allows you the configuration of single addresses
or complete address ranges for the peripheral devices. The address
configuration is separated in multiple tabs but currently only the tabs “IP
addresses” and “IP address ranges” are available. The address lists can
be opened by clicking on the corresponding tab.
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If you want to add an address or address range to a list you have to fill in
the input fields on the last row of the table and click on the symbol +
afterwards.

If you want to remove an added entry again you can click on the —
symbol of the respective row.

When you have finished your configuration you have to click on the
“save” button, to submit the changed address lists.

Hint:

The addresses who are configured on this dialog have to be on the same
subnet as the IP address from the peripheral interface of the device itself
or on the same subnet as devices who are connected with the partner
device. Otherwise no communication is possible.

Important:

Only the devices whose address are configured in this dialog, as well as
devices who get their configuration via DHCP and, when using the
connection type CONNECT, the PC are allowed to communicate via the
tunnel with the devices from the connected partner device.

5.3.3.7 DHCP leases

DHCP leases

MAC address [ IPaddress _____name

30-3a:64.d6:be:38 192 168 2 .88 Software-Laptop
c4:93:00:0e:03:80 192 168.2 .97 - -

close

Within the dialog “DHCP leases” you can see a list of devices, who
automatically got an IP address from the CONNECT device. This devices
can, additionally to the manual configured devices, also communicate via
the tunnel with the devices of the partner device. Within the table each
entry shows the MAC and automatically assigned IP address of the
device as well as the device name if applicable.
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5.3.3.8 partner addresses

partner addresses

IP addresses IP address ranges

]

192.168.1.71 -

192.168.1.72

192.168.1.94 » |
close

The dialog “partner addresses” will be displayed as soon as a connection
to another device is or was established. Within the dialog you can see
the addresses and address ranges of the network devices from the
current or last partner device. The structure thereby can be compared
with the dialog “addresses” with the different that on this dialog no
configuration can be done.

5.3.4 page stations

current system time: 25.03.2022 10:30:52

add station

%@’& head control (192 168 1 160]
ﬁme aaﬂlusf successfuf (25 03 2022 10 27 32)

m
ow om

87 PLC shredder (192.168.1.161)
. time adjust not executed yet

| ¢ SSPLC press (192.168.1.162) | [y
TCP connection failed (25.03.2022 10:29:12)

om

oot © Copyright PI 2021

The page “stations” is the start page on devices with the TimeServer
option and allows you the diagnosis as well as configuration of the PLC
stations (controllers) where a time adjust should be executed.

manual CONNECT / CONNECT-II / CONNECT-CONTROL V1.16 page 58



On the page you can see on the upper right the current system time of
the device and in the middle the list of stations. A new station can be
added by clicking on the button “add station”. Thereby the same dialogue
will be shown as for editing an already existing station. The description of
the dialog and the list itself can be found in the following sections.

5.3.41 list with stations

head control (192.168.1.160) B¥n
time adjust successful (25.03.2022 10:27.32) Q E

Every configured station will be shown as one entry in the list.
On the left side the symbols shows the current state of the station:

?  time adjust was not executed yet
-:f;- time adjust is currently executed
time adjust was executed successfully

X time adjust was not successful

Next to the status symbol the name and IP address is shown in the first
line and the current state or last result as well as the last time of the time
adjust in the second line. Further information about the current state can
be found in the diagnosis dialog.

On the right side of the entry there are a few symbols which allows you
to mange the station:

enable automatic time adjust
disable automatic time adjust

show or change settings of station

= X N

remove station

execute time adjust manually

jo

show diagnosis information of station
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Hint:
Stations where the automatic time adjust is disabled are colored with a
light gray background color.

5.3.4.2 settings of a station

settings » sfafion "head control”

name: head control

IF address: 192.168.1.160

channel type: OP connection v
rack number: 0

slot number: 1

automatic: adjust time automatically
interval: 3600 seconds

target / format: DB 57 LDT v
block number: 10

block offset: 0

save || close

If you add a new station or open the settings of an existing station a
dialog with the following parameters will be shown:

name: A freely definable name for the station which is
used for display only.

IP address: The IP address of the PLC, the CP or the
S5-LAN++ or S7-LAN module.

channel type: The channel type or resource which is used for

the connection to the PLC.

rack number: The number of the rack where the PLC is
connected to. (default 0)

slot number: The number of the slot where the PLC is
connected to. (default 2 for S5 or S7-200/300/400
or 1 for S7-1200/1500)

automatic: Determines if an automatic time adjust should be
executed for this station.

interval: The interval in seconds where the automatically
time adjust should be executed.
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target / format:

block number:

block offset:

Determines if the time should be directly written

into the PLC or in which format the time should be
written into a data block.

PLC clock: directly into the hardware clock
of the PLC (only S7-300/400)

DB S7 DATE_AND_TIME: into a DB with
the S7 format DATE_AND_TIME / DT (only
S7-300/400/1500)

DB S7 LDT: into a DB with the S7 format
LDT (only S7-1500)

DB S7 DTL: into a DB with the S7 format
DTL (only S7-1200/1500)

DB binary: into a DB with a binary format
(see below)

DB ASCII: into a DB with a ASCII format
(see below)

The number of the data block where the time
should be written to.

The offset in bytes within the data block where the
time should be written to.

If you want to submit the changes you will have to click on the “submit”
button. When you click on the button “close” all inputs will be discarded.

structure of format “DB binary”

address description example
DWO year 2022
DB2 month (1 till 12) 3
DB3 day (1 till 31) 25
DB4 day of week (0 for Sunday, 1 for Monday, ... 5
till 6 for Saturday)
DB5 hour (O till 23) 10
DB6 minute (O till 59) 27
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DB7 second (0 till 59) 32

DB8 daylight saving time active (bit 0) 0
DB9 time adjust executed (bit 0) 1

structure of format “DB ASCII”

address description example
DDO year (four digits) '2''0''2' 2
DW4 month (two digits, 1 till 12) '0''3'
DW6 day (two digits, 1 till 31) '2''5'
DW8 hour (two digits, 0 till 23) "1''0’
DW10 minute (two digits, 0 till 59) 2''7
DW12 second (two digits, 0 till 59) '3''2'
DB14 daylight saving time active (Bit 0) 0

DB15 time adjust executed (Bit 0) 1

Hint:

The bit “time adjust executed” within the formats of “DB binary” and “DB
ASCII” can be used from the PLC to determine if the CONNECT device
has updated the data block. For this the PLC needs to reset the bit as
soon as the data has been read.

5.3.4.3 diagnosis of a station

diagnosis » sfation "head control”

current state: =

last result: time adjust successful
last time adjust: 25.03.2022 10:27:32
next time adjust: 25.03.2022 11:27:32

adjust time manually || close

When you open the diagnosis of a station a dialog will be shown with the
following information:
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current state: The current state of the time adjust if a time adjust
is executed in this moment.

last result: The result (success or corresponding error) of the
last time adjust.

last time adjust: The time of the last time adjust.

next time adjust: The time for the next automatically time adjust.

With the button “adjust time manually” you can trigger a time adjust for
this station manually. This button has the same effect as the symbol in
the list.

5.3.5 page connections

configuration

source IP source TSAP destination TSAP destination IP state

192.168.1.72 0100 0202 192.168.1.161 connected
182.168.1.71 0100 0201 192.168.1.160 connected
182.168.1.71 0100 0202 192.168.1.161 connected
192.168.1.71 0100 0202 192.168.1.161 connected

@ Copyright Pl 2020-2025

The page “connections” is the start page on devices with the Unified
option and allows you to assign the S7 connections with the S5-LAN++
modules as well as viewing all currently established connections.

The page is divided into two tabs which are described in the next two
sections in more detail.
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5.3.51 state

state configuration
source |IP source TSAP destination TSAP destination IP state
192.168.1.72 0100 0202 192.168.1.161 connected
192.168.1.71 0100 020 192.1638.1.160 connected
192.166.1.71 0100 0202 192.168.1.161 connected
192.168.1.71 0100 0202 192.168.1.161 connected

In the tab “state” you will find an overview for all currently established
connections to the CONNECT device including their addresses and
state.

5.3.5.2 configuration

state configuration

rack number slot number IP address
0 1 192.168.1.160 S —
0 2 192 168.1.161 S —

+

In the tab “configuration” you will be able to set up the assignment of S7
connections (via rack and slot number) to the S5 controller (IP address of
the S5-LAN++). The table consists of three columns for each entry:

rack number: The number of the rack, which is used to assign
the S7 connection to the S5 controller. (default 0)

slot number: The number of the slot, which is used to assign
the S7 connection to the S5 controller.

IP address: The |IP address of the S5-LAN++ module which is

plugged on the S5 controller.

If you want to add a new entry to the list you have to fill in the input fields
on the last row of the table and click on the symbol =+ afterwards.

If you want to remove an added entry again you can click on the —
symbol of the respective row.

Furthermore it is also possible to modify an existing entry. Therefore you
have to click on the # symbol, make your changes as desired and finally
click on the ¥ symbol. With a click on the X symbol you will also be able
to exit the edit mode without making any change.
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5.3.6 page status

_‘

IP address

MAC address:

erthnnt mack-

—system
device type: CONNECT
firmware version: 1.02
serial number: -
customer ID: 1234
options
’7 IP-SWITCH: not installed
—device
name: -
number: 1
—interfaces
connection type: CONNECT
router interface. LAN-A
PC interface: LAN-B
peripheral interface: none
—LAN-A interface
state” connected

c4:93:00:0e:ba 42

0 192.168.1.236

AER MEE DEE N

m

© Copyright Pl 2020

The page “status” show different status information about the device as
well as information about settings and network interfaces from the
device. This information can be helpful e. g. if you want to check if a LTE
or WLAN connection exists and how good the signal
Furthermore the information on this page can be helpful for the support if

you have any problems with your device.
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5.3.7 page configuration

—saystem

»

device type: CONNECT
firmware version: 1.00

m

—access protection

current config password
config password

change password: [C] change password
new password

repeat new password

—general

restart
factory default | set factory defaults
support request. | create file for support

—device
name
number: 1
password hod

© Copyright Pl 2020

On the configuration page (menu item “configuration”) you have the
possibility to set various settings. This allows you to configure the device
as needed for your usage. The configuration settings are divided in
groups and described in the next points in more detail.

Hint:
Depending on your device type, the installed options and configuration
not all groups or settings may be available.

5.3.7.1 system
system

device type: CONNECT
firmware version: 1.00

The group “system” shows some information about the device. Here you
cannot change anything. The update of the firmware or software can be
done on the page “firmware update” or “software update”.
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5.3.7.2 access protection
—access protection

current config password:

—config password

change password: change password
new password:

repeat new password:

Within the block “access protection” you have the possibility to configure
the password which is needed for accessing the web interface of the
device. If you want to change the password you have to enable the
‘change password” box and enter your old password into the field
“current config password”. This is used a verification. Next you have to
enter your new password into the two text fields. The repeated input is
for your own safety, to reduce the risk of typing errors.

Hint:
An empty password as it is set on factory defaults means that you can
access all pages without getting a password prompt.

5.3.7.3 general
—general

restart: | execute restart
settings: | backup | | restore
factory default: | set factory defaults

support request: | create file for support

Within the area “general” you can execute a restart of your device,
backup or restore the configuration of your device or set the device back
to factory defaults. Therefore you only need to click on the corresponding
button and confirm the safety message.

The button “create file for support” can be used for creating and
downloading a file in your browser which contains the configuration and
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status of your device. This data can be useful for the technical support, if
you have any problems with your device.

Important:

If you restore a configuration or set your device back to factory defaults
all current settings will be lost. Please note that when you set your device
back to factory defaults the commissioning process have to be done
before using the device again.

5.3.7.4 device
—device

name:

L1

number: 1

password: ©

—partner device

connection: establish autoamtically
number: 1 '

password: A

The group “device” contains some general settings about the networking
of your device within your CONNECT cloud:

name: The name of the device, which is only used for an
easier identification of the device.

number: The unique number of the device.

password: The password of the device, which is needed to

establish a connection to this device.

Within the subordinate block “partner device” you can configure an
automatic connection to one of your other devices from your CONNECT
cloud:

connection: Specifies if the device should establish a connection to
a device from your CONNECT cloud automatically.

number: The number of the device, where the connection should
be established to.

manual CONNECT / CONNECT-II / CONNECT-CONTROL V1.16 page 68



password: The password of the device, where the connection
should be established to.

Important:
Every device needs an own unique number. The usage of the same
number on multiple devices is not possible.

5.3.7.5 date and time
—date and time

current system time: 24.05.2024 14:16:24
time zone: | UTC v
GPS synchronization: enable GPS
NTP server address:

NTP server: enable NTP server

If the option TimeServer is installed on your device you can configure the
settings for the system of the device within the block “date and time”:

current system time: The current date and the current time of the
device (this value can't be changed directly).

time zone: The time zone where the device is located.

GPS synchronization: Determines if the device should synchronize it's
system time via GPS. (only LTE devices)

NTP server address: The IP address or DNS name of the NTP server
which should be used for the synchronization of
the system time.

(not needed, when GPS is enabled)

NTP server: Determines if the device should offer it's system
time as NTP server to other network participants.

Hint:

On the NTP protocol the UTC time, thus without the time zone, is used
always. If needed you will have to configure the time zone on the devices
who query the time from the CONNECT separately.
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5.3.7.6 interfaces

The settings within the block “interfaces” differ depending on the within
the device installed options. Please do note, that a combination with
multiple options is also possible.

—interfaces
—Router
none
operation mode: Bridge
® Router

WAN interface: | LaN-A  ~
LAN interface: | Bridge  ~

LAN-A
bridge interfaces: LAN-B
WLAN

WAN routing: route VWAN to LAN
LAN routing: route LAN to WAN

If the option Router is installed on your device you can configure the
operation mode as well as the usage of the network interfaces within the
subordinated block “Router”:

operation mode: none The bridge and router function is
disabled.

Bridge The device connects multiple
interfaces to a shared network.

Router The device routes between the
network of the WAN interface and the
network of one or more LAN interface.

WAN interface: The interface where the remote network (e. g.
internet) is connected to.

LAN interface: The interface where the local network is
connected to. If Bridge is selected multiple
interfaces can be used.

bridge interfaces: The interfaces which should be connected to a
shared network.
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WAN routing: Determines if an access to the devices in the LAN
should be possible from the WAN.

LAN routing: Determines if an access to the devices in the
WAN should be possible from the LAN.

Important:
The WAN and LAN interface have to be different.

—interfaces

@® CONNECT
GATEWAY

router interface: | LAN-A v

connection type:

PC interface: | LAN-B v
peripheral interface: | none v
remote access: allow remote access

If the option Remote Access is installed on your device you can
configure the connection type with the internet as well as the usage of
the network interfaces within the block “interfaces”:

connection type: local The remote access function of
the device is disabled.

CONNECT The device gets connected
between the network and the PC
and uses the parameter from the
PC to establish an internet
connection.

GATEWAY The device has an own |IP
address and uses this to
establish a connection to
the internet.

LTE The device uses the LTE modem
to establish a connection to the
internet.
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router interface:

fallback interface:

PC interface:

peripheral interface:

remote access:

Hint:

The interface where the network with the gateway
or proxy server for the internet connection is
connected to.

The interface which can be alternatively be used
to establish a connection to the internet. The
interface is only used when no connection can be
established via the router interface.

The interface where the PC for the automatically
detection of the internet parameters is connected
to.

The interface where the network devices who can
communicate via the tunnel with the devices from
the partner device are connected to.

Determines if an access from or to another device
from your CONNECT cloud is possible.

The connection type local is available with installed Router option only.
The connection type LTE is available for CONNECT devices with
integrated LTE modem only.

Important:

The router and PC interface have to be different. In contrast to this the
peripheral interface doesn't have to differ from the router or PC interface.

—interfaces

peripheral interface: | LAN-B ~ ~

router interface: | LAN-A v

IP-SWITCH

function: enable
network bridge: enable

When the option IP-Switch is installed on your device, you first have to
specify which interfaces should be used within the block “interfaces”:
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router interface:

peripheral interface:

The interface where the devices from the network
of the peripheral interface can be reached with
there translated IP address.

The interface where the devices which should be
reachable from the router interface are connected
to.

Furthermore you can configure some general settings for the option
within the subordinated block “IP-SWITCH”:

function:

network bridge:

Important:

Determines if the option IP-Switch for the
translation of IP addresses should be used.

Determines if a network bridge between the router
and peripheral interface should be enabled. When
this setting is enabled packets for not configured
IP addresses will be forwarded without any
modification.

If the option IP-Switch is used the router and peripheral interface have to

be different.

—interfaces

peripheral interface: | Lan-B ~ ~

Protocol Converter: enable

router interface: | Lan-A v

When the option Protocol Converter is installed on your device, you will
have the following settings within the block “interfaces”:

router interface:

peripheral interface:

Protocol Converter:

The interface from where the devices from the
peripheral interface can be reached via the S7
protocol.

The interface where the H1 participants which
should be reachable from the router interface are
connected to.

Determines if the option Protocol Converter for the
translation of protocols should be used.
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Important:

If the option Protocol Converter is used the router and peripheral
interface doesn't have to be different.

5.3.7.7 LTE settings

—LTE settings

network search: | start search

access point (APN): |internet

® QM|
AT/PPP

PIN code: ©

driver:

user name:

password: 4

The settings in the group “LTE settings” are used for the network
attachment of the integrated LTE modem of the devices CONNECT-LTE,
CONNECT-II-LTE and CONNECT-CONTROL.:

interface:

driver:

PIN code:

access point (APN):

user name:

password:

Specifies if the interface should be used. (only
CONNECT-CONTROL)

The internally used communication driver between
the device and the LTE modem. (when you have
problems with your connection you should switch
to the entry AT/PPP; not available on CONNECT-
CONTROL)

The PIN code which is needed to unlock the
plugged in SIM card (optional).

The name of the access point from the provider.
(internet — default APN for many providers;
automatically detected for CONNECT-CONTROL)

The user name for authentication at the provider
for the configured access point (optional).

The password for authentication at the provider
for the configured access point (optional).
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If you would like to see which networks are available in the environment
of the device you can click on the button “start search”. After about 2
minutes a list with providers and their network types will be shown. The
device will automatically select the network depending on your SIM card.

name type
Telekom.de LTE

network search: Telekom.de GSM
vodafone de G5M
02 - de GSM
start search

Hint:

By default the communication driver QMI is used for the LTE modem. If
the device is not able to establish an internet connection even when the
signal strength is good, we recommend to switch to the driver AT/PPP. If
you are using a SIM card from the company Telekom, we generally
recommend the driver AT/PPP.

5.3.7.8  proxy settings
—proxy settings

proxy server: UsSe proxy server
server address: 0.0.0.0
server port: 8080
User name:

password: -

Within the group “proxy settings” you can enable and specify a proxy
server which should be used to establish an internet connection :

proxy server: Specifies if the internet connection should be
established via a proxy server.

server address: The IP address of the proxy server.

server port: The port of the proxy server.

(8080 — often used port for proxy servers)

user name: The user name for authentication at the proxy
server (optional).
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password: The password for authentication at the proxy
server (optional).

Hint:
This settings will only be displayed when using the connection type
GATEWAY, because otherwise these settings aren't applicable.

Important:

For the authentication at the proxy server the schemes Basic, Digest and
NTLM (v2) are supported. The selection which scheme is used is done
by the device automatically.

5.3.7.9 LAN-A/LAN settings
—LAN-A settings

MAC address: ¢4:93:00:0e:ba:42
DHCP mode: - -

IP address: 192.168.2.1
subnet mask: 255.255.255.0
gateway:

DNS server:

The settings in this group are used for the network attachment and
belong to the LAN-A interface (for CONNECT and CONNECT-II) or LAN
interface (for CONNECT-CONTROL):

MAC address: The MAC address of the interface (this value can't
be changed).
DHCP mode: - The device is reachable via the
specified address.
client The device refers an IP address from
a DHCP server.
server The device is reachable via the

specified address and provides IP
addresses to other devices.

IP address: The IP address of the device.
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subnet mask:
gateway:
DNS server:

DHCP start IP:

DHCP end IP:

WAN port:

Hint:

The subnet mask of the device.
The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address range of
the DHCP server of the device.

The last IP address from the IP address range of
the DHCP server of the device.

Specifies if the WAN port should also be used for
the LAN interface. Thereby you will then have 4

instead of 3 LAN ports. Thus an own configuration
for the WAN interface is not possible anymore.

(only CONNECT-CONTROL)

If the web server should not be reachable through this interface, you just
have to disable the DHCP mode and leave the fields IP address and

subnet mask empty.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and this interface is used as router interface, these
settings aren't available.

Within the delivery status of CONNECT-CONTROL devices the device
offers an own WLAN network. This network belongs to the LAN ports
and thus to the settings of the LAN interface.
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5.3.7.10 LAN-B/WAN settings

—LAN-B settings

MAC address: ¢4:93:00:0e:ba: 41
DHCP mode: - -

|P address:
subnet mask:
gateway:

DNS server:

The settings in this group are used for the network attachment and
belong to the LAN-B interface (for CONNECT and CONNECT-I) or WAN
interface (for CONNECT-CONTROL):

interface:

MAC address:

DHCP mode:

IP address:
subnet mask:
gateway:
DNS server:

DHCP start IP:

DHCP end IP:

Specifies if the interface should be used. (only
CONNECT-CONTROL)

The MAC address of the interface (this value can't
be changed).

- The device is reachable via the
specified address.

client The device refers an IP address from
a DHCP server.
server The device is reachable via the

specified address and provides IP
addresses to other devices.

The IP address of the device.

The subnet mask of the device.

The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address range of
the DHCP server of the device.

The last IP address from the IP address range of
the DHCP server of the device.
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Hint:

If the web server should not be reachable through this interface, you just
have to disable the DHCP mode and leave the fields IP address and
subnet mask empty. For CONNECT-CONTROL devices you can also

just disable the usage of the interface.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and this interface is used as router interface, these
settings aren't available. When you have a CONNECT-CONTROL device
and activated the option that the WAN port should be used for the LAN

interface this settings also won't be available anymore.

5.3.7.11

In the group
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WLAN settings

—WLAN settings

deactivate WLAN:

MAC address

DHCP mode:
IP address:

subnet mask:

deactivate WLAN
- €4:93:00:0e:ba43
DHCF server
192.168.2.1

255.255.255.0

gateway:

DNS server:

DHCP start IP:
DHCP end IP:
search:

mode:

WDS mode:
SSID:

security type:
hide SSID:
channel:

192.168.2.50

192.168.2.99

start search
Access Point (AP) w
use WDS mode
CONMNECT WiFi
open
hide SSID

1 o q

“WLAN settings”

(for CONNECT and CONNECT-
CONTROL) or “WLAN-2.4GHz settings” (for CONNECT-IlI) you can
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specify the configuration of the WLAN interface for the 2.4GHz frequency

band:

deactivate WLAN:

interface:

MAC address:

DHCP mode:

IP address:
subnet mask:
gateway:
DNS server:

DHCP start IP:

DHCP end IP:

mode:

WDS mode:

SSID:
security type:

Specifies if the WLAN interface should be
disabled or not.

Specifies if the interface should be used. (only
CONNECT-CONTROL)

The MAC address of the interface (this value can't
be changed).

- The device is reachable via the
specified address.

client The device refers an |IP address from
a DHCP server.
server The device is reachable via the

specified address and provides IP
addresses to other devices.

The IP address of the device.

The subnet mask of the device.

The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address range of
the DHCP server of the device.

The last IP address from the IP address range of
the DHCP server of the device.

Access Point The device provides an own
WLAN network.

client The device connects to an
existing WLAN network.

Specifies if the WDS mode should be used for the
WLAN interface.

The SSID / name of the WLAN network.

The security type / encryption of the WLAN
network. (open, WEP, WPA1/2/3 PSK, WPA 1/2/3
Enterprise)
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security key:

RADIUS address:
RADIUS port:

RADIUS password:

auth. method:

auth. protocol:

CA certificate:

client certificate:

private key:

ano. user name:

user name:

password:

hide SSID:
channel:

The security key, which is needed for logging into
the WLAN network.

The IP address of the RADIUS server.
The port of the RADIUS server.

The password (“secret”) to log in on the RADIUS
server.

The authentication method for logging into the
WLAN network. (TLS, TTLS, PEAP, FAST)

The authentication protocol for logging into the
WLAN network. (PAP, CHAP, MSCHAP/v2, EAP-
GTC, EAP-MDS, EAP-MSCHAPv2, EAP-TLS)

The certificate from the certificate authority for
validating the certificates (optional).

The certificate from the client for logging into the
WLAN network.

The private key of the certificate of the client for
logging into the WLAN network.

The anonymous user name which is used in the
outer authentication (optional).

The user name for logging into the WLAN
network.

The password from the user for logging into the
WLAN network.

Specifies if the SSID should be hidden.

The channel of the WLAN network.
(channel 1-11 or automatic channel selection)

For the fields CA certificate, client certificate and private key you have
the possibility to upload a certificate or key via the @& symbol. The file
have to be in the PEM format. If you have uploaded the file into the
device you can later use the ® symbol to download the file again or
remove it from the device by clicking on X.
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If you are not sure about the settings of your existing WLAN network you
can scan for all available WLAN networks. Therefore you just have to
click on the button “start search”.

The following message should be shown:

search: % search is running ...

After a few seconds a list with all available WLAN networks is shown:

BSSID SSID security channel signal
c4:93:00:09:34:bd TINA WiF| open 1 al
00:1e:c0:1a:83:67 EtherSens WiFi  WEP 3
c0:56:27:9d:98.db Test-WLAN WPAZ 7 al

To select the configuration of one of the founded WLAN networks you
have to click on the row of the entry in the table. Now all required fields
(mode, SSID, security type and channel) are filled in with the information.
Of course the password have to be entered manually, if necessary.

If you want to configure your CONNECT device to operate as an Access
Point (AP) it can be useful to determine which WLAN channel is least
charged. Therefore the device can show you the channel work load. This
can be done by clicking on the @ icon behind the channel selection list.

After clicking on the search icon a load symbol will appear instead. A few
seconds later the channel work load is determined and shown in a table.
This should look similar to the following:

channel usage

2
.
1 2 3 4

5 6 7 8 9 10 N

channel SSID signal
1 TINA WIFI Service 53dBm
3 EtherSens WiFi -62 dBm
3 Test-AP 56 dBm
7 Test-WLAN A7 dBm
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Hint:

If the web server should not be reachable through the WLAN interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet mask empty. For CONNECT-CONTROL devices you can
also just disable the usage of the interface.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN interface can't be disabled if the interface is used for one of
the interfaces from the CONNECT device.

When using the connection type CONNECT mode Access Point isn't
valid if the WLAN interface is used as router interface. If on the other
hand the interface is used as PC interface the mode client isn't valid.

The WDS mode in the mode Access Point should only be enabled when
you are sure that your Access Point supports this mode. Otherwise the
device won't be reachable over WLAN anymore.

—WLAN-AP settings
deactivate WLAN-AP: deactivate WLAN-AP
DHCP mode: | DHCP server v
IP address: |192.168.3.1
subnet mask: |255.255.255.0
gateway:
DNS server:
DHCP start IP: |192.168.3.150
DHCP end IP: |192.168.3.199
S5S5ID: | CONNECT AP WiFi
security type: | open v
hide SSID: hide SSID

When you have chosen the mode Client within the WLAN settings the
subordinate group “WLAN-AP settings” (for CONNECT and CONNECT-
CONTROL) or “WLAN-2.4GHz-AP settings” (for CONNECT-II) will be
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shown, where you can configure an additional WLAN network, which is
working in the mode Access Point:

deactivate WLAN-AP:

DHCP mode:

IP address:
subnet mask:
gateway:

DNS server:
DHCP start IP:

DHCP end IP:

SSID:
security type:

security key:

RADIUS address:
RADIUS port:
RADIUS password:

hide SSID:

Specifies if the WLAN-AP should be
disabled or not.

- The device is reachable via the
specified address.

client The device refers an IP address
from a DHCP server.

server The device is reachable via the
specified address and provides
IP addresses to other devices.

The IP address of the device.

The subnet mask of the device.

The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address
range of the DHCP server of the device.

The last IP address from the IP address
range of the DHCP server of the device.

(DHCP mode, IP address, subnet mask,
gateway, DNS server and DHCP start/end
IP not available on CONNECT-CONTROL)

The SSID / name of the WLAN network.

The security type / encryption of the WLAN
network. (open, WEP, WPA1/2/3 PSK, WPA
1/2/3 Enterprise)

The security key, which is needed for
logging into the WLAN network.

The IP address of the RADIUS server.
The port of the RADIUS server.

The password (“secret”) to log in on the
RADIUS server.

Specifies if the SSID should be hidden.
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Hint:

The WLAN and WLAN-AP settings for CONNECT devices can be used
to configure two completely independent networks. Only the global
deactivation as well as the configured channel belongs to both networks.
On CONNECT-CONTROL devices the WLAN-AP interface belong to the
three LAN interfaces and thus uses the same IP parameter as the LAN
interface.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN-AP interface can't be disabled if the interface is used for one
of the interfaces from the CONNECT device.

The usage of the interface as PC interface is not possible.
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5.3.7.12 WLAN 5GHz settings
—WLAN-5GHz settings

deactivate WLAN: [ deactivate WLAN
MAC address: c4:93:00:0f.8b:56
DHCP mode: | DHCP server v |

IP address: [192.168.4.1

subnet mask: |255.255.255.0

|

|

gateway: | |
DNS server: | |
|

|

DHCP start IP: |192.168.4.50
DHCP end IP: [192.168.4.99

search: | start search |

mode: | Access Point (AP) v |
WDS mode: [ use WDS mode
SSID: | CONNECT WiFi SGHz |

security type: | open v
hide SSID: [] hide SSID
channel: |36 v Q

In the group “WLAN-5GHz settings” you can specify the configuration of
the WLAN interface for the 5GHz frequency band of the CONNECT-II

devices:

deactivate WLAN: Specifies if the WLAN interface should be
disabled or not.

MAC address: The MAC address of the interface (this value can't

be changed).

DHCP mode: - The device is reachable via the
specified address.

client The device refers an IP address from

a DHCP server.
server The device is reachable via the

specified address and provides IP

addresses to other devices.
IP address: The IP address of the device.
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subnet mask:
gateway:

DNS server:
DHCP start IP:

DHCP end IP:

mode:

WDS mode:

SSID:

security type:

security key:

RADIUS address:
RADIUS port:

RADIUS password:

auth. method:

auth. protocol:

CA certificate:

client certificate:

private key:
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The subnet mask of the device.
The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address range of
the DHCP server of the device.

The last IP address from the IP address range of
the DHCP server of the device.

Access Point  The device provides an own

WLAN network.

The device connects to an
existing WLAN network.

Specifies if the WDS mode should be used for the
WLAN interface.

The SSID / name of the WLAN network.

The security type / encryption of the WLAN
network. (open, WEP, WPA1/2/3 PSK, WPA 1/2/3
Enterprise)

client

The security key, which is needed for logging into
the WLAN network.

The IP address of the RADIUS server.
The port of the RADIUS server.

The password (“secret”) to log in on the RADIUS
server.

The authentication method for logging into the
WLAN network. (TLS, TTLS, PEAP, FAST)

The authentication protocol for logging into the
WLAN network. (PAP, CHAP, MSCHAP/v2, EAP-
GTC, EAP-MD5, EAP-MSCHAPv2, EAP-TLS)

The certificate from the certificate authority for
validating the certificates (optional).

The certificate from the client for logging into the
WLAN network.

The private key of the certificate of the client for
logging into the WLAN network.
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ano. user name: The anonymous user name which is used in the
outer authentication (optional).

user name: The user name for logging into the WLAN
network.

password: The password from the user for logging into the
WLAN network.

hide SSID: Specifies if the SSID should be hidden.

channel: The channel of the WLAN network.
(channel 36-68, 100-144, 149-165 or automatic
channel selection)

For the fields CA certificate, client certificate and private key you have
the possibility to upload a certificate or key via the @& symbol. The file
have to be in the PEM format. If you have uploaded the file into the
device you can later use the ® symbol to download the file again or
remove it from the device by clicking on X.

If you are not sure about the settings of your existing WLAN network you
can scan for all available WLAN networks. Therefore you just have to
click on the button “start search”.

The following message should be shown:

search: “¥ search is running ...

After a few seconds a list with all available WLAN networks is shown:

BSSID S$SID security channel signal
fe:45:56:9f66:aa Guest Network open 36 al
c0:56:27:9d:96 dc Test-WLAN WPAZ2 104

To select the configuration of one of the founded WLAN networks you
have to click on the row of the entry in the table. Now all required fields
(mode, SSID, security type and channel) are filled in with the information.
Of course the password have to be entered manually, if necessary.
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If you want to configure your CONNECT device to operate as an Access
Point (AP) it can be useful to determine which WLAN channel is least
charged. Therefore the device can show you the channel work load. This
can be done by clicking on the @ icon behind the channel selection list.

After clicking on the search icon a load symbol will appear instead. A few
seconds later the channel work load is determined and shown in a table.
This should look similar to the following:

channel usage

i

36 40 44 4B 357 36 60 64 6B 100 104 108 112 116 120 124 128 132 136 140 144 149 133 157 161 163

channel SsSIiD signal
36 Guest Network Service -52dBm .
104  Test-AP -79dBm
104  Test-WLAN 45dBm .l
112 Service-Station S5 -66 dBm
157  Service-Station S7 69 dBm

Hint:

If the web server should not be reachable through the WLAN interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet mask empty.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN interface can't be disabled if the interface is used for one of
the interfaces from the CONNECT device.

When using the connection type CONNECT mode Access Point isn't
valid if the WLAN interface is used as router interface. If on the other
hand the interface is used as PC interface the mode client isn't valid.

The WDS mode in the mode Access Point should only be enabled when
you are sure that your Access Point supports this mode. Otherwise the
device won't be reachable over WLAN anymore.
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—WLAN-5GHz-AP settings

deactivate WLAN-AP:
DHCF mode:
IP address:
subnet mask:
gateway:

DNS server:
DHCP start IP:
DHCP end IP:
SSID:

security type:
hide SSID:

deactivate WLAN-AP
DHCP server
192.168.5.1

255.255.255.0

192.168.5.150
192.168.5.199
CONMECT AP WiFi 5GHz

open v

hide S5ID

When you have chosen the mode Client within the WLAN-5GHz settings
the subordinate group “WLAN-5GHz-AP settings” will be shown, where
you can configure an additional WLAN network, which is working in the

mode Access Point:
deactivate WLAN-AP:

DHCP mode:

IP address:
subnet mask:
gateway:

DNS server:
DHCP start IP:

DHCP end IP:
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Specifies if the WLAN-AP should be
disabled or not.

- The device is reachable via the
specified address.

client The device refers an |IP address
from a DHCP server.
server The device is reachable via the

specified address and provides
IP addresses to other devices.

The IP address of the device.

The subnet mask of the device.

The IP address of the gateway (optional).
The IP address of the DNS server (optional).

The first IP address from the IP address
range of the DHCP server of the device.

The last IP address from the IP address
range of the DHCP server of the device.
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SSID: The SSID / name of the WLAN network.

security type: The security type / encryption of the WLAN
network. (open, WEP, WPA1/2/3 PSK, WPA
1/2/3 Enterprise)

security key: The security key, which is needed for
logging into the WLAN network.

RADIUS address: The IP address of the RADIUS server.

RADIUS port: The port of the RADIUS server.

RADIUS password: The password (“secret”) to log in on the
RADIUS server.

hide SSID: Specifies if the SSID should be hidden.

Hint:

The WLAN-5GHz and WLAN-5GHz-AP settings for CONNECT devices
can be used to configure two completely independent networks. Only the
global deactivation as well as the configured channel belongs to both
networks.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN-AP interface can't be disabled if the interface is used for one
of the interfaces from the CONNECT device.

The usage of the interface as PC interface is not possible.
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5.3.7.13 USB-LAN settings
—USB-LAN settings

MAC address: 00:0e:c6:b9:7e:08
DHCP mode: | DHCP server w

IP address: |192.168.0.1
subnet mask: |255.255.255.0
gateway
DNS server:
DHCP start IP: |192.168.0.200
DHCP end IP: |192.168.0.249

The settings in the group “USB-LAN settings” are used for the network
attachment and belong to the LAN interface of the separate available
“Ethernet over USB” adapter:

MAC address: The MAC address of the interface (this value can't
be changed).
DHCP mode: - The device is reachable via the
specified address.
client The device refers an IP address from
a DHCP server.
server The device is reachable via the

specified address and provides IP
addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of

the DHCP server of the device.
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Hint:

This group is only shown if the “Ethernet over USB” adapter is connected
to the device. The adapter have to be bought separately and can only be
used for devices in standard version and for CONNECT-II-LTE devices.
If the web server should not be reachable through the USB-LAN
interface, you just have to disable the DHCP mode and leave the fields
IP address and subnet mask empty.

Important:

If the interface is part of the bridge interfaces or the connection type
CONNECT is set and the USB-LAN interface is used as router interface,
these settings aren't available.

5.3.7.14 Bridge settings
—Bridge settings

MAC address: -
DHCP mode: | - v

IP address:
subnet mask:
gateway:

DNS server:

The settings in the group “Bridge settings” are used for the network
attachment and belong to the virtual Bridge interface, which can be used
to summarize multiple physical interfaces to one logical network:

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the
specified address.
client The device refers an IP address from
a DHCP server.
server The device is reachable via the

specified address and provides IP
addresses to other devices.

IP address: The IP address of the device.
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subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of

the DHCP server of the device.

Hint:

This group is only shown if the Router option in installed on your device
and the bridge is used.

If the web server should not be reachable through the bridge interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet mask empty.

Important:
The bridge interface can't be used as router interface when using the
connection type CONNECT.

Important:

When changing settings on this page a connection to a partner device
and network connections may be reseted. Only do configuration changes
when it doesn't disturb the current operation and check the status of the
device afterwards. If you are using the connection type CONNECT
please note that you have to do a internet communication on the PC, so
the CONNECT device can detect the parameters from the PC.

If you want to save the configuration you have to click on the button
“submit configuration”, which is located at the bottom of the page. Now
you should see the following message:

.l.. The settings are getting saved ...
. :

b Please wait for a moment!
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If your device does not respond within the next 5 seconds the following
message will be shown:

Important: This process takes about 10-30
seconds.

The device gets confgured. After this time the web
server of the device is available wvia the following
interfaces:

= WLAN: 19216811

This message indicates that the device is currently not available under
the current IP address (e. g. because the IP address, the WLAN network
or the operating mode has changed). In the message you will see under
which interface and IP address the device will be available in a few
seconds. The web page will still try to reconnect to the web page
periodically in the background.

If the automatically re-connection does not work within about 1 minute,
please check that the computer is connected with the correct interface.
Please do also check the WLAN connection and the IP settings of your
computer.

Hint:
After the configuration was saved and the device is available again you
will be redirected to the start page.

Important:

If you have enabled the DHCP client on the device, no automatically
redirection to the start page occurs for this interface, because the IP
address of the interface is not known yet.
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5.3.8 page firmware / software update

firmware update

device version: 1.00

firmware file: Keine Datei ausgewahlt.
update firmware

© Copyright PI 2020

If you want to update the firmware or software of your device you should
click on the menu item “firmware update” or “software update”. On this
page you can see your current version of the device and have the
possibility to select a file.

After you have selected a firmware file (this is a file with the extension
.bin) or software file (this is a file with the extension .ipk) you can click on
the button, which will starts the update process. Now you should see the
following message:

firmware update
|7"'J* file get's uploaded and checked ...
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If the file was uploaded and verified as valid firmware or software, you
will see the following message:

—firmware update

¢ firmware get's updated

Important: This process takes about 2-3 minutes.

After this time you can reconnect to the device and click on
here to be forwarded to the start page.

The update process takes about 1-3 minutes. After this time you should
reconnect to the WLAN network of your device (if your device doesn't do
that automatically). This is of course only necessary if you access the
web server via the WLAN interface. When executing a software update
on a CONNECT-CONTROL this step is not necessary. Next you should
be redirected to the start page automatically. If the forwarding after a
firmware update does not work you can click on the link in the text.
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6 Application notes

6.1 Access to participant via TIA portal

With the help of your CONNECT device and the TIA portal you have the
possibility to access a remote participant like a controller or panel to e. g.
execute a diagnostic or transfer a change from remote. If the device on
site and your PC is not within the same subnet a message appears,
which says that another IP address have to be added:

[~
Configured access nodes of "57-314C
Device Device type Slot Type Address Subnet
S57-314C CPU 314C-2 FNIDP 2 X2 FMIIE 192.168.1.161 FMIIE
CPU 314C-2 FNIDP 2 X1 TP 5 AP
L
Type of the PGIPC interface: |i_PN|'IE |'|
PGIPC interface: rﬁ Intel(R) FROIM 000 MT-Netzwerkverbindung |'| @
Connection to interfacelsubnet: | Directatslot'2 X2' |V| @
Go online (0130:000011) X | ®
I Assign IP address ble devices
L] .
To execute this function the PGIPC requires an additional IP address in the Target device
same subnet as the PLC. CPU 314C-2
@ Yes ! | MNo
|
[|Flash LED
Cnline status information:
7 Retrieving device information..
Scan and information retrieval completed. —
[:] Display cnly error messages
| Go online | | Cancel |

This message has to be confirmed with “No”. Then the communication is
possible, at least when the CONNECT device and your PC is configured

properly.
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If you accidentally clicked on “Yes” no communication is possible and the
temporarily added IP address of the TIA portal needs to be deleted.

For this you will have to expand the entry “Online access” on the Project
tree (within the Project view), search for your network card and open the
properties of them. Within the appeared dialog you have to navigate to
the entry “Configurations” — “IE-PG access”. There you should see the
temporarily created IP address:

Intel(R) PROSTOO0 MT-Netzwerkverbindung %
General [l n
' IE-PG access
» Configurations E
Industrial Ethernet Local settings
LLDF Fast acknowledge: ]|
Uiy Timeout: |10 [~]
Projectspecific IP addresses
IP address Subnet mask | Metwork address | First IP address Last IP address
: 1921681241 25525525 19216810 192.168.1.241 192.168.1.250
»
] 5]
| Delete project-specific IF addresses
|Z':—';E;Et:';.‘- || oK || Cancel |
I

In the dialog you have to click on “Delete project-specific IP addresses”.
Finally you can close the dialog and connect to your participant.
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7 Technical data

7.1 CONNECT

Supply voltage:

24V DC +/- 20% (over detachable connector)
USB (from PC/Power-Pack, for desktop case only)

Power consumption:

2 watt

Display:

web browser
status LEDs

Handling/Configuration:

web browser

Interfaces:

2 x 10/100BaseTX RJ45-ethernet-plug

1 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE
802.11 b/g/n)

Operating temperature:

0-55°C

Case:

plastic desktop case or
plastic clamping case for DIN rail mounting

Dimensions:

plastic desktop case: 115 x 95 x 30 mm
plastic clamping case: 114 x 100 x 22,3 mm

7.2 CONNECT-LTE

Supply voltage:

24V DC +/- 20% (over detachable connector)

Power consumption:

12 watt

Display:

web browser
status LEDs

Handling/Configuration:

web browser

Interfaces:

2 x 10/100BaseTX RJ45-ethernet-plug

1 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE
802.11 b/g/n)

1 x Antenna-connector RP-SMA(f) (FDD LTE / TDD
LTE / TDSCDMA / UMTS / GSM)

Operating temperature:

0-55°C

Case:
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Dimensions: plastic desktop case: 115 x 95 x 30 mm
plastic clamping case: 114 x 100 x 22,3 mm

7.3 CONNECT-II

Supply voltage: 24V DC +/- 20% (over detachable connector)
USB (from USB-power-supply 5V)

Power consumption: 9 watt

Display: web browser

status LEDs

Handling/Configuration: | web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45-ethernet-plug

2 x Antenna-connector RP-SMA(f) (2x2 MIMO /
2.4 GHz IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

Operating temperature: 0-55°C

Case: plastic desktop case

Dimensions: 115 x 95 x 30 mm

7.4 CONNECT-I-LTE

Supply voltage: 24V DC +/- 20% (over detachable connector)
Power consumption: 19 watt
Display: web browser

status LEDs

Handling/Configuration: | web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45-ethernet-plug

2 x Antenna-connector RP-SMA(f) (2x2 MIMO /
2.4 GHz IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

1 x Antenna-connector RP-SMA(f) (FDD LTE /
TDD LTE / TDSCDMA / UMTS / GSM)

Operating temperature: 0-55°C

Case: plastic desktop case

Dimensions: 115 x 95 x 30 mm
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7.5 CONNECT-CONTROL

Supply voltage: 9-30V DC
Power consumption: 7 watt
Display: web browser

status LEDs

Handling/Configuration: | web browser

Interfaces: 4 x 10/100BaseT RJ45-ethernet-plug (3 x LAN,
1 x WAN)

2 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE
802.11 b/g/n)

2 x Antenna-connector SMA(f) (FDD LTE / TDD LTE /
3G/ 2G)

1 x Antenna-connector SMA(f) (GNSS / GPS)
1 x RS485 port via plug-connector

1 x RS232 port via D-Sub 9 pols female

2 x digital input (1 x 0-3V, 1 x 0-30V)

1 x analog input (0-24V)

1 x digital output (open collector, 30V, 250mA)
1 x SPST relay output

1 x USB 2.0 socket type A

2 x SIM card slot

Operating temperature: -40 - 75°C

Case: metal housing for table or wall mounting
Dimensions: 106 x 80 x 46 mm
Hint:

The hardware of the CONNECT-CONTROL is equivalent to the RUT955
from Teltonika Networks.
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8 Approvals

TC B GRANT OF EQUIPMENT
AUTHORIZATION
Certification
Issued Under the Authority of the
Federal Communications Commission
By:

Timco Engineering, Inc.
849 NW State Road 45 <BR>P.0. Box 370,
Newberry, FL 32669

Quectel Wireless Solutions Company Limited

7th Floor, Hongye Building,

No.1801 Hongmei Road, Xuhui District

Shanghai, 200233
China

Attention: Johnny xiang

NOT TRANSFERABLE

TCB

Date of Grant: 09/05/2017

Application Dated: 09/01/2017

EQUIPMENT AUTHORIZATION is hereby issued to the named GRANTEE, and is
VALID ONLY for the equipment identified hereon for use under the Commission's

Rules and Regulations listed below.

FCC IDENTIFIER: XMR201T708EC25E
Name of Grantee: Quectel Wireless Solutions Company

Limited
Equipment Class: Li d Non-Broad t Station
Transmitter
Notes: LTE Module
Modular Type: Single Modular
Frequency Output
Grant Notes FCC Rule Parts Range (MHZ) Watts
22H 824.7 - 848.3 0.239
22H 829.0 - 844.0 0.232
22H 825.5 - B47.5 0.195
22H 829.0 - 844.0 0.192
22H 826.4 - 846.6 0.222
27 2502.5 - 2567.5 0.2
27 2510.0 - 2560.0 0.199
27 2502.5 - 2567.5 0.183
27 2510.0 - 2560.0 0.18
27 2562.5 - 2647.5 0.219
27 2565.0 - 2645.0 0.216
27 2562.5 - 2647.5 0.18
27 2565.0 - 2645.0 0.0178

Output power listed is conducted. Single Modular Approval for mobile RF Exposure
condition. This module can only be used with a host antenna circuit trace layout design in
strict compliance with the OEM instructions provided. The antennas used for this transmitter
must be installed to provide a separation distance of at least 20-cm from all persons, must
have gain of not more than 1.0 dBi, and must not be co-located or operating in conjunction

with any other antenna or transmitter, except in accordance with FCC multi-transmitter
product guidelines. Approved for OEM integration only. The grantee must provide OEM
integrators, or end-users if marketed directly to end-users, with installation and operating
instructions for satisfying FCC multi-transmitter product guidelines. This grant is valid only
when the device is sold to OEM integrators and the OEM integrators are instructed to
ensure that the end user has no manual instructions to remove or install the device. This
device contains functions that are not operational in U.S. Territories: this filing is applicable
only for U.S. operations.
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Frequency
Tolerance

0.004
0.004
0.004
0.005
0.001

0.003
0.004
0.003
0.004
0.003
0.004
0.003
0.003

PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM
PM

Emission
Designator
1M14G7D

9MO03G7D
2M76W7D
9MO3W7D
AM13F9W
9M04G7D
17M9G7D
9MO4WT7D
17TMSWT7D
9MO6G7D
17M9G9D
9MO2W7D
17M9G9D




G C I w
@ Global Certification Forum

CER TTEIRPE

The Global Certification Forum Ltd advises that
Quectel Wireless Solutions Co., Ltd.

Has successfully demonstrated compliance
to the GCF certification requirements of GCF CC(2)

For

Quectel EC25-E
Module

On
2017-03-02
GCF CC Version: Status: GCF Ref. Number:
3.64.0 New 6309

This certificate has been issued by the Global Certification Forum in accordance with the requirements of the GCF PRDs.
For the actual status of a device certification, refer to the GCF web site.

The desice manufacturer confirms that they are sobely responsible for cerifying the product and holds the GCF entirely harmless from any responsinlity or
liability associaled with the product andior the cerlification process. Al GCF marks andfor cerlificates are provided “as is™ with no representation and GCF
awprassly disclaims all warranties whatsoever whather exprass, implied statutory or otherwise. In no event shall GCF be fiable for any direct. indirect,
il or any damages in any way with the use or of any GCF certified product whether based on contract, tort,
neglgence, strict liability or otherwse.

Global Certification Forum {GCF) Ltd
www.globalcertificationforum.org Email: secretariat@globalcertificationforum.org
Registered Office: 20-22 Bedford Row, London WC1R 4.JS, UK. Company Number 6594830. VAT Number: GB 848 2259 92.
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To

Forward to

From
Contact
Date

Subject
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Quectel

Brian Conrad <brian.conrad@quectel.com>; Sammy Zhu <sammy.zhu@quectel.com>; Sherlock Zhao
<sherlock.zhao{@quectel.com>; Vincent Alcouffe <vincent.alcouffefmiquectel.com>; Edward Huang
<edward huang@quectel.com>; Yolanda Tang <yolanda.tang@quectel.com>: Michal Gadaj
<{michal.padaj@quectel.com>; Grzegorz Bazyluk <grzegorz.bazyluki@quectel.com>

Grzegorz Nowak (Deutsche Telekom AG)
E-Mail: grzegorz.nowak03@t-mobile.pl
28" of June 2018

Full Certification for Quectel EC25-E module

Dear Quectel team,
Deutsche Telekom issues a full certification for your EC25-E module:

Concept Class Multi-mode M2M module

Deutsche Telekom (DT) Certification Date 28.05.2018

DT Responsible Entity / Contact IDU-TIV / Grzegorz Nowak

Certified Deutsche Telekom Affiliates™ AL, AT, CZ, DE, GR, HR, HU, ME, MK, NL, PL, RO, SK*
Chipset Firmware Version EC25EFARO2ADBMAG

* Please refer to the OEM Certification Repert for Deutsche Telekom Affiliate Country Codes

This product is granted a full technical certification.

Key requirements for full certification are met:
=  No-ham to network / communication efficiency - radio policy manager - chapter & (e.g. GSMA T5.34)
= GCF certification granted
= No P1 (high priority) issues

Deutsche Telekom will keep talking with Quectel about all P2 (medium priority) issues resolving.

Kind regards,
Digitally signed
Deutsche Telekom AG o B W et
Date: 2018.06.29
08:25:09 +02'00°
Grzegorz Nowak Wayne Gilbert
loT Device Verification & Engineering TIV Access (ITSIVA)

N

/ fl
i ﬁf‘u!}\
/K
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'
vodafone

Vodafone Test Certificate

This is to certify that Vodafone Group has tested the
following stand-alone module and found it acceptable
for use on all Vodafone and Partner networks

MANUFACTURER : Quectel

MODEL > EC25-E
(HW:R1.0,
SW: EC25EFAR02A07M4G)

TECHNOLOGY : LTE

DATE : 22/09/2017

P I

Nicholas Dixon
on behalf of Stephen Packer
Head of Platforms and Enablers (Vodafone Group Terminals)

This certificate is a staternent that the module referred to above has been tested by Vodafone Group and is
acceptable for use on all Vodafone and Partner networks. It is not a validation of the performance of the
module other than in relation to acceptability on Vodafone networks at the time of testing. No warranty is
given by Vodafone Group with regard to the module or its fitness for purpose. The use of this certificate and the
Vodafone narnes are subject to the terrms and conditions set out in the Viodafone Group Module Approval Services
Agreement.

© 2017 Vodafone Group. VODAFONE and the Vodafone logo are trade marks of the Viodafone Group.

Document Reference Number: 0004
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Supplier’s declaration of conformity e

As required by the following Notices:
>  Radiocommunications (Compliance Labelling - Devices) Notice 2014 made under section 182 of the Radiocommunications Act 1992;

>  Radiocommunications Labelling (Electromagnetic Compatibility) Notice 2008 made under section 182 of the Radiocommunications
Act 1992

>  Radiocommunications (Compliance Labelling — Electromagnetic Radiation) Notice 2014 made under section 182 of the
Radiocommunications Act 1992 and

>  Telecommunications (Labelling Notice for Customer Equipment and Customer Cabling) Instrument 2015 made under section 407 of
the Telecommunications Act 1997.

Instructions for completion

> Do not return this form to the ACMA. This completed form must be retained by the supplier as part of the documentation required
for the compliance records and must be made available for inspection by the ACMA when requested.

Supplier’s details (manufacturer, importer or authorised agent)

Company Name (OR INDIVIDUAL)

ACN/ARBN

620383066

Alfacomm Wireless Pty Ltd

TRADING AS

OR

Street Address (AUSTRALIAN or NEW ZEALAND)
New Zealand IRDN

U13, 165-171 North Rocks Rd, North Rocks
NSW 2151, Australia

posTcopbe 2151

Phone: +61 452 624 491

Product details and date of manufacture

Product description — brand name, type, current model, lot, batch or serial number (if available), software/firmware version (if applicable)

Product name: LTE Module

Brand name: Quectel

Model : EC25-E, EC25-E MINIPCIE

Date of manufacture or importation of the original/modified item

ACMA form — C02 Page 10of 2 July 2016
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Compliance — applicable standards and other supporting documents

Evidence of compliance with applicable standards may be demonstrated by test reports, endorsed/accredited test reports,
certification/competent body statements.

Having had regard to these documents, | am satisfied the above mentioned product complies with the requirements of the relevant ACMA
Standards made under the Radiocommunications Act 1992 and the Telecommunications Act 18897,

List the details of the documents the above statement was made, including the standard title, number and, if applicable, number of the test
report/endorsed test report or certification/competent body statement

AS/CA S042.1: 2015, AS/CA S042.4: 2015

Report NO. : R1801A0044-R1V1, R1801A0044-R2V1, R1801A0044-R3V1, R1801A0044-R4V2
AS/NZS CISPR 32-2015

Report NO. : R1801A0044-E1

AS&NZS 2772.2-2016/ARPANSA Standard RPS3-2002

Report NO. : R1801A0044-M1

AS/NZS 60950.1 2011

Report NO. : R1801A0044-L.1

Declaration

| hereby declare that:
1 | am authorised to make this declaration on behalf of the Company mentioned above
2. the contents of this form are true and comrect, and

3. the product mentioned above complies with the applicable above mentioned standards and all products supplied under this declaration will be identical
to the product identified above.

Note: Under section 137.1 of the Criminal Code Act 1955, it is an offence to knowingly provide false or misleading information to a Commonwealth entity.
Penalty: 12 months imprisonment

i 2 2 j e
SIGNATURE OF SUPFLIER OR AGENT

renrnave  Alexander Katsoulis ware  June 05,2018

POSITION IN ORGANISATION Regiﬂﬂal Sales Manager ANZ

The Privacy Act 1988 (Cth) (the Privacy Act) imposes obligations on the ACMA in relation to the collection, security, quality, access, use and
disclosure of personal information. These obligations are detailed in the Australian Privacy Principles

The ACMA may only collect personal information if it is reasonably necessary for, or directly related to, one or more of the ACMA’s functions or
activities.

The purpose of collecting the personal information in this form is to ensure the supplier is identified in the ‘Declaration of conformity’. If this
Declaration of Conformity is not completed and the requested information is not provided, a compliance label cannot be applied.

Further information on the Privacy Act and the ACMA's Privacy Policy is available at www.acma.gov.au/privacypolicy. The Privacy Policy
contains details about how you may access personal information about you that is held by the ACMA, and seek the correction of such
information. It also explains how you may complain about a breach of the Privacy Act and how we will deal with such a complaint.

Should you have any questions in this regard, please contact the ACMA’s privacy contact officer on telephone on 1800 226 667 or by email at
privacy@acma.gov.au.

ACMA form — C02 Page 2 of 2 July 2016
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3 JAERJAPALIHA O COOTBETCTBHH
- L 3assurens (u3rorouteas) OO0 «Munocrapy, Bbmonssiomee GyHKIUE HHOCTPAHHOTO H3TOTOBHTEIIA z
v I'k*Quectel Wireless Solutions Co.,Ltd. ma ocrosanuu Jlorosopa 017-26-04 ot 26.04.2017 ¢ HEM B uacTH: . ..
,a’;‘,é. oecriedeHHs COOTBETCTBHA ITOCTABJISEMON NPOAYKUMM 00A3aTeNLHEIM TpPeOOBaHHAM H B YacTH ‘79&"
¥~ OTBETCTBEHHOCTH 3a HECOOTBETCTBHE MOCTARJIAEMOM IPOAYKIIHH 00s3aTeIBHBIM TPeOOBAHUAM N
“3aperncrpuposano 8 MOUHC Ne 46 o r. Mockea or 27.10.2014, OI'PH 5147746278257, UHH
& £ 9715003302
& ’4‘ Anpec: 127549, r. Mockea, Antydsesckoe mocce, 1.60, Ten: (495) 418 18 19
4 B anue 'maBroro cmenmamuicra 2.B. Kopmonckoro, aefcTeyiomero Ha ocHosanus Josepennoctd Ne2 ot
11.01.2017 .g;;
g 3agBageT, 4To OGopyaoanne Mojtys coToBoi ceazn EC25-E, Texnnyeckne yenosus TY QT-26.30-001- &%
7 58392743-2017 (Mlanee no tekcry — oGopynosanue) ‘; 7
& ¥ TIpomseoaerea Quectel Wireless Solutions Co.,Ltd., 7th Floor, Hongye Building, No.1801 Hongmei Road,
& Xuhui District, Shanghai 200233, China ma 3aBomax: Flextronics. address: No. 268 Suhong Zhon_s, P I
i: RoadSuzhou SIP, Jiangsu, Kurait: Post code: 215027; Qisda. address: 169 ZHUJIANG ROADG6 SUZHOU -
NEW DISTRICT, Kurait, Post code: 215129; SINTAVE. address: Ferry Road Qisha village, Shatian Town |
.DongGuan, Kurait g{
cooTBeTCTBYET [IpaBuiaM NpUMeHEHHA aGOHCHTCKHX cTaHiMil (a0OHEHTCKHX paaMoCTaHLuMil) ceTell MONBIKHON &
panuoTenedonnoi ceasn cranaapra GSM-900/1800, Yrs. npukazom Munundopmesazu Pocenu or 19.02.2008 Ne 21
IpaBunam npuMeHeHHA aDOHEHTCKHX TEPMHHAIOB CHCTEM MOABHIKHOA panuoTenedoHHoH cBasu crangapra UMTS ¢
. YACTOTHBIM AYMIEKCHBIM Pa3HOCOM H HAacTOTHO-KOMOBBIM pasfiefeHHeM paaHoKaHaIoB, paboTAloNMX B AMANa3oHe | i
yactor 2000 MI'u, Ve, nprkaszoM Munundopmeeasi Poccuu ot 27 asrycta 2007 r. Ne 100; [TpaBunaM npHMeHeHHS
a0OHEHTCKHX TEPMHHATIOB CHCTeM TMOABHKHOH paaHoTenedoHHoi cBasd crangapra UMTS ¢ wacToTHBIM
AYTJIEKCHBEIM PazHOCOM H HMaCTOTHO-KOJOBBIM pas[e/ieHHeM pajHOKaHaNoB, paloTalolux B auanasoxe uactor 900
MI'u, ¥1B. mnpHkazom Munkomesazn Poccun or 13.10.2011  Ne 257, [MpaBuiaM npHMeHeHHS abOHEHTCKHX 4
TEPMHHAIIOB ceTell no/BuwKHOl panuorenedonnoii caasu crannapra LTE u ero mogndukaunn LTE-Advanced. Ve, 5
npHKazom Munkomeeszu Poceun Ne 128 ot 06.06.2011r. s
H HE 0KAKeT NecTadHIH3HPYIolee Bo3AeficTBHE HA NeI0CTHOCT, YCTOHYHBOCTE (PYHKIHOHHPOBAHHS
H 0€30MacHOCTE eHHOI ceTH 21eKTpocBssn Poceniickoii ®enepanmnm,
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- 2. HasHavenHe H TeXHHYECKOE ONMHCAHNE: *_
© 2.1. Bepens nporpammuoro obecnedenns: Bepeus I10: RO2A [peaycranosnennoe I10: otcytersyer. ;\’
2.2. KoMILIEKTHOCTE: MOJYJIL cOTOBOI cBsizu EC25-E. o

£ 2.3, VeI0BHA IPHMEHEHHS HA CeTH CBA3H 00mero moab3oanns Poccmiickoii ®enepalmm: B kavecTse
a00OHEHTCKOM ¢TaHUHK (aBOHEHTCKOH PamHOCTAHIIMH) B CeTAX MOABHKHON pannotenedonnoii casu cranaapta GSM
& 900/1800, B kayecTBe abOHEHTCKOTO TePMHHANA CHETEM MOABHKHONH paadotenedoHHOH cssasu crangapra UMTS
£ - 900/2000; B kauecTBe AGOHEHTCKOrO TEPMHHAJA CHCTEM MOBHKHOI paanoTtenedonnoii ¢sasu cranpapra LTE.
#e . 2.4, Bomosnsiemble GyHRIMHU: MpHeM/Tiepeiaia JaHHEIX, TOI0ca, KOPOTKHX COOOIISHHI.
;. ¢ 2.5. [EMKOCTL KOMMyTAUHOHHOTO TOAS 115 CpelICTE CBH3H, BBLINOAHAWIMHX (YHKIHH cHCTEM
KommyTannan: He BpiIoiHsAeT HYHKIUHE CHCTEM KOMMYTALMH.
& 2.6. CxeMBl NOIKIIOYEHHSI K CeTH CBA3M OOINEro MOJB30BAHHA ¢ 0003HAYEHHEM peaTH3YeMBIX
- unTepdeiicos, NPOTOK0/10B cHrHATH3AHN: CBS3b OCYIIECTBIAETCS ITyTeM OPTaHH3aMH PATHOKAHATA MEXTY |
obopyoBanAeM H 0a30BOil CTaHIeH, MOMKTOYEHHOR K MOOWIBHOMY LeHTpY KommyTammu GSM 900/1 800,
‘v % UMTS 900/2000, LTE.

'_"F" v
"';-..-3':'"i

QUECTE:L " #»

EC25 EEERIE:

/1/ GSM 900/1800; UMTS 900/2000 X !

CT-AGGETITIO

CeTh cBsI3H
00Mmero NoJib30BaHHA

[ITaEHe OT HCTOYHHKA mocToanHoro toka 3.3B - 4.3B.

3anBHUTEND
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.7.2. XapakTepHCTHKH PaJHONH3/IYYeHHs !

~¢| HanmeHoBaHue napamerpa 3HaveHHe napaMeTpa
&2 | B pexnme GSM 900/1800

. 880 -915/925 - 960 u

OOwmuii pabounii AManasox yactoT nepenaun/mpuema, MI'n 1710 -1785/1805 1880

Makc. MouHOCTE nepeaaryHka, Br He Gonee 2
B pexume UMTS |
880 -915/925 - 960

O6mui pabounii aAuanazon yactoT nepegayn/nprema, MI g 1920 — 1980/ 2110 — 2170

Maxkc. MOUIHOCTE MepeaaTyrka, BT He Goaee 0,25
B pexnme LTE, FDD

2500 —2570 /2620 — 2690:
O6wmit pabounii Ananazod yactot nepegaun/npuema, My 1710 - 1785 /1805 — 1880;
832 -862/791 821

B pexume LTE, TDD
OOt pabounii AHANA30H yacToT nepeaaun/nprema, MI'u 2570-2620MI'y
Makc. MOIIHOCTE MepeaTyrka, BT He bonee 0,2

L 2.8. Peanmzyembie HHTep(eiichI: ¢ ceThio 06mero nombiorarns: GSM 900/1800, UMTS 900/2000, LTE.
2.9. Yenorns JKCILIyaTAUHH, BRINYAS KINMATHYECKHE H MeXaHHYecKHe TpefoBamusd, cmocolbl '
pasMemieHHs, THIObI IeKTponuTanms: Pabounmit nmanason temmeparyp ot -40°C mo +85°C mpu = s
.- OTHOCHTEIRHON BIaXHOCTH He Gonee 75%. OGopyIoBaHME B YIAKOBAHHOM BHJE YCTOHUMBO K &t
TPAHCIIOPTHPOBAHHIO TMPH TEMIEPATYpPE OKpyxKaromero sozayxa ot -45°C mo +90°C. ObopyaoraHue B i f
| YNAKOBAHHOM BHJE YCTOHYHBO K XpaHEHHIO B TeueHHe 12 MecdlleB B CKIAJICKHX OTAIITHBAEMBIX -l
nomemenusx npu temueparype ot -40°C mo +85°C u cpenHeroioBoM 3HAYEHHH OTHOCHTEIBLHOMH
BiaxkHOCTH 60% Oe3 Benagenns KouaeHcara. [lutanue 0T HCTOYHHKA IOCTOSHHOrO ToKa 3.3B - 4.3B. 27
+ 2.10. CBegennsi 0 HAJIHYHH HJIH OTCYTCTBHH BCTPOEHHBLIX CpelcTB KpunrTorpaduu (mmudpoBaHusi), -
MPHEMHHKOB IJ100a/ILHBIX CHYTHHKOBBIX HABHIalHOHHBIX cHerem: B obopynoanun HMeloTcs
. BCTPOEHHBIE TIPHEMHWKM TI00AMbHBIX CHYTHHKOBBIX HaBurainuonueix cucrem GPS w TJTIOHACC. B .
. 00Opy/NIOBaHMM MMEIOTCS  BCTpOEHHblE cpeactBa kpuntorpaduu  (mmdposanus). Horudukanms 53
RU0000032668.

3. Jdexnapanms NPHHATA HA 0CHOBAHMH [IPOTOKOJIOB HCIBITAHKE MOIYIE cOTOBOH cBA3i EC25-E, Bepcus
= [10: RO2A. llpenycranosnennoe 110: otcyrerByer. Ilpotoxon wucnbrtanmit OO0 «Munoctap» Ne8,
=~ 10.11.2017 r. Iporokon 47-17/5. 10.11.2017 r, nposenéHusx B ucmeitatensiom uentpe 000 «HTI]
«KOMCET», arrectar akkpeagutanuau NeRA RU21CC15 or 04.09.2015, Pocakkpenutaruu, Seccpouso

- Jlekaapanus cocTaBjena Ha___ 1 JIHCTE C IBYX CTOPOH.

%,

4. Jlara npUHSTHS AeKIApALUN 10.11.2017 r | w..
Jleknapamus AeiicTBHTEILHA 10 10.11.2027r. |1 A LIRFT- 0L £

| L
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I - 7, 4 tosr | &
siwey MLUIL %./ Kopaonckuii J.B. )‘5‘7 7/; B o /f -
By / A
. CBeieHHH 0 perHCTPALINH AeKIapannH cooTBeTcTBHA B MeaepaibHOM areHTCTBE CBA3H
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TOTHOMOYCHHBIH MPEACTABHTEND e N — ]gﬂ,ﬂl’ﬂ
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JATD-D951-42ED- 7BB3

HAAL A2 2 FEA

AA A A HFT [201617100000243417 Z=al 7} 2016-12-06
AT =AY |FA8A 4FAR A G 7} Fol |AgAF
= 7] z].xﬁ 23] Jg LTE o] 8844 F44v19 717171eh 7] %Eté_l\:g EC25-E
o "
A &) 7
71 | &4 # 7} w15 |MSIP-CRI-M2N-EC25-E ;'q H g:ﬁw} 2016-12-07
(18 =
W73 A w7 A W\ F
zds EC25-E-K,EC25-E-S,EC25-E-0,EC
25-E-L
7N EA=A Quetel Wireless Solutions Co., Quectel Wireless Solutions Co.,
Ltd. Ltd.

MYS SIS HEL 10 248 Al H16X0f whE HEHEHE T}
Argtel MZF AT 2ojl h5lo] 912t 20| MAX 2| =AZFS LH =R LICEH

2016B@ (Year) 128 Month) 07 @ ate)

2@
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SAAE-8474-2651-6D70

FEFANAATY) A FAZA
Certificate of Broadcasting and Communication Equipments

A% 2= A9 R

T?nmﬂr i FA 22 P FPA

7124 54 LTE o] 55414 4449 77 (71&h
Equipment Name |

71g=d EC25-E

Basic Model Number

szl

Sator Modkd N EC25-E-L, EC25-E-K, EC25-E-S, EC25-E-O

A5z

Certification No.

MSIP-CRI-M2N-EC25-E

Al =2 A| 257}
Manufacturer/
Country of Origin

Quectel Wireless Solutions Co., Ltd. / 3

== 1
AFddd 2016-11-21
Date of Certification

71e}

Others
A 71AA = T Alsszo)2 Al2gel b} 55 352 59 )
It is verified that foregoing equipment has been certificated under the Clause 2, Article 58-2 of Radio
Waves Act.

2016%(Year) 12<€(Month) 07% (Date)

FYARA TR

kAl FHef e AR 9l 2lFo] H4d S 4
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TN UANZATINMININIINIZD BT
AamsInanai 1aznaMIINIANINANLKINA

The Office of National Broadcasting and Telecommunications Commission

P E Tuuseunieslnsmnnaunazginsal
i (Approval Certificate for Telecommunication Equipment)
F; (No.) : B38655-16
TususesiiuansinadesInsmnnauuazung oifss waziduase Will@unasvaeunaz U0y MU

TaofiGeulvilngauenmiiuimau 2 ati

This is to certify that the telecommunication equipment appeared hereunder has been approved

with condition(s) specified in 2 Annex(es)
@319NH3 (Brand Name) : QUECTEL
UL/7M (Type/Model) : EC25-E
F1in (Type of equipment) : MODULE
1]3::mwlﬂ”"fm".lmﬂumﬂmlasqsIﬂmf : Cellular Mobile (GSM/WCDMA/LTE Module)

(Product Description)

timmmﬁ?ﬂq (Frequency Range) ¢ Tx: See Annex(es)

Rx: See Annex(es)

RAGEGE] (Output Power) : See Annex(es)
FJH a0 (Manufacturer) ¢ Quectel Wireless Solutions Co., Ltd., P.R. China

o a - P
lLﬂ31J’i"HIﬂulﬂﬁ'{ﬂ]ﬁﬂﬂﬁﬂu‘?}‘

AiuvoniledeulnziuI0 : U3EM diaansedind weix H1in
(Applicant)
aviufl Q0 AmAn 2559 asifo (Signature) o
(Date of Issuc) (e ue Tena iaf)

gonnsmsduinmseyalsznoufiamaTnsaunni 1

snmmsunmudonoemsainenasguazmaluladinsauna
o v va e
WUNIHRTHEIM

vl 87 avemalniu 8 ouumaledu syl emg T ngammamiuma 10400 Tna + 66 2271 0151-60 e 321 33 +66 2279 2273
No.87 Soi Phaholyothing, Phaholyothin Rd., Samsennai, Phayathai, Bangkok Thailand 10400 Tel + 66 2271 0151-60 Ext. 321 Fax +66 2279 2273
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Certificate of Device
Device &} QIS A

HIOIXl 1/1

17-C-07

Trade Name or Applicant OH E OHL§
Jg‘i EE Jg % T oA
Basic Model Number
J|B EC25-E
Manufacturer/Country of Origin ol E ol
HIZ=XRIZ==T}
Type Identification 2017-C-10

M7= 2ol LY | TE+WCDMA
Date of Certification
olzoigo) 2017-03-10

This is to certify that the above device is approved on SK telecom's reliability test requirement.

P EHE2 SK telecom LI L2 A|&lE 5510 Q1B L

https://www.sktniot.com/spd/special/mdt/net/list/certificate.do?certificate 1d=17-C-07
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in L A
TS 3k

— WO LS R A B AT AR A PR 3]
(L& T4#EE ®MEE 99 3k 13 i 401A )
=¥ ¥ BB L AAS R B AR A PR 8]
=% B & M EC25-E
M~ R hé Quectel
x-# i EC25-E
ANF R OB oA LTE900/LTE1800/LTE2500/LTE2600 47 H4a & [PLMN1O (105

HEEITIR) - RAFHE B FE 23.34dBm ~ Tx © 885-915MHz -
1710-1770MHz ~ 2500-2570MHz ~ 2570-2620MHz ~ 2555-2655MHz
Rx : 930-960MHz - 1805-1865MHz - 2620-2690MHz -
2570-2620MHz ~ 2555-2655MHz] ; IMEI : 86110703 : WCDMA FDD
%% [PLMNO8 (105 fF153THR) ~ i A5 & ¥ i oh £ 22.46dBm -
Tx : 1920-1980MHz ~ Rx : 2110-2170MHz ] ; GSM/DCS % %
[PLMNO1 ~ Tx : 890-915MHz ~ Rx : 935-960MHz ~ & A &4t i
2 % 33.16dBm ~ Tx : 1710-1785MHz ~ Rx : 1805-1880MHz ~ & A
B &t ¥ ) h % 29.37dBm ]
% & 8 M : 106 £01 A 16 A e

(CEe =0
A EROBREXSE |

l(@ CCAF17Z10080T1

=} ﬁ#&%ﬁ{tﬁﬁ%ﬁﬁ‘&#&ﬁ&m#iﬂ%?%m%zi&%%ﬂﬁﬂ&-Eﬂ#ﬁﬁﬂé##ﬁﬁﬁ$ﬂﬂ#ﬁi'
150 -

(=) FEHAAMBEAMESRIFLEAZA - REFSEB WA FRIED 15 BME  HH AG 0 b AMENE IR S0 AR
FlEpe Rl Al Bz TG A SRS HR8  ERNRaLI0RM KA TTALRRGERSBERL TS RERE
FlEkAMmER Z2ARBAEHEATHE -

(Z) BRAFLEAZTHESRIMN  FTFARBZ—F SRS LB EFEIEA

LESARFCRAAA R ELENE - LW 0 M MAENPHESRY -

@R ERF CRMABREEHRARLO A AT RMMAY X HEF 0k -

SEFATHFREMEHZAHLBAIREAFTRE -

LR ENLEE S Reg-f Reg R E L R

5.ERILA  EAVE U SRR ADARMCIRS A S R R AR TS E 0 2 TS AT

(@) WMAZEFASFRSH THESREEEL REEEE N+ tEATRNSY AU L=+ A FHE  #52 Ln
-

(£) AFLEH > RRELEFO+ofkE—AAL dEFEWMEE A dEemeE .

1 Aod) e B A NAHEE R R AT F 50490 5 PG i 00808 8 S5 NCC-RCB-05/ T 45 #2312 45 S 30 4 1%
2R & WA INCC-RCB-05) « i A TE MMM E L 10 «

2. ABHEM Fixed External X4 + R 3% 4 1.47dBi/GSMIOO0, 2.56dBi/DCS1800, 2.13dBI/LTE B3, 1.56dBi/LTE B7, 1.47dBi/LTE BS,
1.56dBi/LTE B38, 1.56dBi/LTE 2555-2655MHz, 2.56dBi/WCDMA B1 -

3. RTHARFE, ATRWN - SEAHRRTCFHLATEAR AL BFEAMAHLRA AL L Reddmihs -

4 BHFMAREFEMEZHAMN RARERLELE - BHESOEARARALETEAH LRI N/ TS RELNOFHE
#i #6 % (LTE700/LTESO0/LTE1800/LTE2500-2600) + 14388 % 3K 51K -

5. AHFATE) LAA(LTE)r do £ 4 Tx ((£4T): 885-915MHz » 1710-1770MHz + LTE FDD 2500-2570MHz - LTE TDD 2570-2620MHz » LTE TDD
2555-2655MHz » Rx (F 47) : 930-960MHz - 1805-1865MHz ~ LTE FDD 2620-2690MHz ~ LTE TDD 2570-2620MHz - LTE TDD 2555-2655MHz
FIRE 0 F 4k Tx(LAT) ¢ 703-748MHz » Rx (T47) © 758-803MHz #ifk » ¥ HAAARSE X T - BAF M- M LR Fk% %
e o SR FE L 38 % R B IR -

6. A BHHIf &4 GSMI00/1800/WCDMA/FDD-LTE BYB7/BE /TDD-LTE BISLTE 2555-2655MHz & 4.1 @ -

page 115 manual CONNECT / CONNECT-II / CONNECT-CONTROL V1.16



	1 General
	1.1 About the manual

	2 System requirements
	2.1 Hardware
	2.2 Software

	3 Connections
	3.1 DIN-rail mounting
	3.2 DIN-rail mounting with LTE
	3.3 Table-case
	3.4 Table-case with LTE

	4 Commissioning
	4.1 Access the device
	4.1.1 device CONNECT / CONNECT-II
	4.1.2 device CONNECT-CONTROL
	4.1.3 device RUT955 from Teltonika

	4.2 Configuration of the device
	4.2.1 option Remote Access
	4.2.1.1 basic configuration
	4.2.1.2 internet configuration
	4.2.1.3 peripheral configuration
	4.2.1.4 partner configuration

	4.2.2 option Router
	4.2.2.1 basic configuration
	4.2.2.2 WAN configuration
	4.2.2.3 LAN configuration

	4.2.3 option IP-Switch
	4.2.3.1 basic configuration
	4.2.3.2 internet configuration
	4.2.3.3 peripheral configuration

	4.2.4 option Protocol Converter
	4.2.4.1 basic configuration
	4.2.4.2 internet configuration
	4.2.4.3 peripheral configuration


	4.3 Usage of the device
	4.3.1 option Remote Access
	4.3.2 option Router
	4.3.2.1 overview of possible applications

	4.3.3 option IP-Switch
	4.3.3.1 example configuration

	4.3.4 option Protocol Converter
	4.3.5 option TimeServer
	4.3.6 option Unified


	5 Control elements
	5.1 status LEDs
	5.1.1 device CONNECT / CONNECT-II
	5.1.2 device CONNECT-CONTROL

	5.2 buttons
	5.2.1 device CONNECT / CONNECT-II
	5.2.2 device CONNECT-CONTROL

	5.3 web server
	5.3.1 page structure
	5.3.2 access protection
	5.3.3 page overview
	5.3.3.1 state
	5.3.3.2 device list
	5.3.3.3 IP translation
	5.3.3.4 IP firewall
	5.3.3.5 couplings
	5.3.3.6 addresses
	5.3.3.7 DHCP leases
	5.3.3.8 partner addresses

	5.3.4 page stations
	5.3.4.1 list with stations
	5.3.4.2 settings of a station
	5.3.4.3 diagnosis of a station

	5.3.5 page connections
	5.3.5.1 state
	5.3.5.2 configuration

	5.3.6 page status
	5.3.7 page configuration
	5.3.7.1 system
	5.3.7.2 access protection
	5.3.7.3 general
	5.3.7.4 device
	5.3.7.5 date and time
	5.3.7.6 interfaces
	5.3.7.7 LTE settings
	5.3.7.8 proxy settings
	5.3.7.9 LAN-A / LAN settings
	5.3.7.10 LAN-B / WAN settings
	5.3.7.11 WLAN settings
	5.3.7.12 WLAN 5GHz settings
	5.3.7.13 USB-LAN settings
	5.3.7.14 Bridge settings

	5.3.8 page firmware / software update


	6 Application notes
	6.1 Access to participant via TIA portal

	7 Technical data
	7.1 CONNECT
	7.2 CONNECT-LTE
	7.3 CONNECT-II
	7.4 CONNECT-II-LTE
	7.5 CONNECT-CONTROL

	8 Approvals

