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1 General

1.1 About the manual
This  manual  describes the devices from the C O N N E C T family,
simply named device within in the following pages.

The devices CONNECT and CONNECT-II  are available in a standard
version as well as a variant with an integrated LTE modem. The devices
CONNECT are furthermore available in a desktop and DIN rail case in
both versions.  The range of  functions of  the devices depends on the
installed  options,  which  can  also  be  combined.  In  delivery  state,  the
devices  are  available  with  the  options  Router,  Remote  Access,  IP-
Switch, Protocol Converter, TimeServer and Unified. A description of the
options can be found within the section “4.3 Usage of the device”.

The device CONNECT-CONTROL contains all  functions of  the option
Remote Access and also has GPS and integrated digital and analog IO
ports, which can be used for small controlling and reporting tasks.

This documentation can be downloaded on the web page of the product
via downloads  documentation.

The manual is aimed to the following user groups:

• planners
• operators
• commissioning staff
• service and maintenance staff

Before you use this device, you should read the manual.

If you have questions and / or problems you can contact the technical
support from your dealer.
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2 System requirements

2.1 Hardware
Before you can start to use the device, you have to supply power to it.
The CONNECT and CONNECT-II device can either be powered via the
small Phoenix connector with 24V DC or via the Mini-USB socket (only
for CONNECT devices in standard version). The CONNECT-CONTROL
gets powered via the included plug-in power supply.

Be sure that the WLAN and if applicable the LTE and GPS antenna(s)
are screwed on the SMA connectors of your device and the device is
connected to  your  router,  PC and peripheral  devices via  LAN cables
according your configuration. When using the LTE modem please make
also sure that the SIM card is plugged into the provided slot.

Depending on your configuration the device can be accessed via one of
the LAN interfaces, the WLAN interface and / or the USB-LAN interface
(optionally via an adapter, but not for CONNECT-LTE and CONNECT-
CONTROL devices).

2.2 Software
If you want to access the web server of the device to check the status or
make changes on the configuration you only need an internet browser
(e. g.  Microsoft Internet Explorer, Mozilla Firefox or Google Chrome).
The using of the device is independent of your operating system and
browser from your computer, tablet or mobile phone.

Important:
For viewing the website correctly you should check that  JavaScript  is
enabled in your browser.
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Hint:
When the device configuration is done, an access to the web page is
needed for  maintenance only,  because the  device works  on its  own.
Please note, that when using the connection type CONNECT every time
the device boots a communication with the internet have to be done from
the PC who is connected with the CONNECT device, thus the device can
detect the internet parameters.
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3 Connections

3.1 DIN-rail mounting

Power 24V DC

+24V

0V

WIFI-antenna

flashing:  synchronisation  
      with partner

network: communikation

Power ON

to network (LAN A)

on: WIFI active

flash: WIFI communication

to PC (LAN B)
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3.2 DIN-rail mounting with LTE

Power 24V DC

+24V

0V

WIFI-antenna

flashing:  synchronisation  
      with partner

network: communication

Power ON

to network (LAN A)

on: WIFI active

flash: WIFI communication

to PC (LAN B)

LTE-antenna

SIM-card-insert:

Insert the SIM card with the contact side facing down (slanted corner at the front
right) into the slot until it clicks. Pressing again releases the card and it can be pulled
out. 
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3.3 Table-case

Power 24V DC

    0V

+24V

network: communication Power ON

 WIFI-antenna

flashing: Synchronisation 

               with partner

to network (LAN A) on: WIFI active

flash: WIFI communication

to PC (LAN B)
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3.4 Table-case with LTE

Power 24V DC

    0V

+24V

network: communication Power ON

LTE-antenna

LTE-connection  WIFI-antenna

flashing: synchronisation 
  with partner

to network (LAN A) on: WIFI active

flash: WIFI communication

to PC (LAN B)

SIM-card-insert:

Insert the SIM card with the contact side facing down (slanted corner at the front
right) into the slot until it clicks. Pressing again releases the card and it can be pulled
out. 
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4 Commissioning
Before you can start with the usage of the CONNECT device you have to
access its web page and configure a few basic settings.

Please make sure that all requirements who are listed within the chapter
“System requirements” are met. Afterwards you can start with accessing
the device.

4.1 Access the device
Before you can start to configure and later use your the device you have
to access it first. For this you have different connection variants which
differs depending on your device type. These variants are described in
more detail on the next pages.

Important:
This chapter describers the factory defaults of the device. Via the web
interface  you  can  configure  the  single  interfaces  individually,  so  an
access to the web interface is also possible via another interface.

As soon as the device is in a configured state, you can access the web
page of the device with the keyword “connect” via the PC and peripheral
interface (when used).

For this access you will have to enter the keyword “connect” instead of
the IP address into the address line from your browser. This access is
even  possible  if  your  computer  is  within  another  subnet  as  your
CONNECT device or the interface of the CONNECT device hasn't any IP
address yet.

4.1.1 device CONNECT / CONNECT-II
The access to the device CONNECT / CONNECT-II is normally done via
the WLAN interface.

First please check if WLAN is enabled on your laptop or tablet. In the
next step you can search for networks who are within the range. On the
list with WLAN networks you should see a network named “CONNECT
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WiFi”. This network isn't protected with a password and so you can easily
connect to it.

The CONNECT devices are configured that a DHCP server is running on
the WLAN interface. If your laptop or tablet is set up that it requests an IP
address via DHCP automatically no further action is required. Otherwise
you have to enable DHCP on your laptop or tablet or alternatively assign
an  address  between  192.168.1.2  and  192.168.1.254  to  your  device
manually.

As soon as you are connected with the CONNECT and your laptop or
tablet has a valid IP address, you can open a web browser. There you
then have to enter the IP address 192.168.1.1 into the address line. Now
you should see the commissioning page of the device and can start with
the parameterization.

As an alternative path to WLAN you can also access the device via a
cable connection. Therefore you have to connect your computer with the
LAN-A jack of your CONNECT device.

The device has the IP address 192.168.2.1 on this interface. When you
want to access the device, your have to assign any IP address between
192.168.2.2 and 192.168.2.254 to your PC manaully. The automatically
assignment  of  addresses  via  DHCP,  as it  is  the case for  the WLAN
interface, is disabled for this interface because of security reasons.

When your PC has an valid IP address you now can open a web browser
and enter the IP address 192.168.2.1 into the address line. Afterwards
you should see the commissioning page from the device.

Hint:
If  you  have  the  “Ethernet  over  USB”  adapter  you  can  also  use  the
adapter  to  access  CONNECT  devices  in  the  standard  version  or  to
access  CONNECT-II-LTE  devices.  The  device  has  the  IP  address
192.168.0.1 on this interface and offers IP addresses to other devices,
as it is the case for the WLAN interface. Instead of using DHCP you can
also assign your computer an IP address from the range 192.168.0.2 to
192.168.0.254 manually.
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4.1.2 device CONNECT-CONTROL
For CONNECT-CONTROL devices the 3 LAN ports as well as the WLAN
network which is offered from the device are a common interface.

When you want to access your device via WLAN you first have to make
sure that the WLAN interface of your laptop or tablet is enabled. Then
you  should  open  the  list  with  available  WLAN  networks.  There  you
should now see a  WLAN network  with  the SSID “RUT955_****”.  The
exact SSID as well as the needed password can be found on the labeling
on the bottom of the device.

If you want to access the device through one of the LAN ports, you only
have to connect your computer and the device with a cable.

As soon as you are connected with the device via WLAN or LAN you
have to check and maybe adjust your IP configuration. The CONNECT-
CONTROL devices are configured that a DHCP server is running on the
this  interface.  If  your  device,  which  should  be  connected  with  the
CONNECT-CONTROL device, is set up that it requests an IP address
via DHCP automatically no further action is required. Otherwise you have
to  enable  DHCP  on  your  device  or  alternatively  assign  an  address
between 192.168.1.2 and 192.168.1.254 manually.

When you have a valid IP address you can now access the integrated
web server of your device. For this you have to open a web browser and
enter the IP address 192.168.1.1 into the address line. Now you should
see the page for the commissioning of the device.

4.1.3 device RUT955 from Teltonika
The  CONNECT-CONTROL  device  has  the  same  hardware  as  the
RUT955 from Teltonika Networks. If you have acquired a RUT955 device
separately, then you can load the CONNECT software into the device
after a chargeable registration. Afterwards your RUT955 device has the
same functionality as a directly acquired CONNECT-CONTROL device.

Before you can start to load the software into the device, you have to
connect your computer with the device and open the web interface. The
access path depends on the already done configuration. If your device
has the factory defaults, please read the short instruction from Teltonika.

When  you  have  opened  the  web  interface  of  your  device  and  have
logged into it, then you can now navigate to the menu entry “System” →
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“Firmware” and check the firmware version. The device firmware have to
be any version between 00.06.07.0 and 00.06.07.7. If your device has an
older or even a newer firmware you have to upgrade or downgrade to
version 00.06.07.7. The firmware file (.bin file) can be found within the
ZIP archive together with the software packet which can be downloaded
within the download section from the product page of the CONNECT-
CONTROL device.

As soon as your device has the correct firmware version you can now
install the software package. For this you have to navigate to the menu
entry “System” → “Package Manager” and click on the tab “Upload”. On
this page you now upload the software package (.ipk file) from the ZIP
archive. The warning hint that this software package is not certified from
Teltonika have to be confirmed.

When the installation process has completed you can now open the web
interface  of  the  CONNECT  device  via  the  menu  entry  “Services”  →
“CONNECT”. There you should now see the commissioning page of the
device.
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4.2 Configuration of the device

If you use the device for the first time you will  see the commissioning
page when accessing the web interface. This pages leads you through
the most important settings in four steps.

With the help of the buttons “back” and “next” you can navigate between
the single steps. On the last step the button “save” will be display instead
of the “next” button. Only as soon as you have clicked on the “save”
button  all  configurations  will  be  submitted.  Afterwards  your  device  is
configured completely and functioning.

Hint:
The commissioning page will  be shown on the first  use of the device
only. If you want to do the commissioning process again, you will have to
set your device back to factory defaults.

For CONNECT-CONTROL devices some of the IP and WLAN settings
may be prefilled with the current configuration.
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4.2.1 option Remote Access

4.2.1.1 basic configuration

In the first step of the commissioning process you have to specify the
parameters  of  your  device  for  the  networking  within  your  CONNECT
cloud. The device number thereby is used as an unique identification of
the device and can only be used once. Optionally you can also configure
a name, which is used for an easier identification, and a password, which
is needed when you want to establish a connection to the device.

Hint:
If you don't configure a password for your device, all other devices from
your cloud can connect with the device without the need of a password.

4.2.1.2 internet configuration

If  you have specified the general device parameters next you have to
select how the device should establish a connection with the internet.
Therefore you can choose between the following connection types:
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• CONNECT: The CONNECT device have to be connected between
the router for the internet access and a PC with the permission for
internet access. The device then detects the parameter from the
PC and uses them.  Please make ensure that  the PC has IPv4
parameters (IP address, subnet mask, gateway address), because
otherwise no connection to the internet is possible.

• GATEWAY: The CONNECT device have to be connected to the
router for the internet access. The device has its own IP address
which is used for the internet connection.

• LTE: The  CONNECT  device  establishes  a  connection  with  the
internet via the integrated LTE modem (for CONNECT devices with
integrated LTE modem only).

Depending on the selected connection type you then have to specify with
the settings router interface and PC interface the interface of the device
where the gateway or proxy server and PC is connected to.

If  you  have  selected  the  connection  type  GATEWAY  a  field  for  the
manual  IP  configuration  will  be  shown.  In  the  first  step  you  have  to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device. Next you can choose how the device
is connected with the internet:

• gateway: The device communicates directly via a router / gateway
with the internet. Therefore you have to specify the IP address of
the gateway.
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• proxy server: The device communicates via a proxy server with
the  internet.  For  this  access  type  you  have  to  specify  the  IP
address and port of the proxy server. If the proxy server requires
an authentication you  can additionally  enter  the user  name and
password.

When you are using the connection type CONNECT or GATEWAY and
have selected the WLAN interface as router interface another block with
WLAN settings will be shown. Here you can specify the WLAN network
where the CONNECT device should connect to. For this you can use the
fields SSID, security type, channel and some other fields for the log in to
the WLAN network depending on the selected security type. If you aren't
sure about  the WLAN settings you  can also execute a search for  all
available WLAN networks by clicking on the button “search”. After a few
seconds a list with networks will be displayed. If you want to connect to
one of the networks you can click on the corresponding entry. Thereby
all fields expect the log in details will be filled in automatically.

If you have selected the connection type LTE a small block will be shown
within the current window. There you have to specify the PIN code for
your SIM card (if needed) as well as the name of the access point (APN)
from your provider. The access point on CONNECT and CONNECT-II
devices is prefilled with “internet” which works on a variety of providers.
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For CONNECT-CONTROL devices this info gets detected automatically.
Additionally you can also specify a user name and password. But this
parameters  are  only  needed  if  the  entered  access  point  needs  an
authentication on the provider.

4.2.1.3 peripheral configuration

In the next step the configuration of the peripheral interface have to be
done. The peripheral interface is the network interface where the devices
who should communicate with the help of the CONNECT device with the
devices who are connected to another CONNECT device. If  you have
selected the connection type  CONNECT the selection of  a peripheral
interface is optional.

Important:
If you are using the connection type CONNECT, the PC will always be
able  to  communicate  with  the  devices  on  the  partner  device.  This  is
independent from the peripheral configuration.

If you have selected a peripheral interface a block with IP settings will
appear. There you can specify the IP address and maybe the subnet
mask for  the  device.  This  parameters  are  needed so the CONNECT
device can communicate with the connected peripheral devices. If  the
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peripheral interface is connected with a network which also has a DHCP
server, the device can also retrieve the needed settings from a server. If
you want or have to configure the IP config manually and enable the
setting  “DHCP  server”,  peripheral  devices  who  are  connected  to  the
CONNECT device doesn't have to be configured manually rather they
can retrieve their IP configuration from the CONNECT. Independent of
the  activation  of  the  DHCP  server  setting  devices  can  always  be
configured manually.

When  you  have  selected  the  WLAN interface  as  peripheral  interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all  available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

Hint:
If you have selected the same interface for the peripheral interface and
router interface the block with IP and WLAN settings will not appear.

When your device has the option IP-Switch the group “IP-SWITCH” will
be shown next. There you have to specify if the function for translating IP
addresses  should  be  used.  Afterwards  you  can  specify  if  a  network
bridge  should  be  used  between  the  router  and  peripheral  interface.
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When this setting is enabled all  packets,  where no IP translation can
occur or is configured, between the router and peripheral interface will be
exchanged  without  any  modification.  If  the  setting  is  disabled  both
networks  are  isolated  from  each  other  and  only  packets  who  are
processed by the option are getting forwarded.

In  the  line  “IP  translations”  you  can  now  configure  the  translations.
Therefore you have to enter the two addresses into the text fields and
then click on the  symbol. The first address is the real IP address of the
device.  The  second  address  specifies  the  translated  address  of  the
device. If you want to add further translations you can repeat this step.
When you want to delete an existing entry you will have to click on the 
symbol.

In the following line “IP firewall” you will be able to specify which devices
from the peripheral interface can communicate via the router interface
with the devices on the router network and the network or internet behind
additionally. In the text field you have to enter the real IP address of the
device and the click on the  symbol. An already created entry can be
deleted with the symbol .

Important:
The peripheral and router interface have to differ when using this option.

If some of the entered IP addresses should be able to communicate with
the network devices of the partner device too, you will have to enter the
translated address into the list on the next block too.
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Additionally to the block with IP settings a block with the label “devices”
will be shown as soon as a peripheral interface is selected. There you
can specify single IP addresses as well  as IP address ranges for the
peripheral devices who are allowed to communicate via the CONNECT
device with the network devices from the connected partner device. If
you want to add a new address or address range to the list you have to
fill  in the last line of the corresponding list and click on the   symbol
afterwards.  This process can be repeated as often as needed. If  you
want to remove an existing entry from one of the lists again you have to
click on the  symbol.

Hint:
The  devices  who  automatically  gets  the  IP  configuration  from  the
CONNECT device doesn't need to be specified here manually.

4.2.1.4 partner configuration

On the last  commissioning step you  can specify  if  the device should
automatically  establish  a  connection  with  another  device  from  your
CONNECT cloud. If you want to use this function you have to enable the
setting “connection”. Now you can enter the number and, if needed, the
password of the device, to which a connection should be established.
The automatically connection establishment is either useful for the office
device, when a connection is needed directly, or when using the devices
for a dedicated connection.
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When the option IP-Switch is available on your device as well as enabled
and the connection type is set to CONNECT or GATEWAY, the setting
“remote  access”  will  be  shown,  which  allows  you  to  disable  the
connection to other devices completely. This may be desired when the
device  should  be  used  for  translating  IP  addresses  only,  without  the
need of any remote maintenance function.

Important:
Only enable the automatically connection establishment on one of your
two devices (in most cases on the office device). Otherwise it may be
nearly impossible to manually connect to another device.

4.2.2 option Router

4.2.2.1 basic configuration

In the first step of the commissioning process you can specify a name for
your device and select the operation mode:

• Bridge: The CONNECT device connects  multiple  interface to  a
shared network. All participants connected to the device are in the
same subnet.

• Router: The CONNECT device routes between the network of the
WAN interface and the network of one more LAN interface(s). Each
network has it's own subnet.
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4.2.2.2 WAN configuration

If  you  have  selected  the  operation  mode Router,  the  next  step  is  to
configure  the  WAN interface.  Therefore  in  the  first  step  you  have  to
select which interface should be used for the WAN. If on the other hand
you have selected Bridge as the operation mode this step is skipped
automatically.

Below the selection list of the WAN interface a block for the configuration
of the IP parameters is shown. In the first step you have to choose if the
IP settings should be retrieved automatically from a DHCP server or if
the parameters gets specified manually.  If you want or have to do the
configuration manually you will have to enter an IP address and maybe
subnet mask for the device as well as IP address of the gateway.

If you have selected the WLAN interface as WAN interface another block
with  WLAN settings  will  be  shown.  Here  you  can  specify  the  WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the
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log in to the WLAN network depending on the selected security type. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a  few seconds  a  list  with  networks  will  be  displayed.  If  you  want  to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.

4.2.2.3 LAN configuration

In the last step of the commissioning process you have to specify which
interfaces  should  be  connected  to  a  shared  network  as  bridge  and
should represent the local network (LAN). Depending on your need you
can select one or more interfaces.

Below the selection list of the LAN interfaces a block for the configuration
of the IP parameters is shown. There you can specify the IP address and
maybe  the  subnet  mask  for  the  device.  If  the  peripheral  interface  is
connected with a network which also has a DHCP server, the device can
also retrieve the needed settings from a server. If you want or have to
configure the IP config manually and enable the setting “DHCP server”,
devices who are connected to the CONNECT device doesn't have to be
configured manually rather they can retrieve their IP configuration from
the CONNECT. Independent of the activation of the DHCP server setting
devices can always be configured manually.
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When  you  have  selected  the  WLAN  interface  as  one  of  the  LAN
interfaces another block with WLAN settings will be shown. Here you first
have to specify via the mode if the device should offer an own network
as Access Point or connect as client to an existing network. Afterwards
the fields SSID, security type, channel and some other fields for the log
in to the WLAN network depending on the selected security type can be
filled in. If you aren't sure about the WLAN settings you can also execute
a  search  for  all  available  WLAN  networks  by  clicking  on  the  button
“search”. A click on one of the search entries will  then fill  in all  fields
expect the log in details automatically.

Hint:
If you have selected the operation mode Router the interface selected for
the WAN interface can not be selected for the LAN interface anymore.

4.2.3 option IP-Switch

4.2.3.1 basic configuration

In the first step of the commissioning process you can specify a name for
your device. This is optional and used for an easier identification only.
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4.2.3.2 internet configuration

In the next step you have to configure the router interface. The router
interface is the interface from which you later want to access the devices
connected to the peripheral interface via the translated IP address.

Below  the  selection  list  of  the  router  interface  a  block  for  the
configuration of the IP parameters is shown. In the first step you have to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device by yourself.

If  you  have  selected  the  WLAN interface  as  router  interface  another
block with WLAN settings will be shown. Here you can specify the WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the
log in to the WLAN network depending on the selected security type. If
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you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a  few seconds  a  list  with  networks  will  be  displayed.  If  you  want  to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.

4.2.3.3 peripheral configuration

In the last step you have to configure the peripheral interface.

Below  the  selection  list  of  the  peripheral  interface  a  block  for  the
configuration of the IP parameters is shown. There you can specify the
IP address and maybe the subnet mask for the device. If the peripheral
interface is connected with a network which also has a DHCP server, the
device can also retrieve the needed settings from a server. If you want or
have to configure the IP config manually and enable the setting “DHCP
server”,  devices who are connected to the CONNECT device doesn't
have  to  be  configured  manually  rather  they  can  retrieve  their  IP
configuration from the CONNECT. Independent of the activation of the
DHCP server setting devices can always be configured manually.

Hint:
Please note that  devices who automatically got  a IP configuration via
DHCP from the CONNECT aren't reachable from the router interface by
default. The entry for the IP translation always have to be done manually.
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When you have selected the WLAN interface as the peripheral interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all  available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

As last block the group “IP-SWITCH” will be shown. There you have to
specify  if  a  network  bridge  should  be  used  between  the  router  and
peripheral interface. When this setting is enabled all packets, where no
IP  translation  can  occur  or  is  configured,  between  the  router  and
peripheral  interface will  be exchanged without  any modification.  If  the
setting is disabled both networks are isolated from each other and only
packets who are processed by the option are getting forwarded.

In  the  line  “IP  translations”  you  can  now  configure  the  translations.
Therefore you have to enter the two addresses into the text fields and
then click on the  symbol. The first address is the real IP address of the
device.  The  second  address  specifies  the  translated  address  of  the
device. If you want to add further translations you can repeat this step.
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When you want to delete an existing entry you will have to click on the 
symbol.

In the following line “IP firewall” you will be able to specify which devices
from the peripheral interface can communicate via the router interface
with the devices on the router network and the network or internet behind
additionally. In the text field you have to enter the real IP address of the
device and the click on the  symbol. An already created entry can be
deleted with the symbol .

Important:
The peripheral and router interface have to differ.

4.2.4 option Protocol Converter

4.2.4.1 basic configuration

In the first step of the commissioning process you can specify a name for
your device. This is optional and used for an easier identification only.

4.2.4.2 internet configuration

In the next step you have to configure the router interface. The router
interface is the interface which is connected to the corporate network and
from which  you  later  want  to  access  the  H1  participants  via  the  S7
protocol.
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Below  the  selection  list  of  the  router  interface  a  block  for  the
configuration of the IP parameters is shown. In the first step you have to
choose if the IP settings should be retrieved automatically from a DHCP
server or if the parameters gets specified manually. If you want or have
to do the configuration manually you will have to enter an IP address and
maybe subnet mask for the device by yourself.

If  you  have  selected  the  WLAN interface  as  router  interface  another
block with WLAN settings will be shown. Here you can specify the WLAN
network where the CONNECT device should connect to. For this you can
use the fields SSID, security type, channel and some other fields for the
log in to the WLAN network depending on the selected security type. If
you aren't sure about the WLAN settings you can also execute a search
for all available WLAN networks by clicking on the button “search”. After
a  few seconds  a  list  with  networks  will  be  displayed.  If  you  want  to
connect to one of the networks you can click on the corresponding entry.
Thereby all fields expect the log in details will be filled in automatically.
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4.2.4.3 peripheral configuration

In the last step you have to configure the peripheral interface. This is the
interface which is connected with the plant network and where the H1
participants are connected to.

Below  the  selection  list  of  the  peripheral  interface  a  block  for  the
configuration of the IP parameters is shown. There you can specify the
IP address and maybe the subnet mask for the device. If the peripheral
interface is connected with a network which also has a DHCP server, the
device can also retrieve the needed settings from a server. If you want or
have to configure the IP config manually and enable the setting “DHCP
server”,  devices who are connected to the CONNECT device doesn't
have  to  be  configured  manually  rather  they  can  retrieve  their  IP
configuration from the CONNECT. Independent of the activation of the
DHCP server setting devices can always be configured manually.
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When you have selected the WLAN interface as the peripheral interface
another block with WLAN settings will be shown. Here you first have to
specify via the mode if the device should offer an own network as Access
Point or connect as client to an existing network. Afterwards the fields
SSID, security type, channel and some other fields for the log in to the
WLAN network depending on the selected security type can be filled in. If
you aren't sure about the WLAN settings you can also execute a search
for all  available WLAN networks by clicking on the button “search”. A
click on one of the search entries will then fill in all fields expect the log in
details automatically.

Hint:
If you have selected the same interface for the peripheral interface and
router interface the block with IP and WLAN settings will not appear.

Important:
After the commissioning process is completed, you will be redirected to
the start page of the device. There you'll have to click on the “couplings”
button to configure the protocol translations. The description for this can
be found under “5.3.3.5  couplings”.

4.3 Usage of the device
If  you  have completed and saved the configuration,  your  device now
submits  the settings.  Please make sure that  the device is  connected
according to your configuration. After a few seconds the device will be
reachable over one of the configured interfaces again.

4.3.1 option Remote Access
With the option Remote Access and another CONNECT device or the
CONNECT software you can access the network participants connected
to the device and communicate with them via the internet.

As soon as the device has booted up the LED S1 should begin to blink
(not for CONNECT-CONTROL devices).
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When you have selected the connection type CONNECT, you will now
have to do an internet communication from the PC which is connected to
the CONNECT device. The internet communication e. g. could be to go
to the website  www.google.com. Thereby the CONNECT device should
detect the internet parameters from the PC and will be ready for use. If
you have selected the connection type GATEWAY or LTE the device will
be ready without any further action.

If  you  have  enabled  the  automatically  connection  establishment,  the
CONNECT now will try to connect to the specified partner device. If you
haven't  enabled  the  automatically  connection  establishment  or  if  you
want to connect to another device you can to this via the dialog “device
list” on the page “overview” of the web interface.

As soon as the CONNECT device has established a connection with
another device the LED S1 stops blinking and lights permanently (not for
CONNECT-CONTROL devices). The configured peripheral devices and
maybe the PC (when using the connection type CONNECT) will now be
able to communicate with  the devices of  the partner  device like they
would be on the same network.

Important:
If you have disabled the setting “remote access” the device LED S1 won't
blink. Furthermore you won't have to execute an internet communication
when using the connection type CONNECT, because the device don't
need the internet parameters.

4.3.2 option Router
With the option Router you will be able to use your CONNECT device as
bridge or router.

When using the device as bridge multiple interfaces are connected to a
shared network. All participants thereby are in the same subnet and can
communicate with each other directly. This operation mode is e. g. useful
when you want to connect some devices who only have a LAN interface
to your existing WLAN network. On the side you can also configure your
device as Access Point,  so that  mobile  devices like smart  phones or
tablets can communicate with devices who have a LAN interface only.
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If you have two different subnets which need to be connected with each
other the operation mode Router is used. The CONNECT device then
routes the packets between the WAN and one or more LAN interfaces.
On  devices  which  should  access  devices  on  the  other  interface  the
gateway have to be set to the IP address of the CONNECT device.

4.3.2.1 overview of possible applications

situation operation
mode

WLAN
mode

special feature

with a laptop around 
the S5/7 PLC

Bridge Access 
Point

PLC via S5/7-LAN on
LAN-A port, 
additional LAN 
participants on LAN-B
port

bring S5/7 PLC or 
LAN participant into 
an existing WLAN 
network

Bridge Client PLC via S5/7-LAN / 
LAN participant on 
LAN-A port, 
additional LAN 
participants on LAN-B
port

create a separate 
subnet for connected 
devices

Router Access 
Point

LAN-A port to 
corporate network, 
LAN-B port + WLAN 
to plant network

(don't forget to add 
routes within the 
corporate network)

extended LAN 
connection

(Attention: 2 devices 
are required)

Bridge 1. device  
Access 
Point

2. device 
Client

one device as AP and
the second as Client
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4.3.3 option IP-Switch
With the option IP-Switch you can set up IP address conversions within
the CONNECT device.  This  allows you  to connect  two  networks with
different subnet without the need of a router. The access to the devices
on the peripheral interface then doesn't occur with the original address
rather a virtual address suitable to your network is used.

For example an existing plant network with a controller which have to be
adressed from the production data acquisition is to be named. A direct
communication between both network participants isn't possible because
both neworks have a different subnet. Before you now start to change
the subnet of the complete plant network, which may be very expensive
or  you  may  also  have  not  the  authroization  for  that,  the  CONNECT
device with the IP-Switch option can solve this problem eaisly. A detailed
example as well as the needed configuration is described further down.

Hint:
A CONNECT device  where  the  Remote  Access  option  is  installed  is
inherently a device for coupling via the internet. However, it can also be
exclusively used to exchange IP addresses with the IP-Switch option.

By  default  the  entire  network  traffic  is  first  passed  on  between  the
peripheral and router interface. If an IP address entered in the table is
accessed  from  the  router  interface,  the  address  will  be  translated
according to the entry on the table before the transfer. The passing of the
network traffic can also be limited to the entered IP addresses if needed.

When the setting for remote access is activated, the same conversion
also takes place when a device of the partner device accesses an IP
address entered in the table.

Important:
The communication across subnets enabled with this option only applies
if the connection is established from the device on the router interface or
the partner device to the device on the peripheral interface. In the other
direction no translation is done.
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4.3.3.1 example configuration
If  the  device  is  only  used for  the  function  to  translate  IP  addresses,
without any remote access purpose, you will  find a description in this
section how a minimal configuration for the commissioning can look like.
Otherwise you will also find a complete explanation in the section “4.2
Configuration of the device”.

For the following example configuration it  is assumed that a controller
with  the  IP  address  192.168.2.100  within  the  plant  network  (subnet
192.168.2.0/24) should be accessed from the producation data acqustion
within the corporate network (subnet 10.10.12.0/8)  via the IP address
10.10.12.101. All other participants of the plant network should not be
reachable from the corporate network.

Hint:
In  the  following  dialogues  the  commissioning  from a  device  with  the
options Remote Access and IP-Switch is shown. If the option Remote
Access is not installed in your device, some settings are omitted.

First you should make sure that you can access the device as described
in the section “4.1 Access the device”. Afterwards you can start with the
basic configuration:

device name: view name for the device (optional)

device number: 1

device password: (leave empty)

Click on “next” subsequently.
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In the next step you have to specify the usage of the interfaces as well
as the parameters for the corporate network:

connection type: GATEWAY

router interface: LAN-A / WAN (interface of corporate network)

IP configuration: manually

IP address: IP address of the device in corporate network
(example: 10.10.12.100)

subnet mask: 255.0.0.0 (inserted automatically)

internet access: gateway

gateway address: IP address of gateway in corporate network
(example: 10.10.12.1)

Click on “next” subsequently.
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Within the next step you have to configure the parameters of the plant
network as well as the translation of IP addresses:

interface: LAN-B / LAN (interface of plant network)

IP configuration: manually

DHCP server: no enable

IP address: IP address of the device in plant network
(example: 192.168.2.200)

subnet mask: 255.255.255.0 (inserted automatically)

function: enable

network bridge: no enable

IP translations: Entering of the translations which IP address of a 
device in the plant network corresponds to which 
IP address in the corporate network.
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The entered addresses in the text fields have to 
be submitted by clicking on the   symbol. You  
can also specify multiple translations. An already 
existing entry can be deleted by clicking on the  
symbol.

(example: 192.168.2.100 <> 10.10.12.101)

IP firewall: Entering of IP addresses from devices in the plant
network which are allowed to access the 
corporate network and the internet behind.

The entered address in the text field have to be 
submitted by clicking on the  symbol. You can 
also specify multiple addresses. An already 
existing entry can be deleted by clicking on the  
symbol.

(example: 192.168.2.100 - if needed)

In the subsequent block “devices” no configuration is necessary.

Click on “next” subsequently.

In the last step the function of the device gets determined:

remote access: no enabled (thereby all further fields are hidden)

Now you have to click on the “Save” button.

The configuration of you device for using the IP-Switch option is now
completed.
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The controller in the plant network with the IP address 192.168.2.100
can now be accessed from the corporate network with the IP address
10.10.12.101.

4.3.4 option Protocol Converter
With the option Protocol Converter you have the possibility to read or
write data from one or multiple S5 controllers who communicate via the
H1 protocol (Fetch/Write) with the S7 protocol (PUT/GET). For this you
will have to create a list with the connections to the S5 controllers within
the device. The assignment between S7 and S5 connections is done via
individual IP addresses which can be configured for each S5 connection
or via TSAPs.

The access to data from peripherals, inputs, outputs, flags, counters and
timers of the S5 are possible via the S7 protocol directly. The addressing
on the S7 side is thereby identical with them on the S5 side.

When accessing data blocks you need to pay attention to the addressing
because the S5 is Word oriented where the S7 is Byte oriented. This
means the address from the S5 needs to be doubled when accessed via
the S7 protocol (ex. DW3 in the S5 as DBW6 in the S7). Of course a
read access to a single byte from a word is also possible (ex. DL5 as
DBB10 and DR6 as DBB11).

If your S5 controller supports the extended data block area (DX) this can
also be accessed by adding an offset of 256 to the block number (ex.
DX1 as DB257).

Important:
Please note that write access to single bytes of data blocks or single bits
aren't possible.

4.3.5 option TimeServer
With the option TimeServer you can synchronize the clock of S5 and S7
controllers connected to the device via GPS (or alternatively via NTP).
The device therefore is able to directly set the hardware clock of the PLC
(S7-300/400 only) or to write the date and time in one of the supported
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formats into a data block. Furthermore the option includes a NTP server,
which allows network participants to use the CONNECT device as time
server.

4.3.6 option Unified
With the option Unified you can connect a Siemens Unified Panel with a
S5 controller with a S5-LAN++ to be able to read or write data from the
S5 controller via the S7 protocol. To use the function you will first have to
create a table within the CONNECT device in which you assign a specific
combination of rack/slot to the IP address of the S5-LAN++. Afterwards
you will just need to configure a S7 connection within the Unified Panel
to the IP address of the CONNECT device.
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5 Control elements

5.1 status LEDs

5.1.1 device CONNECT / CONNECT-II
The devices CONNECT / CONNECT-II have some status LEDs on the
front side of the device. The LEDs have the following meanings:

• ON: lights if the device is powered

• Wi: lights on active WLAN and blinks on data transfer

• S1: lights on active connection to a partner device and blinks while
synchronization and on standby

• S2: currently not in use (only on older devices)

• S3: currently not in use (only on older devices)

• S4: currently not in use (only on older devices)

• LAN A: lights if the link state on interface A is active and blinks on
data transfer

• LAN B: lights if the link state on interface B is active and blinks on
data transfer

Furthermore the CONNECT devices with an integrated LTE modem have
another LED on the right side of the device near to the SIM card slot. If
this LEDs blinks slowly and evenly the modem is executing a network
search.  As  soon  as  a  network  was  found  the  LED lights  constantly.
When a  communication  is  running  trough the  LTE interface  the  LED
blinks faster or irregularly.

5.1.2 device CONNECT-CONTROL
The device CONNECT-CONTROL has multiple different status LEDs on
the front side of the device.

The first green LED is located on the bottom left corner next to the power
connector and lights when the device is powered.

For a simple diagnostic of the RJ45 interfaces every connector has its
own green LED. This LED lights when a link state is detected and blinks
on data transfer.
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Furthermore there are some more LEDs on the bottom right corner for a
diagnostic of the mobile connection. The five green LEDs below the bars
are showing up the signal strength. This means the more LEDs are light
up the better the signal is. The LED directly below the mobile symbol is a
multi  color LED and gives more information about the current general
mobile connection:

colors behavior meaning

green + red blinks alternatively 
every 500ms

no SIM card detected or bad
pin code

green + red + orange blinks alternatively 
every 500ms

GSM connection gets 
established

red blinks every 1s GSM connection without 
data connection

lights / blinks GSM connection with data 
connection
(blinks on data transfer)

orange blinks every 1s UMTS connection without 
data connection

lights / blinks UMTS connection with data 
connection
(blinks on data transfer)

green blinks every 1s LTE connection without data
connection

lights / blinks LTE connection with data 
connection
(blinks on data transfer)

5.2 buttons

5.2.1 device CONNECT / CONNECT-II
The devices CONNECT /  CONNECT-II  have two buttons on the right
side of the case. These buttons are used as follows:

• FS: button for applying factory defaults

• T: currently not in use
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If  you want to restore your device to the factory defaults you have to
press the “FS” button for at least 3 seconds. For pressing the button you
can use a paperclip.

If  you have pressed the button for at least 3 seconds and released it
again the factory defaults gets loaded into the device. Now your device
executes a restart and can be accessed after about 30 seconds via the
default settings as described in the chapter “Commissioning”.

5.2.2 device CONNECT-CONTROL
The device CONNECT-CONTROL has a single button on the rear of the
case, which can be pressed with the help of the supplied needle or a
paper clip. The usage of the button can be individually configured on the
web interface from Teltonika. From factory default the following actions
are executed depending on the time span where the button is pressed:

min time max time meaning

0 5 restart

6 11 restoring user defaults

12 20 restoring factory defaults

Important:
When restoring the user or factory defaults the CONNECT software is
removed from the device too. In this case you have to do a complete
new installation of the software.

5.3 web server
The operation of the device for configuration and status checking as well
as connecting and disconnecting to / from partner devices is done via the
integrated web server. The access to the web server is possible via all
interfaces who have an IP configuration. Additionally the web server can
also  always  be  accessed  via  the  PC and  peripheral  interface  (when
used) with the keyword “connect”.
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5.3.1 page structure
All pages consists of a header, a footer and a
content area. The menu is hidden by default.
With this structure the web page can even be
viewed on devices with small resolutions or
monitor sizes (e. g. smart phones).

If  you want to show the menu you have to
click on the icon or the text  “menu” on the
upper  left  corner.  The  menu  then  gets
displayed  on  the  left  side.  If  you  want  to
navigate to one page, you just have to click
on the desired entry. If you want to hide the
menu you only have to click on the icon or
text “menu” again.

The  web  page  language  can  be  changed  by  clicking  on  the  entry
“English”  or  “Deutsch”  on  the  bottom  of  the  menu.  The  language
selection gets saved within the device.

For CONNECT-CONTROL devices the logo from Teltonika Networks is
shown on the left side of the footer. When you have clicked on this logo
the web interface of the RUT955 from Teltonika gets opened. There you
can  then  parameterize  further  settings  which  are  independent  of  the
CONNECT software.  For  more  information  about  this  settings  please
look into the manual from Teltonika.
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5.3.2 access protection
To  avoid  an  inadvertent  change  of  the  configuration  as  well  as
connecting or disconnecting to or from another device the complete web
page can be protected with a password.

The configuration of the password is done on the page “configuration”. If
an empty password is specified, as it is the case on factory defaults, no
password query will be shown and all pages can be accessed directly.

If  you  have  configured  a  password,  you  will  be  queried  to  enter  a
password with the following dialog:

After you have entered the password and clicked on “log in” you will be
redirected to the page, which was requested before.

Because of security reasons we recommend to log out of the device after
you have finished your work. Therefore you will see the menu entry “log
out” on the menu:

After  you  have  clicked  on  the  menu entry  you  will  see  the  following
message and will be redirected to the start page after 5 seconds, which
then queries for a password again:
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Hint:
If you have executed a device restart, the loading of factory defaults or a
firmware/software update, no log out have to be done, because thereby
all users are getting logged out automatically.

5.3.3 page overview

The page “overview” is available for devices with the options Remote
Access and IP-Switch and is the start page on this devices. The offered
data on this page allows you a fast diagnostic of the device state, the
management  of  connections  to  a  partner  device  as  well  as  the
configuration and checking of the addresses from peripheral / network
devices from the own device and from the partner device.

For a better overview the information on the page are grouped in multiple
dialogues.  These  dialogues  can  be  be  opened  with  a  click  on  the
corresponding light blue button. If you want to close an opened dialog
again you can click on the button “close” within the dialog or on some
area  outside  the  dialog.  The  single  dialogues  are  explained  in  more
detail on the next pages.
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Hint:
Depending on the installed options as well as on the configuration and
state of the device not all dialogues may be available.

5.3.3.1 state

Within the dialog “state” the most important information about the device
and the connection are shown:

connection: The current state of the device and connection.

error: The last error which occurred on the device.

device: The name, if exists, and number of the own device.

partner device: The name, if exists, and number of the device to which 
currently or lastly a connection is / was established.

Hint:
If the option Remote Access is not installed on your device or if you do
not have enabled this function within the settings, the text “not used” will
be shown under “connection” as soon as the device is ready for use.
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5.3.3.2 device list

When  opening  the  dialog  “device  list”  the  device  tries  to  detect  all
devices  who  are  located  within  your  CONNECT  cloud.  After  a  few
seconds a table with all found devices will be shown.

With the symbols  and  on the last column of each table row you can
establish  a  connection  to  the  corresponding  device  or  disconnect  an
already existing connection.

The symbols  and , who are also located within the last column, are
used  to  start  or  open  and  stop  the  remote  config  for  a  device.  The
remote  config  is  a  function  to  view and  control  the  web  interface  of
another device as if the device where located in the local network.

With the button “refresh” you can reload the device list again manually.

Hint:
If you have disabled the remote access in the settings of the device, this
dialog won't be available.

If you want to establish a connection to a device the following dialog will
be shown after you have clicked on the  symbol:

On this dialog the name, if exists, and the number of the device, to which
a connection should be established to, will be shown again. Furthermore
you have an input field where you have to enter the connection password
for  this  device.  Afterwards  you  can  click  on  the  button  “connect”,  to
establish the connection to the selected partner.
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Hint:
If you are already connected with a partner device and want to connect
to  another  device  the  previous  connection  will  be  disconnected  first
automatically.

Important:
When you use the connect and disconnect function of the device list the
automatically connection establishment will be disabled temporarily. After
a restart or maybe when changing the configuration this automatism will
be enabled again.

When you want to start the remote config for a device from the list a
dialog will be shown too after you have clicked on the symbol :

The dialog shows the selected device again and requests for entering
the  password  for  the  device.  Afterwards  you  can  click  on  the  button
“start”.  When  the  remote  config  was  be  started  successfully,  a  new
window will be opened where the web server of the selected device will
be shown.

Hint:
If the remote config to another device was started earlier but no stopped,
this  remote  config  gets  stopped first.  The  parallel  access  via  remote
config to multiple devices is not possible.

Important:
When the remote config could be started successfully but no windows
gets opened please make sure that your browser doesn't block pop-ups.
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5.3.3.3 IP translation

When the option IP-Switch is available and enabled on your device, you
will  have  the  dialog  “IP  translation”,  where  you  can  configure  the
translations of IP addresses for the devices on the peripheral interface.
The source address specifies the original IP address of the device on the
peripheral interface where the destination address describes the address
in which the IP address gets translated to.

To add a new entry into the table, you will have to fill in the text fields on
the last line and click on the  symbol afterwards.

If you want to remove an already existing entry you can click on the 
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

Important:
If  a device from the peripheral interface should be reachable from the
network  devices of  the partner  device too,  you will  have to enter the
destination address of this devices into the dialog “addresses” too.

5.3.3.4 IP firewall

If the option IP-Switch is installed and activated on your device, you will
have  the  dialog  “IP  firewall”,  where  you  can  grant  IP  addresses  of
devices on the peripheral interface access to the router interface and the
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network or internet behind. For this you only have to enter the IP address
where the access should be granted into the dialog. For all other devices
the access will  be refused. It also does not matter if the IP address is
specified within the IP translations or not.

To add a new entry into the table, you will have to fill in the text field on
the last line and click on the  symbol afterwards.

If you want to remove an already existing entry you can click on the 
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

Hint:
If  you  use  the  connection  type  LTE this  dialog  will  not  be  available,
because no router interface is used for this connection type.

5.3.3.5 couplings

When  the  option  Protocol  Convert  is  available  and  enabled  on  your
device, you will  have the dialog “couplings”, where you can set up the
parameters for the coupling between two devices with different protocols.
The  dialog  is  separated  into  multiple  tabs  for  various  couplings,  but
currently only the S7-H1 couplings are available.

For the S7-H1 couplings you first need to configure with the three first
columns how the device should be reachable via the S7 protocol. You
can either assign an individual IP address for each connection or you
can differ the connections via the source and/or destination TSAP. If you
enter an IP address the access is only possible with this IP address via
the  router  interface.  Otherwise  the  access  is  possible  with  every  IP
address of the device. The fields for the both TSAPs are optional if they
aren't needed for the assignment to the S5 connection.
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When you have set up the S7 side you will now have to choose if the
protocol “Fetch” (GET on the S7 side) or “Write” (PUT on the S7 side)
should be used. Afterwards you have to enter the MAC address and both
TSAPs as they are configured within the CP of the S5 side.

Hint:
The read and write access on the S5 side always requires two separate
connections.  But  nevertheless  you  are  still  able  to  use  a  single  S7
connection for  read and write  access,  by configuring two connections
which doesn't differ on the parameters of the S7 side. The device then
assigns the read and write requests to the corresponding connection.

To add a new entry into one of the tables, you will have to fill in the text
field on the last line and click on the  symbol afterwards.

If you want to remove an already existing entry you can click on the 
symbol of the corresponding row.

Once you are done with the configuration you have to click on the button
“save” to submit the configuration.

5.3.3.6 addresses

The dialog “addresses” allows you the configuration of single addresses
or  complete  address  ranges  for  the  peripheral  devices.  The  address
configuration is separated in multiple tabs but currently only the tabs “IP
addresses” and “IP address ranges” are available. The address lists can
be opened by clicking on the corresponding tab.
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If you want to add an address or address range to a list you have to fill in
the input fields on the last row of the table and click on the symbol  
afterwards.

If  you want  to  remove an added entry again you can click on the  
symbol of the respective row.

When you  have  finished  your  configuration  you  have  to  click  on  the
“save” button, to submit the changed address lists.

Hint:
The addresses who are configured on this dialog have to be on the same
subnet as the IP address from the peripheral interface of the device itself
or on the same subnet as devices who are connected with the partner
device. Otherwise no communication is possible.

Important:
Only the devices whose address are configured in this dialog, as well as
devices  who  get  their  configuration  via  DHCP  and,  when  using  the
connection type CONNECT, the PC are allowed to communicate via the
tunnel with the devices from the connected partner device.

5.3.3.7 DHCP leases

Within  the  dialog  “DHCP leases”  you  can see a  list  of  devices,  who
automatically got an IP address from the CONNECT device. This devices
can, additionally to the manual configured devices, also communicate via
the tunnel with the devices of the partner device. Within the table each
entry  shows  the  MAC and  automatically  assigned  IP  address  of  the
device as well as the device name if applicable.
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5.3.3.8 partner addresses

The dialog “partner addresses” will be displayed as soon as a connection
to another device is or was established. Within the dialog you can see
the  addresses  and  address  ranges  of  the  network  devices  from the
current or last partner device. The structure thereby can be compared
with  the  dialog  “addresses”  with  the  different  that  on  this  dialog  no
configuration can be done.

5.3.4 page stations

The page “stations” is the start  page on devices with the TimeServer
option and allows you the diagnosis as well as configuration of the PLC
stations (controllers) where a time adjust should be executed.
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On the page you can see on the upper right the current system time of
the device and in the middle the list of stations. A new station can be
added by clicking on the button “add station”. Thereby the same dialogue
will be shown as for editing an already existing station. The description of
the dialog and the list itself can be found in the following sections.

5.3.4.1 list with stations

Every configured station will be shown as one entry in the list.

On the left side the symbols shows the current state of the station:

 time adjust was not executed yet

 time adjust is currently executed

 time adjust was executed successfully

 time adjust was not successful

Next to the status symbol the name and IP address is shown in the first
line and the current state or last result as well as the last time of the time
adjust in the second line. Further information about the current state can
be found in the diagnosis dialog.

On the right side of the entry there are a few symbols which allows you
to mange the station:

 enable automatic time adjust

 disable automatic time adjust

 show or change settings of station

 remove station

 execute time adjust manually

 show diagnosis information of station
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Hint:
Stations where the automatic time adjust is disabled are colored with a
light gray background color.

5.3.4.2 settings of a station

If  you add a new station or open the settings of an existing station a
dialog with the following parameters will be shown:

name: A freely definable name for the station which is  
used for display only.

IP address: The IP address of the PLC, the CP or the 
S5-LAN++ or S7-LAN module.

channel type: The channel type or resource which is used for  
the connection to the PLC.

rack number: The number of the rack where the PLC is 
connected to. (default 0)

slot number: The number of the slot where the PLC is 
connected to. (default 2 for S5 or S7-200/300/400
or 1 for S7-1200/1500)

automatic: Determines if an automatic time adjust should be 
executed for this station.

interval: The interval in seconds where the automatically  
time adjust should be executed.
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target / format: Determines if the time should be directly written  
into the PLC or in which format the time should be
written into a data block.

• PLC clock: directly into the hardware clock
of the PLC (only S7-300/400)

• DB S7 DATE_AND_TIME: into a DB with
the S7 format DATE_AND_TIME / DT (only
S7-300/400/1500)

• DB S7 LDT: into a DB with the S7 format
LDT (only S7-1500)

• DB S7 DTL: into a DB with the S7 format
DTL (only S7-1200/1500)

• DB binary: into a DB with a binary format
(see below)

• DB ASCII: into a DB with  a ASCII  format
(see below)

block number: The number of the data block where the time 
should be written to.

block offset: The offset in bytes within the data block where the
time should be written to.

If you want to submit the changes you will have to click on the “submit”
button. When you click on the button “close” all inputs will be discarded.

structure of format “DB binary”

address description example

DW0 year 2022

DB2 month (1 till 12) 3

DB3 day (1 till 31) 25

DB4 day of week (0 for Sunday, 1 for Monday, ...
till 6 for Saturday)

5

DB5 hour (0 till 23) 10

DB6 minute (0 till 59) 27
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DB7 second (0 till 59) 32

DB8 daylight saving time active (bit 0) 0

DB9 time adjust executed (bit 0) 1

structure of format “DB ASCII”

address description example

DD0 year (four digits) '2' '0' '2' '2'

DW4 month (two digits, 1 till 12) '0' '3'

DW6 day (two digits, 1 till 31) '2' '5'

DW8 hour (two digits, 0 till 23) '1' '0'

DW10 minute (two digits, 0 till 59) '2' '7'

DW12 second (two digits, 0 till 59) '3' '2' 

DB14 daylight saving time active (Bit 0) 0

DB15 time adjust executed (Bit 0) 1

Hint:
The bit “time adjust executed” within the formats of “DB binary” and “DB
ASCII” can be used from the PLC to determine if the CONNECT device
has updated the data block. For this the PLC needs to reset the bit as
soon as the data has been read.

5.3.4.3 diagnosis of a station

When you open the diagnosis of a station a dialog will be shown with the
following information:
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current state: The current state of the time adjust if a time adjust
is executed in this moment.

last result: The result (success or corresponding error) of the 
last time adjust.

last time adjust: The time of the last time adjust.

next time adjust: The time for the next automatically time adjust.

With the button “adjust time manually” you can trigger a time adjust for
this station manually. This button has the same effect as the symbol in
the list.

5.3.5 page connections

The  page “connections” is  the start  page on devices with  the Unified
option and allows you to assign the S7 connections with the S5-LAN++
modules as well as viewing all currently established connections.

The page is divided into two tabs which are described in the next two
sections in more detail.
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5.3.5.1 state

In the tab “state” you will  find an overview for all currently established
connections  to  the  CONNECT  device  including  their  addresses  and
state.

5.3.5.2 configuration

In the tab “configuration” you will be able to set up the assignment of S7
connections (via rack and slot number) to the S5 controller (IP address of
the S5-LAN++). The table consists of three columns for each entry:

rack number: The number of the rack, which is used to assign 
the S7 connection to the S5 controller. (default 0)

slot number: The number of the slot, which is used to assign 
the S7 connection to the S5 controller.

IP address: The IP address of the S5-LAN++ module which is 
plugged on the S5 controller.

If you want to add a new entry to the list you have to fill in the input fields
on the last row of the table and click on the symbol  afterwards.

If  you want  to  remove an added entry again you can click on the  
symbol of the respective row.

Furthermore it is also possible to modify an existing entry. Therefore you
have to click on the  symbol, make your changes as desired and finally
click on the  symbol. With a click on the  symbol you will also be able
to exit the edit mode without making any change.
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5.3.6 page status

The page “status” show different status information about the device as
well  as  information  about  settings  and  network  interfaces  from  the
device. This information can be helpful e. g. if you want to check if a LTE
or  WLAN  connection  exists  and  how  good  the  signal  level  is.
Furthermore the information on this page can be helpful for the support if
you have any problems with your device.
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5.3.7 page configuration

On  the  configuration  page  (menu  item  “configuration”)  you  have  the
possibility to set various settings. This allows you to configure the device
as  needed  for  your  usage.  The  configuration  settings  are  divided  in
groups and described in the next points in more detail.

Hint:
Depending on your device type, the installed options and configuration
not all groups or settings may be available.

5.3.7.1 system

The group “system” shows some information about the device. Here you
cannot change anything. The update of the firmware or software can be
done on the page “firmware update” or “software update”.
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5.3.7.2 access protection

Within the block “access protection” you have the possibility to configure
the password which is needed for  accessing the web interface of the
device.  If  you  want  to  change the password  you  have to  enable  the
“change  password”  box  and  enter  your  old  password  into  the  field
“current config password”. This is used a verification. Next you have to
enter your new password into the two text fields. The repeated input is
for your own safety, to reduce the risk of typing errors.

Hint:
An empty password as it is set on factory defaults means that you can
access all pages without getting a password prompt.

5.3.7.3 general

Within  the  area  “general”  you  can  execute  a  restart  of  your  device,
backup or restore the configuration of your device or set the device back
to factory defaults. Therefore you only need to click on the corresponding
button and confirm the safety message.

The  button  “create  file  for  support”  can  be  used  for  creating  and
downloading a file in your browser which contains the configuration and
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status of your device. This data can be useful for the technical support, if
you have any problems with your device.

Important:
If you restore a configuration or set your device back to factory defaults
all current settings will be lost. Please note that when you set your device
back to  factory  defaults  the commissioning process have to  be done
before using the device again.

5.3.7.4 device

The group “device” contains some general settings about the networking
of your device within your CONNECT cloud:

name: The name of the device, which is only used for an 
easier identification of the device.

number: The unique number of the device.

password: The password of the device, which is needed to 
establish a connection to this device.

Within  the  subordinate  block  “partner  device”  you  can  configure  an
automatic connection to one of your other devices from your CONNECT
cloud:

connection: Specifies if the device should establish a connection to 
a device from your CONNECT cloud automatically.

number: The number of the device, where the connection should
be established to.
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password: The password of the device, where the connection 
should be established to.

Important:
Every device needs an own unique number.  The usage of  the same
number on multiple devices is not possible.

5.3.7.5 date and time

If the option TimeServer is installed on your device you can configure the
settings for the system of the device within the block “date and time”:

current system time: The current date and the current time of the 
device (this value can't be changed directly).

time zone: The time zone where the device is located.

GPS synchronization: Determines if the device should synchronize it's  
system time via GPS. (only LTE devices)

NTP server address: The IP address or DNS name of the NTP server 
which should be used for the synchronization of  
the system time.

(not needed, when GPS is enabled)

NTP server: Determines if the device should offer it's system 
time as NTP server to other network participants.

Hint:
On the NTP protocol the UTC time, thus without the time zone, is used
always. If needed you will have to configure the time zone on the devices
who query the time from the CONNECT separately.
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5.3.7.6 interfaces
The settings within the block “interfaces” differ depending on the within
the device  installed options.  Please do  note,  that  a  combination  with
multiple options is also possible.

If  the option Router is installed on your  device you can configure the
operation mode as well as the usage of the network interfaces within the
subordinated block “Router”:

operation mode: none The bridge and router function is 
disabled.

Bridge The device connects multiple 
interfaces to a shared network.

Router The device routes between the 
network of the WAN interface and the 
network of one or more LAN interface.

WAN interface: The interface where the remote network (e. g.       
internet) is connected to.

LAN interface: The interface where the local network is 
connected to. If Bridge is selected multiple 
interfaces can be used.

bridge interfaces: The interfaces which should be connected to a  
shared network.
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WAN routing: Determines if an access to the devices in the LAN
should be possible from the WAN.

LAN routing: Determines if an access to the devices in the 
WAN should be possible from the LAN.

Important:
The WAN and LAN interface have to be different.

If  the  option  Remote  Access  is  installed  on  your  device  you  can
configure the connection type with the internet as well as the usage of
the network interfaces within the block “interfaces”:

connection type: local The remote access function of  
the device is disabled.

CONNECT The device gets connected 
between the network and the PC
and uses the parameter from the
PC to establish an internet 
connection.

GATEWAY The device has an own IP 
address and uses this to 
establish a connection to 
the internet.

LTE The device uses the LTE modem
to establish a connection to the 
internet.
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router interface: The interface where the network with the gateway 
or  proxy  server  for  the  internet  connection  is 
connected to.

fallback interface: The interface which can be alternatively be used 
to  establish  a  connection  to  the  internet.  The 
interface is only used when no connection can be 
established via the router interface.

PC interface: The interface where the PC for the automatically 
detection of the internet parameters is connected 
to.

peripheral interface: The interface where the network devices who can 
communicate via the tunnel with the devices from 
the partner device are connected to.

remote access: Determines if an access from or to another device
from your CONNECT cloud is possible.

Hint:
The connection type local is available with installed Router option only.

The  connection  type  LTE  is  available  for  CONNECT  devices  with
integrated LTE modem only.

Important:
The router and PC interface have to be different. In contrast to this the
peripheral interface doesn't have to differ from the router or PC interface.

When the option IP-Switch is installed on your device, you first have to
specify which interfaces should be used within the block “interfaces”:
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router interface: The interface where the devices from the network 
of the peripheral interface can be reached with  
there translated IP address.

peripheral interface: The interface where the devices which should be 
reachable from the router interface are connected 
to.

Furthermore  you  can  configure  some  general  settings  for  the  option
within the subordinated block “IP-SWITCH”:

function: Determines if the option IP-Switch for the 
translation of IP addresses should be used.

network bridge: Determines if a network bridge between the router
and peripheral interface should be enabled. When
this setting is enabled packets for not configured 
IP addresses will be forwarded without any 
modification.

Important:
If the option IP-Switch is used the router and peripheral interface have to
be different.

When the option Protocol Converter is installed on your device, you will
have the following settings within the block “interfaces”:

router interface: The interface from where the devices from the  
peripheral interface can be reached via the S7  
protocol.

peripheral interface: The interface  where  the  H1 participants  which  
should be reachable from the router interface are 
connected to.

Protocol Converter: Determines if the option Protocol Converter for the
translation of protocols should be used.
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Important:
If  the  option  Protocol  Converter  is  used  the  router  and  peripheral
interface doesn't have to be different.

5.3.7.7 LTE settings

The  settings  in  the  group  “LTE  settings”  are  used  for  the  network
attachment of the integrated LTE modem of the devices CONNECT-LTE,
CONNECT-II-LTE and CONNECT-CONTROL:

interface: Specifies if  the interface should be used.  (only  
CONNECT-CONTROL)

driver: The internally used communication driver between
the device and the LTE modem. (when you have 
problems with your connection you should switch 
to the entry AT/PPP; not available on CONNECT-
CONTROL)

PIN code: The PIN code which is needed to unlock the 
plugged in SIM card (optional).

access point (APN): The name of the access point from the provider.
(internet → default APN for many providers; 
automatically detected for CONNECT-CONTROL)

user name: The user name for authentication at the provider 
for the configured access point (optional).

password: The password for authentication at the provider  
for the configured access point (optional).
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If you would like to see which networks are available in the environment
of the device you can click on the button “start search”. After about 2
minutes a list with providers and their network types will be shown. The
device will automatically select the network depending on your SIM card.

Hint:
By default the communication driver QMI is used for the LTE modem. If
the device is not able to establish an internet connection even when the
signal strength is good, we recommend to switch to the driver AT/PPP. If
you  are  using  a  SIM card  from the  company Telekom,  we  generally
recommend the driver AT/PPP.

5.3.7.8 proxy settings

Within the group “proxy settings” you can enable and specify a proxy
server which should be used to establish an internet connection :

proxy server: Specifies if the internet connection should be 
established via a proxy server.

server address: The IP address of the proxy server.

server port: The port of the proxy server. 
(8080 → often used port for proxy servers)

user name: The user  name for  authentication at  the proxy  
server (optional).
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password: The  password  for  authentication  at  the  proxy 
server (optional).

Hint:
This  settings  will  only  be  displayed  when  using  the  connection  type
GATEWAY, because otherwise these settings aren't applicable.

Important:
For the authentication at the proxy server the schemes Basic, Digest and
NTLM (v2) are supported. The selection which scheme is used is done
by the device automatically.

5.3.7.9 LAN-A / LAN settings

The  settings  in  this  group  are  used  for  the  network  attachment  and
belong to the LAN-A interface (for CONNECT and CONNECT-II) or LAN
interface (for CONNECT-CONTROL):

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from  
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.
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subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.

WAN port: Specifies if the WAN port should also be used for 
the LAN interface. Thereby you will then have 4 
instead of 3 LAN ports. Thus an own configuration
for the WAN interface is not possible anymore.  
(only CONNECT-CONTROL)

Hint:
If the web server should not be reachable through this interface, you just
have to disable the DHCP mode and leave the fields IP address and
subnet mask empty.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set  and this interface is used as router interface,  these
settings aren't available.

Within the delivery status of CONNECT-CONTROL devices the device
offers an own WLAN network. This network belongs to the LAN ports
and thus to the settings of the LAN interface.
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5.3.7.10 LAN-B / WAN settings

The  settings  in  this  group  are  used  for  the  network  attachment  and
belong to the LAN-B interface (for CONNECT and CONNECT-I) or WAN
interface (for CONNECT-CONTROL):

interface: Specifies if  the interface should be used.  (only  
CONNECT-CONTROL)

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from  
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.
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Hint:
If the web server should not be reachable through this interface, you just
have to disable the DHCP mode and leave the fields IP address and
subnet mask empty.  For CONNECT-CONTROL devices you can also
just disable the usage of the interface.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set  and this interface is used as router interface,  these
settings aren't available. When you have a CONNECT-CONTROL device
and activated the option that the WAN port should be used for the LAN
interface this settings also won't be available anymore.

5.3.7.11 WLAN settings

In  the  group  “WLAN  settings”  (for  CONNECT  and  CONNECT-
CONTROL)  or  “WLAN-2.4GHz  settings”  (for  CONNECT-II)  you  can
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specify the configuration of the WLAN interface for the 2.4GHz frequency
band:

deactivate WLAN: Specifies if the WLAN interface should be 
disabled or not.

interface: Specifies if  the interface should be used.  (only  
CONNECT-CONTROL)

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from 
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.

mode: Access Point The  device  provides  an  own  
WLAN network.

client The device connects to an 
existing WLAN network.

WDS mode: Specifies if the WDS mode should be used for the
WLAN interface.

SSID: The SSID / name of the WLAN network.

security type: The security type / encryption of the WLAN 
network. (open, WEP, WPA1/2/3 PSK, WPA 1/2/3
Enterprise)
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security key: The security key, which is needed for logging into 
the WLAN network.

RADIUS address: The IP address of the RADIUS server.

RADIUS port: The port of the RADIUS server.

RADIUS password: The password (“secret”) to log in on the RADIUS 
server.

auth. method: The authentication method for  logging  into  the  
WLAN network. (TLS, TTLS, PEAP, FAST)

auth. protocol: The authentication protocol  for  logging into the  
WLAN network. (PAP, CHAP, MSCHAP/v2, EAP-
GTC, EAP-MD5, EAP-MSCHAPv2, EAP-TLS)

CA certificate: The certificate  from the certificate  authority  for  
validating the certificates (optional).

client certificate: The certificate from the client for logging into the 
WLAN network.

private key: The private key of the certificate of the client for  
logging into the WLAN network.

ano. user name: The anonymous user name which is used in the 
outer authentication (optional).

user name: The  user  name  for  logging  into  the  WLAN 
network.

password: The password from the user for logging into the  
WLAN network.

hide SSID: Specifies if the SSID should be hidden.

channel: The channel of the WLAN network.
(channel 1-11 or automatic channel selection)

For the fields CA certificate, client certificate and private key you have
the possibility to upload a certificate or key via the   symbol. The file
have to be in the PEM format.  If  you have uploaded the file into the
device you can later use the   symbol  to download the file again or
remove it from the device by clicking on .
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If you are not sure about the settings of your existing WLAN network you
can scan for all available WLAN networks. Therefore you just have to
click on the button “start search”.

The following message should be shown:

After a few seconds a list with all available WLAN networks is shown:

To select the configuration of one of the founded WLAN networks you
have to click on the row of the entry in the table. Now all required fields
(mode, SSID, security type and channel) are filled in with the information.
Of course the password have to be entered manually, if necessary.

If you want to configure your CONNECT device to operate as an Access
Point (AP) it can be useful to determine which WLAN channel is least
charged. Therefore the device can show you the channel work load. This
can be done by clicking on the  icon behind the channel selection list.

After clicking on the search icon a load symbol will appear instead. A few
seconds later the channel work load is determined and shown in a table.
This should look similar to the following:
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Hint:
If the web server should not be reachable through the WLAN interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet  mask empty.  For  CONNECT-CONTROL devices you  can
also just disable the usage of the interface.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN interface can't be disabled if the interface is used for one of
the interfaces from the CONNECT device.

When using the connection type  CONNECT mode Access Point  isn't
valid if the WLAN interface is used as router interface. If on the other
hand the interface is used as PC interface the mode client isn't valid.

The WDS mode in the mode Access Point should only be enabled when
you are sure that your Access Point supports this mode. Otherwise the
device won't be reachable over WLAN anymore.

When you have chosen the mode Client within the WLAN settings the
subordinate group “WLAN-AP settings” (for CONNECT and CONNECT-
CONTROL)  or  “WLAN-2.4GHz-AP settings”  (for  CONNECT-II)  will  be
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shown, where you can configure an additional WLAN network, which is
working in the mode Access Point:

deactivate WLAN-AP: Specifies if the WLAN-AP should be 
disabled or not.

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address 
from a DHCP server.

server The device is reachable via the 
specified address and provides  
IP addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first  IP address from the IP address  
range of the DHCP server of the device.

DHCP end IP: The last  IP address from the IP address  
range of the DHCP server of the device.

(DHCP  mode,  IP  address,  subnet  mask,  
gateway, DNS server and DHCP start/end  
IP not available on CONNECT-CONTROL)

SSID: The SSID / name of the WLAN network.

security type: The security type / encryption of the WLAN 
network. (open, WEP, WPA1/2/3 PSK, WPA
1/2/3 Enterprise)

security key: The  security  key,  which  is  needed  for  
logging into the WLAN network.

RADIUS address: The IP address of the RADIUS server.

RADIUS port: The port of the RADIUS server.

RADIUS password: The  password  (“secret”)  to  log  in  on  the  
RADIUS server.

hide SSID: Specifies if the SSID should be hidden.
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Hint:
The WLAN and WLAN-AP settings for CONNECT devices can be used
to  configure  two  completely  independent  networks.  Only  the  global
deactivation as well as the configured channel belongs to both networks.

On CONNECT-CONTROL devices the WLAN-AP interface belong to the
three LAN interfaces and thus uses the same IP parameter as the LAN
interface.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN-AP interface can't be disabled if the interface is used for one
of the interfaces from the CONNECT device.

The usage of the interface as PC interface is not possible.
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5.3.7.12 WLAN 5GHz settings

In the group “WLAN-5GHz settings” you can specify the configuration of
the WLAN interface for the 5GHz frequency band of the CONNECT-II
devices:

deactivate WLAN: Specifies if the WLAN interface should be 
disabled or not.

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from 
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.
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subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.

mode: Access Point The  device  provides  an  own  
WLAN network.

client The device connects to an 
existing WLAN network.

WDS mode: Specifies if the WDS mode should be used for the
WLAN interface.

SSID: The SSID / name of the WLAN network.

security type: The security type / encryption of the WLAN 
network. (open, WEP, WPA1/2/3 PSK, WPA 1/2/3
Enterprise)

security key: The security key, which is needed for logging into 
the WLAN network.

RADIUS address: The IP address of the RADIUS server.

RADIUS port: The port of the RADIUS server.

RADIUS password: The password (“secret”) to log in on the RADIUS 
server.

auth. method: The authentication method for  logging  into  the  
WLAN network. (TLS, TTLS, PEAP, FAST)

auth. protocol: The authentication protocol  for  logging into the  
WLAN network. (PAP, CHAP, MSCHAP/v2, EAP-
GTC, EAP-MD5, EAP-MSCHAPv2, EAP-TLS)

CA certificate: The certificate  from the certificate  authority  for  
validating the certificates (optional).

client certificate: The certificate from the client for logging into the 
WLAN network.

private key: The private key of the certificate of the client for  
logging into the WLAN network.
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ano. user name: The anonymous user name which is used in the 
outer authentication (optional).

user name: The  user  name  for  logging  into  the  WLAN 
network.

password: The password from the user for logging into the  
WLAN network.

hide SSID: Specifies if the SSID should be hidden.

channel: The channel of the WLAN network.
(channel 36-68, 100-144, 149-165 or automatic    
channel selection)

For the fields CA certificate, client certificate and private key you have
the possibility to upload a certificate or key via the   symbol. The file
have to be in the PEM format.  If  you have uploaded the file into the
device you can later use the   symbol  to download the file again or
remove it from the device by clicking on .

If you are not sure about the settings of your existing WLAN network you
can scan for all available WLAN networks. Therefore you just have to
click on the button “start search”.

The following message should be shown:

After a few seconds a list with all available WLAN networks is shown:

To select the configuration of one of the founded WLAN networks you
have to click on the row of the entry in the table. Now all required fields
(mode, SSID, security type and channel) are filled in with the information.
Of course the password have to be entered manually, if necessary.
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If you want to configure your CONNECT device to operate as an Access
Point (AP) it can be useful to determine which WLAN channel is least
charged. Therefore the device can show you the channel work load. This
can be done by clicking on the  icon behind the channel selection list.

After clicking on the search icon a load symbol will appear instead. A few
seconds later the channel work load is determined and shown in a table.
This should look similar to the following:

Hint:
If the web server should not be reachable through the WLAN interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet mask empty.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN interface can't be disabled if the interface is used for one of
the interfaces from the CONNECT device.

When using the connection type  CONNECT mode Access Point  isn't
valid if the WLAN interface is used as router interface. If on the other
hand the interface is used as PC interface the mode client isn't valid.

The WDS mode in the mode Access Point should only be enabled when
you are sure that your Access Point supports this mode. Otherwise the
device won't be reachable over WLAN anymore.
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When you have chosen the mode Client within the WLAN-5GHz settings
the subordinate group “WLAN-5GHz-AP settings” will be shown, where
you can configure an additional WLAN network, which is working in the
mode Access Point:

deactivate WLAN-AP: Specifies if the WLAN-AP should be 
disabled or not.

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address 
from a DHCP server.

server The device is reachable via the 
specified address and provides  
IP addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first  IP address from the IP address  
range of the DHCP server of the device.

DHCP end IP: The last  IP address from the IP address  
range of the DHCP server of the device.
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SSID: The SSID / name of the WLAN network.

security type: The security type / encryption of the WLAN 
network. (open, WEP, WPA1/2/3 PSK, WPA
1/2/3 Enterprise)

security key: The  security  key,  which  is  needed  for  
logging into the WLAN network.

RADIUS address: The IP address of the RADIUS server.

RADIUS port: The port of the RADIUS server.

RADIUS password: The  password  (“secret”)  to  log  in  on  the  
RADIUS server.

hide SSID: Specifies if the SSID should be hidden.

Hint:
The WLAN-5GHz and WLAN-5GHz-AP settings for CONNECT devices
can be used to configure two completely independent networks. Only the
global deactivation as well  as the configured channel belongs to both
networks.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set and the WLAN interface is used as router interface, the
IP settings for this interface aren't available.

The WLAN-AP interface can't be disabled if the interface is used for one
of the interfaces from the CONNECT device.

The usage of the interface as PC interface is not possible.
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5.3.7.13 USB-LAN settings

The settings in the group “USB-LAN settings” are used for the network
attachment and belong to the LAN interface of  the separate available
“Ethernet over USB” adapter:

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from  
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.

subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.
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Hint:
This group is only shown if the “Ethernet over USB” adapter is connected
to the device. The adapter have to be bought separately and can only be
used for devices in standard version and for CONNECT-II-LTE devices.

If  the  web  server  should  not  be  reachable  through  the  USB-LAN
interface, you just have to disable the DHCP mode and leave the fields
IP address and subnet mask empty.

Important:
If  the interface is  part  of  the bridge interfaces or the connection type
CONNECT is set and the USB-LAN interface is used as router interface,
these settings aren't available.

5.3.7.14 Bridge settings

The  settings  in  the  group “Bridge  settings”  are  used  for  the  network
attachment and belong to the virtual Bridge interface, which can be used
to summarize multiple physical interfaces to one logical network:

MAC address: The MAC address of the interface (this value can't
be changed).

DHCP mode: - The device is reachable via the 
specified address.

client The device refers an IP address from  
a DHCP server.

server The device is reachable via the 
specified  address  and  provides  IP  
addresses to other devices.

IP address: The IP address of the device.
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subnet mask: The subnet mask of the device.

gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

DHCP start IP: The first IP address from the IP address range of 
the DHCP server of the device.

DHCP end IP: The last IP address from the IP address range of 
the DHCP server of the device.

Hint:
This group is only shown if the Router option in installed on your device
and the bridge is used.

If the web server should not be reachable through the bridge interface,
you just have to disable the DHCP mode and leave the fields IP address
and subnet mask empty.

Important:
The bridge interface can't  be used as router interface when using the
connection type CONNECT.

Important:
When changing settings on this page a connection to a partner device
and network connections may be reseted. Only do configuration changes
when it doesn't disturb the current operation and check the status of the
device  afterwards.  If  you  are  using  the  connection  type  CONNECT
please note that you have to do a internet communication on the PC, so
the CONNECT device can detect the parameters from the PC.

If  you want  to save the configuration you have to click on the button
“submit configuration”, which is located at the bottom of the page. Now
you should see the following message:
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If your device does not respond within the next 5 seconds the following
message will be shown:

This message indicates that the device is currently not available under
the current IP address (e. g. because the IP address, the WLAN network
or the operating mode has changed). In the message you will see under
which  interface  and  IP  address  the  device  will  be  available  in  a  few
seconds.  The  web  page  will  still  try  to  reconnect  to  the  web  page
periodically in the background.

If the automatically re-connection does not work within about 1 minute,
please check that the computer is connected with the correct interface.
Please do also check the WLAN connection and the IP settings of your
computer.

Hint:
After the configuration was saved and the device is available again you
will be redirected to the start page.

Important:
If  you have enabled the DHCP client  on the device,  no automatically
redirection to the start  page occurs for  this  interface,  because the IP
address of the interface is not known yet.
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5.3.8 page firmware / software update

If you want to update the firmware or software of your device you should
click on the menu item “firmware update” or “software update”. On this
page  you  can  see  your  current  version  of  the  device  and  have  the
possibility to select a file.

After you have selected a firmware file (this is a file with the extension
.bin) or software file (this is a file with the extension .ipk) you can click on
the button, which will starts the update process. Now you should see the
following message:

manual CONNECT / CONNECT-II / CONNECT-CONTROL V1.16 page 96



If the file was uploaded and verified as valid firmware or software, you
will see the following message:

The update process takes about 1-3 minutes. After this time you should
reconnect to the WLAN network of your device (if your device doesn't do
that automatically).  This is of course only necessary if you access the
web server via the WLAN interface. When executing a software update
on a CONNECT-CONTROL this step is not necessary. Next you should
be redirected to the start  page automatically.  If  the forwarding after a
firmware update does not work you can click on the link in the text.
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6 Application notes

6.1 Access to participant via TIA portal
With the help of your CONNECT device and the TIA portal you have the
possibility to access a remote participant like a controller or panel to e. g.
execute a diagnostic or transfer a change from remote. If the device on
site and your  PC is  not  within  the same subnet  a message appears,
which says that another IP address have to be added:

This message has to be confirmed with “No”. Then the communication is
possible, at least when the CONNECT device and your PC is configured
properly.
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If you accidentally clicked on “Yes” no communication is possible and the
temporarily added IP address of the TIA portal needs to be deleted.

For this you will have to expand the entry “Online access” on the Project
tree (within the Project view), search for your network card and open the
properties of them. Within the appeared dialog you have to navigate to
the entry “Configurations” → “IE-PG access”. There you should see the
temporarily created IP address:

In the dialog you have to click on “Delete project-specific IP addresses”.
Finally you can close the dialog and connect to your participant.
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7 Technical data

7.1 CONNECT

Supply voltage: 24V DC +/- 20% (over detachable connector)

USB (from PC/Power-Pack, for desktop case only)

Power consumption: 2 watt

Display: web browser

status LEDs

Handling/Configuration: web browser

Interfaces: 2 x 10/100BaseTX RJ45-ethernet-plug

1 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE 
802.11 b/g/n)

Operating temperature: 0 - 55°C

Case: plastic desktop case or

plastic clamping case for DIN rail mounting

Dimensions: plastic desktop case: 115 x 95 x 30 mm

plastic clamping case: 114 x 100 x 22,3 mm

7.2 CONNECT-LTE

Supply voltage: 24V DC +/- 20% (over detachable connector)

Power consumption: 12 watt

Display: web browser

status LEDs

Handling/Configuration: web browser

Interfaces: 2 x 10/100BaseTX RJ45-ethernet-plug

1 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE 
802.11 b/g/n)

1 x Antenna-connector RP-SMA(f) (FDD LTE / TDD 
LTE / TDSCDMA / UMTS / GSM)

Operating temperature: 0 - 55°C

Case: plastic desktop case or

plastic clamping case for DIN rail mounting
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Dimensions: plastic desktop case: 115 x 95 x 30 mm

plastic clamping case: 114 x 100 x 22,3 mm

7.3 CONNECT-II

Supply voltage: 24V DC +/- 20% (over detachable connector)

USB (from USB-power-supply 5V)

Power consumption: 9 watt

Display: web browser

status LEDs

Handling/Configuration: web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45-ethernet-plug

2 x Antenna-connector RP-SMA(f) (2x2 MIMO /        
2.4 GHz IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

Operating temperature: 0 - 55°C

Case: plastic desktop case

Dimensions: 115 x 95 x 30 mm

7.4 CONNECT-II-LTE

Supply voltage: 24V DC +/- 20% (over detachable connector)

Power consumption: 19 watt

Display: web browser

status LEDs

Handling/Configuration: web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45-ethernet-plug

2 x Antenna-connector RP-SMA(f) (2x2 MIMO /        
2.4 GHz IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

1 x Antenna-connector RP-SMA(f) (FDD LTE /       
TDD LTE / TDSCDMA / UMTS / GSM)

Operating temperature: 0 - 55°C

Case: plastic desktop case

Dimensions: 115 x 95 x 30 mm
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7.5 CONNECT-CONTROL

Supply voltage: 9-30V DC

Power consumption: 7 watt

Display: web browser

status LEDs

Handling/Configuration: web browser

Interfaces: 4 x 10/100BaseT RJ45-ethernet-plug (3 x LAN,           
1 x WAN)

2 x Antenna-connector RP-SMA(f) (2.4 GHz IEEE 
802.11 b/g/n)

2 x Antenna-connector SMA(f) (FDD LTE /  TDD LTE /
3G / 2G)

1 x Antenna-connector SMA(f) (GNSS / GPS)

1 x RS485 port via plug-connector

1 x RS232 port via D-Sub 9 pols female

2 x digital input (1 x 0-3V, 1 x 0-30V)

1 x analog input (0-24V)

1 x digital output (open collector, 30V, 250mA)

1 x SPST relay output

1 x USB 2.0 socket type A

2 x SIM card slot

Operating temperature: -40 - 75°C

Case: metal housing for table or wall mounting

Dimensions: 106 x 80 x 46 mm

Hint:
The hardware of the CONNECT-CONTROL is equivalent to the RUT955
from Teltonika Networks.
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8 Approvals
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