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1 General

1.1 About the manual

This manual describes the devices S7-LAN, S7-LAN++, S7-GATE,
MPI-LAN, S7-USB, MPI-USB and MPI-Il. These devices are sometime
also just called devices or LAN or USB devices within the manual.

In addition to the description of the devices itself, you will also find the
documentation for the programs TIC and PLC-VCOM here. These are
needed for the configuration of and communication with the devices.

This document, the two mentioned programs from above as well as
example applications can be downloaded from the product page from our
website within the “downloads” section.

The manual is aimed to the following user groups:
e planners
e operators
* commissioning staff
« service and maintenance staff

If not specified otherwise the manual refers to the following firmware and
program versions:

 S7-LAN: V2.66 or newer

e S7-LAN++:V3.00 or newer

« S7-GATE: V1.02 or newer

* MPI-LAN: V2.91 or newer

» S7-USB: V1.37 or newer

 MPI-USB / MPI-ll: V2.85 or newer

* TIC: V2.59 or newer

« PLC-VCOM: V2.83 or newer

The device S7-LAN++ supports all functions that the S7-LAN
also provides, as well as some additional functions. However
the S7-LAN++ is only mentioned explicitly within the manual if
there are differences to the S7-LAN.
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Before you use the device, you should read the manual.

If you have questions and / or problems you can contact the technical
support from your dealer.
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2 System requirements

2.1 Hardware
The hardware system requirements for connecting the module / cable
with your PC / network differs depending on the device type:
» S7-LAN, S7-GATE and MPI-LAN
o network connection 10/100MBit (PC or Switch/Hub)
o 24V/DC power supply (via the bus interface or externally via the
Phoenix jack)
+ S7-USB and MPI-USB
o PC with USB-1.1-A interface (the 5V/DC on the USB lines are
also used as power supply)
* MPI-II
o PC with USB-1.1-A interface (used for communication via USB)
o PC with RS232 interface (used for serial communication)

o 24V/DC power supply (via the bus interface or externally via the
Phoenix jack)

Hint:
If the backward compatibility is given, you can also connect your device
with a USB2.0 or higher as well as with a 1000MBit LAN interface.

Important:

The devices with an external 24V/DC power supply have an integrated
reverse polarity diode. Therefore the device itself is protected against
reverse polarity. Only if the module / cable with reverse polarity is
connected to a PLC or other module this can be get damaged!

The 9 pin PPI/MPI/Profibus interface is used for connecting the device
with a controller. The following controllers are supported:

« S7-200 (older controllers with TIC from V2.53)

« S7-300 (baud rates up to 12M, if the controller supports it)
« S7-400 (baud rates up to 12M)

 FM modules

« Sinamix (TIC from V1.20 or PLC-VCOM from V2.71)
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* MicroMaster and other drives and converters (TIC from V1.20 or
PLC-VCOM from V2.71)

« SEW-EURODRIVE converters

« Sinumerik (PLC part only)

Furthermore the routing on S7 controllers is supported.

2.2 Software
The following operating systems are supported from the drivers:
* Windows XP
* Windows Vista
* Windows 7
* Windows 8/ 8.1
* Windows 10
* Windows 11

If you want to use the device together with a programming software, like
SIMATIC Step 7 Manager, TIA Portal or MicroWin, or with a visualization
software, like Windows Control Center flexible (WIinCC flexible) or
ProTool, you have to use one of the following programs:
« Direct Driver / TIC (configuration and communication directly from
the PG/PC Interface)
« PLC-VCOM (communication via virtual COM port)

Hint:

We are recommending the usage of the TIC driver. But in some special
cases, like for example when the application have to communicate with a
COM port, the PLC-VCOM is needed.

The TIC driver also contains an interface configuration tool (formerly S7-
IFC), which is used for configuring and updating your device.

A video description for the installation and parameterization of the Direct
Driver can be found on our support page.
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The driver as well as the needed configuration depends on which
software you are using for programming or visualizing. The following
table gives you an overview which driver and configuration you should
use for USB or LAN devices together with a given software:

program driver configuration

SIMATIC Manager TIC configuration directly via the PG/PC
Interface “TIC ETH/USB® for MPI or
PROFIBUS

WinCC (flexible) TIC configuration directly via the PG/PC
Interface “TIC ETH/USB® for MPI or
PROFIBUS

TIA Portal TIC configuration directly via the PG/PC
Interface “TIC ETH/USB® for MPI or
PROFIBUS

STARTER TIC configuration directly via the PG/PC
Interface “TIC ETH/USB® for MPI or
PROFIBUS

MicroWin TIC configuration directly via the PG/PC
Interface “TIC ETH/USB* for PPI

ProTool TIC configuration directly via the PG/PC
Interface “TIC ETH/USB® for MPI or
PROFIBUS

If you want to use the serial interface you always have to use the PC-
Adapter or PC-PPI driver from Siemens. This is needed because the TIC
driver hasn't the possibility to communicate via the serial interface with a
PLC or other module.

% Siemens doesn't offer the serial communication for the drivers
PC-Adapter and PC-PPI on 64-bit operating systems anymore.

Devices with an integrated LAN interface can also be accessed directly
via the TCP/IP protocol. Siemens offers some TCP/IP drivers within the
PG/PC Interface, which can be used therefore.
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If you want to configure or check the state of your LAN device, you can
also access it via the integrated web server. For this access you only
need a web browser (e. g. Microsoft Internet Explorer, Mozilla Firefox or
Google Chrome) on your PC. The access is independent of the used
operating system and browser of your computer.

Hint:
Please make sure that JavaScript isn't disabled in your browser.
Otherwise the web pages may not work correctly.

2.21 Ports for LAN devices
LAN devices are communicating via network with the help of different
TCP/IP protocols. Therefore the following ports are used:

port type description

133 TCP access to watchdog information

291 UDP search and configuration
(emergency loader)

292 UDP search and configuration

40501 UDP search and configuration

64738 UDP communication

80 TCP access to web server

102 TCP access via RFC1006 / CP mode

64738 TCP communication

If you have problems by accessing your device, please make sure that
the ports from the table above aren't blocked from your firewall. This is
especially a typical problem for VPN connections.

The ports for the watchdog information as well as for the web server can
be omitted, if you don't need this type of access.
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2.2.2 Communication-connections of the S7-300/400-PLCs

The  S7-300/400-PLC  distinguishes  between the  following
communication-connections in the hardware-configuration :

e PG-communication
OP-communication
» S7-standard-communication

e other communication

Only the PG-, OP- and S7-standard-communication can be defined in
terms of number. The other-communication result from the difference
between these communication and the maximum number.

This example is intended to illustrate this :

Maximum number: 12
PG-communication:
OP-communication:
S7-standard-communication: 4

this results in other-communication: 3
(12-2-3-4=3)

The S7-LAN++-module uses one or more of these communication in the
S7- PLC depending on the number of connections to the module itself.

When connecting via the TIC-driver with Simatic-Manager and TIA-
Portal, a PG-communication is used. For WinCC, an OP-communication.

The connection-channel used is determined by the software-package
used. This cannot be determined by the user .
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For S7-TCPIP RFC1006-connections to the module, the connection
cable depends on the TSAP used for this connection . The TSAP defines
the communication channel, rack and slot address .

The communication-channel is :
1: PG-communication

2:  OP-communication

>=3: other-communicaton

Here is an example of a possible TSAP :
0102 ==> PG-communication to a participant with rack address 0
and slot address 2

This must not be neglected when designing the system and planning the
use of the module.

A controller with insufficient free communication connections creates
problems when using the S7-LAN++-module .
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3 Commissioning

If you have met all mentioned requirements you can start do use your
device. In this chapter the commissioning of the hardware, this means
the correct way to connect your device to your PC or network, and the
needed configuration of your software is described. Thereby the
complete process for applications like Step 7, WinCC or TIA Portal is
demonstrated here.

3.1 Hardware

Before you can use the device together with a software you have to
connect it to your PC or network first. The connection options are partly
different from device to device and are explained in more detail within
this section of the current chapter.

3.1.1 Connecting the device S7-LAN / S7-GATE / MPI-LAN

In the first step you should put your LAN device on the PPI/MPI/Profibus
interface of your PLC. If a bus cable is already connected to the interface
of your PLC you can simply connect your device on top of the cable if a
diagnostic jack is available. You can also put your device directly on a
slave module (e. g. a panel) if you don't want to work on a bus with a
controller.

Most controllers output a voltage of 24V/DC on the 9 pin bus connector.
This voltage can then be used from the S7-LAN, S7-GATE or MPI-LAN
as a power supply. If your controller doesn't output this 24V/DC or if you
are connected to a slave module you have to supply power to the device
externally via the Phoenix jack on the device.

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 16



After that you have to connect your device with your PC or network
through a network cable. When you only want to use the device for
programming or monitoring and controlling of variables it is usually
sufficient to connect the device with the network jack of your PC or laptop
directly. Therefore you should use a crossover LAN cable (a LAN cable
with crossed occupancy). If your computer supports the automatically
swapping of the two data pairs (also known as auto negotiation) you can
also use a “normal” LAN cable (with 1:1 occupancy). If your device
should be reachable from different PCs or installed within a plant, it is
generally better to connect the device with a switch or hub of your
network. There you have to use a normal network cable then. If you want
to use a crossover cable you have to connect it with the up-link port of
your switch/hub. If your switch supports the automatically swapping of
the data pairs the cable type doesn't matter.

Hint:

The MPI-LAN devices are already have an installed crossover cable.
Please pay attention to the above mentioned connection options about
this cable type.

3.1.2 Connecting the device S7-USB / MPI-USB

In the first step you should put your USB device on the PPI/MPI/Profibus
interface of your PLC. If a bus cable is already connected to the interface
of your PLC you can simply connect your device on top of the cable if a
diagnostic jack is available. You can also put your device directly on a
slave module (e. g. a panel) if you don't want to work on a bus with a
controller.
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Now you have to connect your device via a USB cable to your PC. The
cable can be connected directly to a free USB port of your computer or of
course to a port on a USB hub too.

The devices S7-USB and MPI-USB are powered via the USB interface. A
second cable for the power supply isn't needed thereby.

Hint:

The MPI-USB devices already have an installed USB cable which can be
connected to your PC or hub directly. If you are using a S7-USB device
you need a USB cable with the connectors USB-A to Mini-USB-B.

Important:

Please make sure that the USB interface of your PC or hub can deliver
enough power. Otherwise your USB port may get overloaded.
Furthermore you should use USB cables with good quality only. This is
especially very important for longer USB cables.

3.1.3 Connecting the device MPI-II

In the first step you have to connect the short cable side of your MPI-II
device with the PPI/MPI/Profibus interface of your PLC. If a bus cable is
already connected to the interface of your PLC you can simply connect
your device on top of that cable if a diagnostic jack is available. You can
also connect your device directly with a slave module (e. g. a panel) if
you don't want to work on a bus with a controller.

Most controllers output a voltage of 24V/DC on the 9 pin bus connector.
This voltage can then be used from the MPI-Il cable as a power supply. If
your controller doesn't output this 24V/DC or if you are connected to a
slave module you have to supply power to the device externally via the
Phoenix jack on the device.

When you want to communicate via the serial interface, you have to
connect the long cable side of the MPI-Il device with the COM port of
your PC or laptop. If needed this cable side can also be extended via a
1:1 occupied connection cable. When the 9 pin COM port is already in
use but you have a 25 pin COM port also, you can connect the cable on
this port too by using an adapter.
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If you want to communicate with your device via USB (this is the
recommended option for most applications), you have to use a USB-A to
USB-A cable to connect the device together with your PC. The cable can
be connected directly to a free USB port of your computer or of course to
a port on a USB hub too.

3.1.3.1 Usage as HMI adapter

The MPI-II cable can be used as a HMI adapter too. The function of the
HMI adapter allows you to connect an operating terminal which hasn't a
MPI/Profibus interface but rather a RS232 interface with the support for
the HMI protocol with a S7-300/400 controller.

Therefore you have to connect the short cable side of the MPI-Il device
with the MPI/Profibus of your controller. Thereby you should also make
sure that the device is powered. The other side of the cable then have to
be connected to the RS232 interface of the operating terminal.

Important:

Some operating terminals are tuned to the HMI adapter from Siemens,
where some pins on the RS232 interface are crossed. Please pay
attention to the occupancy of the operating terminal and use a
corresponding adapter if needed.

3.1.3.2 Usage as TS adapter

Furthermore you can also use the MPI-Il cable as a TS adapter (TS is
the shortcut for TeleService). With this function you can connect a
modem to the device. With a second modem on the PC side you can
then access your S7-300/400 controller for a remote maintenance.

In the first step you have to enable the TS function on the device. This
can be done within the TIC interface configuration tool.

Afterwards you have to connect the long cable side of the MPI-II and
thus the RS232 interface of the device via the separately available TS
adapter (article no. 9350-TS) to a modem.

On the PC side you then have to use the original TeleService software
from Siemens to access the MPI-Il cable as well as the on the device
connected controller and bus.

page 19 manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14



3.1.4 Connection of external power supply 24V DC

The interface products "S7-LAN/S7-GATE/S7-LAN++, MPI-LAN, MPI-II"
are supplied with 24V DC by the S7 controller via the bus connection as
standard. This voltage is not provided for passive controllers or
controllers from the manufacturer VIPA (Yaskawa).

The external supply of +24V DC is done via the integrated Phoenix
socket. The external supply voltage must not fall below or exceed the
value of +24V DC £ 20%.

The pin assignment of the connector is as follows, it is also located on
the plastic housing:

+24VDC 0OV

3.2 Software

After you have connected your device correctly you can start the
configuration of your device and usage of your application. Within the
next pages some general topics about all devices or some specific
device types as well as examples for the usage of different applications
together with your device are described.

3.2.1 USB driver installation

If you want to communicate with a S7-USB, MPI-USB or MPI-II device
via USB, you have to install the USB driver if not done already before
you can use the device.

Before you can start the installation you have to download the ZIP
archive with the drivers from the product page of the device and then
unpack the archive.

3.211 Installation on Windows XP
In the first step you have to connect the device with an USB-1.1
compatible port of your PC as described in this chapter. If you are using
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a MPI-IlI cable please make also sure that the device is powered with
24\V//DC via the bus connector or the Phoenix jack.

After the device is connected the hardware wizard from Window should
appear. There you have to answer the question for Windows Updates
with “No, not this time”:

Welcome to the Found New
Hardware Wizard

"Windows will search for current and updated software by
loaking an wour compter, on the hardware installation CO, ar an
the ‘WWindowes | pdate Web zsite [with pour permizsion).

B ead our privacy policy

Can "Windows connect bo Windows Update to zearch for
sofbware?

1 es, this time only
(i es, now and every time | connect a device
(&1 Mo, nat this tirme

Click Mest to continue.

M et > ]I Cancel
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If you have clicked on the “Next” button you have to select “Install from a

list or specific location” on the next dialog:

Found Mew Hardware Wizard

Thiz wizard helps wou install software for;

Pl_Uszb Sys driver

\-#]I If your hardware came with an ingtallation CD
=2 or floppy dizk. insert it now.

"What do you want the wizard to do’?

() Ingtall the software automatically [Recommendsd)
3 Inztall from a list or specific location [Advanced)

Click Mest to contine.

< Back ” Mest » ] I Cancel

In the next step you then have to choose “Search for the best driver in
these locations” and navigate to the folder “USB-Treiber-x86” which can

be found within the unpacked ZIP archive with the drivers.
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Afterwards you can click on the “Next” button:

Found Mew Hardware Wizard

Pleaze chooze your search and installation options. :g

(%) Search for the best driver in theze locations.

Ilze the check boxes below to limit or expand the default zearch, which includes local
paths and removable media. The best driver found will be installed.

[ ] 5earch removable media [floppy, CO-ROM...]
[nclude this location in the search:

orthpisuzbtreibermpi-usbtreibert S B-Treiber-2BEREEY

) Don't zearch. | will choose the driver ta install

Choosze this option to gelect the device driver from a ligt. Windows does not guarantee that
the driver vou chooze will be the best match far your hardware.

I < Back “ Mext » ]I Cancel ]

Next you should see a warning message because of the Windows Logo
test. This window have to be confirmed with “Continue Anyway”:

Hardware Installation

L ] E The zoftware you are inztalling far this hardware;
L
Pl_Ushb Sys driver

has not pagzed Windows Logo testing to verify itz compatibility
with Windows =P, [T el me why this testing iz important. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Snysay I [ STOF Inztallation

Thereby the copy process of the drivers should be started. If the process
has completed the following dialog will appear:
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Hardware Update Wizard

Completing the Hardware Update
Wizard

The wizard has finished instaling the zoftware for:

% PI_sb Sys driver

Click Finizh ta cloze the wizard.

Firizh

If you want to make sure that the installation of the driver was successful,
you can now open the Device Manager and search for the entry
“P1_Usb.Sys driver” within the group “Universal Serial Bus controllers”.

£, Device Manager If this entry isn't available
File  Action  Wiew Help

g8 2m a or marked with a yellow
Bl ol exclamation mark, please

+|-2g Disk drives

+ _-':g Display adapters t t 1 t I I th U S B
+-ch DVDJCD-ROM drives ry O I nS a e

+-{= Floppy disk controllers N .
¥ g Floppy disk drives d rlve r ag al n .
+-{88 Human Interface Devices
+-= IDE ATASATAPI controllers
+-m Kevboards

+- ") Mice and other painting devices
+ _J Monitors

+- B8 Metwark adapters If you Want tO update an

+- ' Ports (COM&LPT)

+ & Processars . .
¥ ‘)I Sound, video and game controllers a I read y I n Sta I I ed d rlve r’
é System devices
= Universal Serial Bus controllers H
- -"-_ Intel(R) 828015 (ICH7 Family) USE Universal Host Contraller - 27C3 eXeCU te a d O U b I e CI I Ck O n

-2 IntelfR) 828015 (ICH7 Family) USE Universal Host Controller - 279 .
-2 Inkel{R) 82801 (ICH7 Family) USE Universal Host Controller - 27CA th p d g t y
-2 IntelfR) 828015 (ICH7 Family) USE Universal Host Controller - 27CE e Co rres o n I n e n r

= Intel{R) 828016 (ICH7 Family) USEZ Enhanced Host Contraller - 27CC

LD s da] and click on “Update

4 -‘-_ USE Composite Device
) :: - ” ] ]

p-fettin Driver ...” within the tab
i 156 Rook Hub

-5 USE Rook Hub “Driver”-

g USE Root Hub

If you want to remove the driver completely you can use the button
“Uninstall” within the same dialog.
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If you install an older version of the PLC-VCOM, Step7 Direct
.y Driver or S7-IFC, the USB driver may get overwritten by an
9 e, older version, because the USB driver was included in the setup
" programs until 01.11.2012!

3.2.1.2 Installation on Windows Vista and newer

In the first step you have to connect the device with an USB-1.1
compatible port of your PC as described in this chapter. If you are using
a MPI-Il cable please make also sure that the device is powered with
24V/DC via the bus connector or the Phoenix jack.

The PC should now report “Installing device driver software” and tries to
search for a suitable driver. After a few moments the message “Device
driver software was not successfully installed” will be shown, because no
driver could be found by Windows automatically.

Now you can start with the manual installation of the driver. Therefore
you have to open the Control Panel and then the Device Manager:

=N R =
@uvh':} » Control Panel » Hardware and Sound » - |6? | | Search Control Panel 2 |
Control Panel Home . . =
- | Devices and Printers
Systen and Security J Add a device \dd a printer Mouse | B Device Manage
Metwork and Internet Bl AutoPlay
& Hardware and Sound L9 Change default settings for media or devices Play CDs or other media automatically
Programs & "l]" Sound
User Accounts and Family N2 Adjust system volume | Change system sounds | Manage audio devices
Safety \'i Power Options
sppearalljce.and = Change power-saving settings | Change what the power buttons do
panaistion _ Require a password when the computer wakes | Change when the computer sleeps
Clock, Language, and Region Choose a power plan
Ease of Access .
u Display
= Make text and other items larger or smaller | Adjust screen resolution
Connect to an external display | How to correct monitor flicker (refresh rate)
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Within the Device Manager you should now see an entry with a yellow
exclamation mark within the group “Other devices”:

=1 Device Manager EI@

File Action View Help
& @ HEle

4 {7y winfxB6eng-PC
> {8 Computer

= Disk drives

> -Be Display adapters

b - DVD/CD-ROM drives

b -4 Floppy disk drives

+ == Floppy drive controllers

,'JF‘, Human Interface Devices

s - IDE ATA/ATAPI controllers

> -2 Keyboards

> }3 Mice and other pointing devices
. Monitors

» ¥ Metwork adapters

-7 Other devices

o e MPLIVUSB Kabel

- ' Ports (COM & LPT)

"D Processors

b ¥ SIMATIC NET

b -% Sound, video and game contrallers
> -jM System devices

>~ g Universal Serial Bus controllers

Now you have to execute a double click on this entry:

[

MPL-IVUSE Kabel Properties ==

General | Driver | Details
:J}\ MPIHI/USE Kabel

Device type: (Cther devices
Manufacturer: IUnknown
Location: Port_#0002 Hub_#0004
Device status
The drivers for this device are not installed. (Code 28) -

There is no driver selected for the device infarmation set or
element.

To find a driver for this device, click Update Driver.

Update Driver...

Ok || Cancel |
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In this dialog you can now click on the button “Update Driver”. Thereby
another window will get opened:
. =)

) U Update Driver Software - MPI-I/USE Kabel

How do you want to search for driver software?

< Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

< Browse my computer for driver software
Locate and install driver software manually.

Cancel

Here you have to select “Browse my computer for driver software” and
then navigate to the folder “USB-Treiber-x86" or “USB-Treiber-x64” from
the unpacked ZIP archive depending on your operating system version:

=)

@ [l Update Driver Software - MPI-I/USE Kabel

Browse for driver software on your computer

Search for driver software in this location:

usbtreiberympi-usbtreiber\USB-Treiber-xb4 R4 Browse..

locuments\supporty,

[¥]Include subfolders

< Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Mext ][ Cancel
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If you have clicked on the “Next” button a security prompt will be shown.

This message have to be acknowledged with a click on the field “Install
this driver software anyway”:

% Windows Security @

@ Windows can't verify the publisher of this driver software

= Don'tinstall this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway

Only install driver software obtained from your manufacturer's website or

disc. Unsigned software from other sources may harm your computer or steal
infarmation.

v See details

Now the driver gets copied to your operating system. When the process
has finished a success message should be shown:

) U Update Driver Software - PI_Ush.5ys driver
Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:
PI_Ush.Sys driver
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Now you can go back to the main window of the Device Manager and
check if the entry “Pl_Usb.Sys driver” within the section “Universal Serial
Bus controllers” was created. This entry shouldn't have an exclamation

mark anymore.

File Action View Help

L e Mo lREN o AN

4 5= winxBGeng-PC

'..._-l.i Computer

b - Disk drives

b B Display adapters

> e DVD/CD-ROM drives

b <=4 Floppy disk drives

b =5 Floppy drive contrallers

b -ﬂ;—‘J Hurnan Interface Devices

b g IDE ATA/ATAPI controllers

bED Keyboards

b -J*l Mice and other pointing devices

» A Monitors

b EF Network adapters

> 5 Ports (COM & LPT)

b 2} Processors

> -aF SIMATIC NET

b -% Sound, video and game controllers

b M System devices

a- ¥ Universal Serial Bus controllers
----- ¢ Intel(R) 82801G (ICHT Family) USB Universal Host Controller - 27CA
----- § Intel(R) 82801G (ICH7 Family) U5B Universal Host Controller - 27CB
----- ¢ Intel(R) 82801G (ICHT Family) U5B Universal Host Controller - 27C8
----- § Intel(R) 82801G (ICHT Family) USB Universal Host Controller - 27C9
----- ¢ Intel(R) 82801G (ICHT Family) USB2 Enhanced Host Controller - 27CC
----- § PLUsb.Sys driver
----- ¥ USB Composite Device
----- § USB Root Hub
----- @ USB Root Hub
----- § USB Root Hub
----- ¥ USB Root Hub
----- § USB Root Hub

2 Device Manager — =& If the entry isn't available or still

has a yellow exclamation mark,
please try the installation of the
driver again.

If you would click to update an
already installed driver, you
have to execute a double click
on the entry and then click on
the button “Update Driver ...”
within the tab “Driver”.

With the button “Uninstall” on the same dialog the driver can be removed
from your system. If you want to remove the driver completely you have
to enable the option “Delete the driver software for this device.”:

-

Confirm Device Uninstall

P1_Ush Sys driver

=)

Waming: You are about to uninstall this device from your system.

| Delete the driver software faor this device.

0K | [ Canesl
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If you install an older version of the PLC-VCOM, Step7 Direct
Driver or S7-IFC, the USB driver may get overwritten by an
older version, because the USB driver was included in the setup
programs until 01.11.2012!

Issue on Windows 10 with HVCI:
With Windows 10 Version 1803 the kernel isolation, called HVCI
(Hypervisor-Protected Code Integrity), was introduced. When installing
the USB driver with enabled HVCI this can lead to issues. Thereby the
following error message is shown:

The device driver for this hardware cannot be loaded.

The driver may be damaged or missing. (Code 39)
The only solution is to deactivate HVCI. Therefore you have to open the
registry editor as "Run as administrator" and navigate to the following
path:

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity

There you have to set the DWORD value "Enabled" to 0.

Afterwards Windows 10 have to be restarted. Then HVCI should be
deactivated and the installation of the USB driver should work without
any problems as described above.

More information to this topic can also be found on the website from
Microsoft.

3.2.2 |IP address configuration

If you are using your LAN device for the first time, you may have to
check and maybe change the IP settings of your device or PC, so they
can communicate with each other. The default IP address of all LAN
devices are 192.168.1.56.

If you don't know about the correct IP settings, you may want to
ask your network administrator for the correct parameters.
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In the first step you should check the IP address of your PC. Therefore
you should open the status dialog of your network card and navigate to
the tab “Support” (for Windows XP) or click on the button “Details” (for
Windows Vista or newer).

Network Connection Details i
Network Connection Details:
Property Walue
Connection-specific DN...
Description Intel(R) PRO/1000 MT-Netzwedoverbindy
Physical Address 00-0C-25-FE-D1-53
DHCP Enabled Mo
IPw4 Address 192.168.2.100
IPw4 Subnet Mask 255.255.255.0
IPv4 Default Gateway

IPwd DNS Server

IPwd WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPvE Address fe80::e0b0:976b efa3: 37d2% 11

IPv6 Defaul Gateway

IPwE DNS Servers fecO:0:04f 1%
fecO:0.04f::2%1
fecO:0:04ff 3%

F] T 3

Close

If your PC is already within the same address space as the device, you
don't have to change anything.

When your PC is configured to DHCP but you didn't get an IP address
(e. g. because you are connected to the device directly) you have to set
an IP address for the PC manually. Therefore you have to click on the
button “Properties” within the tab “General”’. Then you have to change
the IP settings within the entry “Internet Protocol (TCP/IP)” or “Internet
Protocol Version 4 (TCP/IPv4)”.

If you want to or have to change the IP address of your LAN device you
should open the TIC driver. By default the automatically search begins
and searches for all available devices. If the search process has
completed all found devices should be shown.
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[ % Interface Configurator

File address book Extras Help
complete zearch - pdat Farameterize Backup/Restare Apply
Search | _J | |
] . . . Exit
Type | Name | Access | Serial Mo, | Device | Update |
ﬂ S7-LaM IP:192.168.1.56 07583303 255 Y255

When your device was found you can execute a double click on the cell
with the IP address of the corresponding device entry. Now a dialog with
the network settings of the device should appear:

Settings of the chooszen device @
Device S7-LAN
Device name
IP address 192.168.1.56
kAT Addreszs 00:0B:F4: 730015

Factory defaults |

Configuration
| DHCP-client active
IP address | 192 168 . 1 . 56

Subnetmaszk. | 28R 28h D 25h 0

Gateway address | o .o .0 .0

Device name |
Apply | Ahbaort |

On this dialog you can configure another fixed IP address for the device
or enable the DHCP option (this needs a DHCP server on your network)
as well as setting a name for the device. The name of the device is used
for easier identification only.
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Hint:

If you are using a MPI-LAN cable you can configure the IP address as
well as the other parameters via the integrated display and keyboard
also. Because in general you need to search for the device via the TIC
driver anyway to assign it for the communication, the way via the TIC is a
bit easier.

3.2.3 Configure the device

The devices are configured by the factory defaults so they can simply be
used for the communication on most bus systems without doing any
configuration (except the IP settings). This is possible because the
device detects the bus type as well as the baud rate automatically.

In some special cases a few settings have to be configured manually,
because they can't be detected automatically. These special cases and
the needed parameters are explained within the following table:

usage case configuration

access to a bus The “configuration” have to be set to the type
without cyclic bus “fixed” first. After that the operation mode as well
parameters as the bus parameters have to be set.

As an alternative you can also set the
“‘configuration” to the mode “from PG” and set
the parameters within the driver dialog.

access to a slave The “configuration” have to be set to the type
module without any | “fixed” first. After that the operation mode as well
controller on the bus |as the bus parameters have to be set. Now the
setting “PG/PC is the only master” have to be
enabled as well.

As an alternative you can also set the
“‘configuration” to the mode “from PG” and set
the parameters within the driver dialog.

access to a S7-200 | The “configuration” have to be set to the type
controller “fixed” first. After that the operation mode as well
as the bus parameters have to be set.
As an alternative you can also set the
“configuration” to the mode “from PG” and set
the parameters within the driver dialog.
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If you want to use your device within one of the above mentioned usage
cases you have to open the TIC, search for the device and open the
settings dialog. There you can then change the listed settings. When you
are using a LAN device you can do that configuration via the integrated
web server too.

Hint:
If the device is connected to a slave module you can also assign the
module an address.

When you want to load an operating terminal with this device
P you may have to bring the terminal into the transfer mode.
Furthermore some older terminals are requiring a previously
executed communication via the serial port before the
PPI/MPI/Profibus interface can be used for the communication.

Important:

The settings within the driver dialog are used only when the
“‘configuration” is set to “from PG”. If you have selected the mode
“automatic” and the bus parameters couldn't be detected automatically,
the settings from the driver dialog are used too. In the other modes this
settings aren't used.
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3.2.4 Setting up the PLC-VCOM

If you want or have to use the PLC-VCOM for the communication
(e. g. because you need a virtual COM port), you have to start the
application first. Depending on the configuration which you have done
during the installation, the program may start together with your Windows
operating system. If the PLC-VCOM is already running you simply have
to reopen it with a double click on the icon in the info area of the taskbar.
When the PLC-VCOM dialog is opened you should click on the button
“Configure”. Thereby the program searches for all available devices and
shows them within a new window:

-
LAN - [P- VCOM - Connection

e e

Marme ... LAM - Type IP-Address MAC-Address Yersion  Senal number  Port Met
STAPI-LAN 192168.1.56 00-08-F4-73-00-15 255 7589909 1]
IP address: 192 168 . 1 . 56 00:0B-F4:73:00:15
use network- :IntellR] PROA 000 MT-Metzwerk verbindung
ol [ Input I [ serielle P it
LAN-Tupe: 57 MPLLAN nput marwally senelle Pausenzeiten
[ ho Metwaork:
[ Inztallation in Device-tanager
[ allow access via TIC address book [CIRFC1005  [C] Mo bind to Metwark Card
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There you should now select your device, which you want to use for the
communication and confirm the dialog with a click on “OK”. Now you
should see the overview window again with the selected device as well
as the connection state:

r ] I
it o ===

Configuration Info

State

STMPILAN | connected IP| 1921E2.1.56 | Canfigure

Name|

PC connected IP 192.168.001.104 PLCYCOM
wirtual Port
COr3
Program
Exit ] [ Language ] I Help ] I b inimize

Hint:

The PLC-VCOM is needed for the communication via USB or LAN only.
If you have connected a MPI-Il cable directly to the serial interface of
your PC the PLC-VCOM isn't needed.

3.2.5 Setting up the PG/PC Interface

The dialog “Set PG/PC Interface” is a small program from Siemens,
which is used for the configuration of access points and interfaces. The
dialog can be opened from some Siemens applications (e. g. the
SIMATIC Manager) directly or via the corresponding entry within the
Control Panel from Windows.

An access point thereby describes an access path for one or multiple
programs. For every access point then there are multiple interfaces
available. An interface is the path to access a device. But only one
interface can be selected at the same for one access point. Within the
interface list you can find drivers from Siemens for the communication via
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TCP/IP or with the PC Adapter (via USB or serial) as well as our TIC
driver. For some of the interfaces further configurations and diagnostics
can be executed.

If you want to configure an access path you have to select the access
point from the list on the top of the window if possible first. Afterwards
you can select the suitable interface for your purpose within the list on
the left side. Thereby the buttons “Properties” and “Diagnostics” gets
enabled depending on your selected interface. If you have to or like to,
you can click on them to configure some parameters or execute a
diagnostic. In the last step you have to click on the button “OK” to submit
the configured access path.

Set PG/PC Interface S

Access Fath | LLDP / DCP | PNIO Adapter | Info |

Access Point of the Application:
STOMLIME(STEF 7  —=TIC ETH/USE.MPI.1 j
(Standard for STEF 7)

Imterface Parameter Assignment Used:
|TIC ETH/USB.MPI 1 Properties...

B PLCSIM.PROFIBUS. 1 - R
EEPLCSIM.TCPIP 1

(B8] Serial cable PPI1

B TIC ETH/USB.MPL.1 !

q 11} 3

(Parameter assignment of your S7-LAN /
MPI-LAM # S7-USE / MPI-USEB # MPI-I
(only LSE) for an MPI networlk)

Cancel Help

3.2.5.1 Access points

Depending on the used software you will have to use another access
point. If you open the settings dialog via the corresponding program the
access point will be selected automatically sometimes. When opening
the dialog via the Control Panel of Windows you always have to select
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the correct access point from the selection list manually. The following list
gives you a short overview about the most important access points:

access point programs

S7ONLINE (STEP 7) | SIMATIC Step 7 Manager
Windows Control Center flexible

STARTER
ProTool
Micro/WIN MicroWin
DEVICE STARTER (alternate access)

3.2.5.2 Interfaces

Depending on the device and interface or driver you want to use you
have to select and configure another interface. The following list gives
you a short overview about the most important interfaces:

interface description

PC Adapter(Auto) communication via USB or serial with
the PC Adapter from Siemens or MPI-II
(serial only); the bus protocol gets
detected automatically

PC Adapter(MPI) communication via USB or serial with
the PC Adapter from Siemens or MPI-II
(serial only); the bus protocol is MPI

PC Adapter(PPI) communication via USB with the PC
Adapter from Siemens; the bus protocol
is PPI

PC Adapter(PROFIBUS) communication via USB or serial with

the PC Adapter from Siemens or MPI-II
(serial only); the bus protocol is
PROFIBUS

PC/PPI cable(PPI) communication via USB or serial with
the PC/PPI cable from Siemens or
MPI-II (serial only); the bus protocol is
PPI

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 38



TCP/IP -> xxx

communication via LAN (“xxx” is the
name of your network card) with a
device that supports the RFC1006
protocol and CP mode

TCP/IP(Auto) -> xxx

communication via LAN (“xxx” is the
name of your network card) with a
device that supports the RFC1006
protocol and CP mode; the IP address
of your PC is set depending on your
project

TIC ETH/USB(MPI)

communication via LAN or USB with
the device S7-LAN, S7-GATE,
MPI-LAN, S7-USB, MPI-USB or MPI-II
(USB only); the bus protocol is MPI

TIC ETH/USB(PPI)

communication via LAN or USB with
the device S7-LAN, S7-GATE,
MPI-LAN, S7-USB, MPI-USB or MPI-II
(USB only); the bus protocol is PPI

TIC ETH/USB(PROFIBUS)

communication via LAN or USB with
the device S7-LAN, S7-GATE,
MPI-LAN, S7-USB, MPI-USB or MPI-II
(USB only); the bus protocol is
PROFIBUS

TS Adapter

Hint:

communication serial with the TS
Adapter from Siemens or MPI-II (serial
and with enabled TS function only)

The name of the interfaces differ between 32 and 64 bit operating
systems. For example the interface “TIC ETH/USB(MPI)” can be found
on 64 bit systems as “TIC ETH/USB.MPI.1”. Furthermore the name of
network interfaces on 64 bit systems aren't “TCP/IP -> xxx” anymore but
like “xxx. TCP/IP.1”. All interface names from the list above belong to a 32

bit operating system.
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Important:

The settings of an interface are stored globally and therefore affects all
access points. Only the assignment of an interface to an access point
can be set individually.

Adapter or PC/PPI driver and then set up the virtual COM port

ﬁ If you want to use the PLC-VCOM you have to use the PC
from the PLC-VCOM.

Hint:

For the communication with older S7-200 controllers the PC Adapter
driver can't be used. In this case you have to use the PC/PPI driver for
serial communication or the TIC driver for PPl for communication via
USB or LAN. Within the driver settings then the option “Advanced PPI”
have to be disabled.

Important:

Siemens has discontinued the support for serial communication on 64 bit
operating systems. The usage of the PC Adapter or PC/PPI driver
together with the MPI-Il or PLC-VCOM isn't possible here anymore.

3.2.5.3 TIC driver

In most cases you have to select one of the entries for the TIC driver
within the PG/PC Interface dialog. The TIC driver allows you to use and
select a S7-LAN, S7-GATE, MPI-LAN, S7-USB, MPI-USB or MPI-II (for
access via USB only) for the communication.

The variants MPI, PPl and PROFIBUS have to be selected manually
depending on the bus system, where the device is connected to.
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The configuration of the interface can be done directly via the PG/PC
Interface dialog. Therefore you have to click on the “Properties” button
after you have selected the TIC driver variant you want to use. Now a
window, which looks a bit different depending on the selected driver
variant, gets opened where you can change different parameters:
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P ?
TIC Settings [Pmﬁbusl e

PC - Lozal Connectian
Device tppe: 57-LAMN

Device name: Pl test module Search Device

Access bope: [P:192.163.1.56

Autamatic-mode
[active bus-parameter-protocols required]

PrafibLiz - gtation

[ PG/PC iz the only master an the b

Addrezs: |0
Timeout: |3EI % j
Profibus - netwark,
| Tranzmizzion rate: |'I.5 kBt s J
Highest station address: |125 J
Prafile; |DF' J
k. | Cancel | About | 1

| ———

Within the section “Local Connection” you can see which device is
currently selected for the communication with this interface. If you want
to use another device you have to click on the button “Search Device”.
Thereby the interface configuration tool of the TIC gets opened where
you can search for devices and then select the device you want to use.
Finally you have to click on the “Apply” button. Afterwards you will be
redirected back to this properties dialog.
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Within the section “station” you can find parameters for the station of the
programming device:

field description

PG/PC is the only Indicates if there isn't any other active bus
master on the bus participant as the PG and thereby have to take
the master function of the bus. (not for PPI)

Address The bus address which should be used by the
PG.
Timeout The timeout in seconds for the connection.

Within the section “network” you can find general parameters about the
bus system:

field description

Advanced PPI Indicates if the advanced, MPI compatible, PPI
protocol should be used. This protocol isn't
supported by older S7-200 controllers. (for PPI

only)
Transmission rate The baud rate which is used on the bus.
Highest station The highest station address (HSA) which can
address occur on the bus.
Profile The profile which is used on the bus. (for
PROFIBUS only)

A click on the button “Busparameter” allows you
to view or if the type “User” was selected to
configure the parameters for the bus.

When you have selected the MPI or PROFIBUS variant of the driver you
can enable the option “Automatic-mode”. Thereby all parameters within
the block “network” are disabled and getting detected automatically. But
this function requires that the PLC is sending the bus parameters on the
bus cyclically. The parameters on the block “station” can be configured
independent of this option.

If you have selected your device and are done with the configuration you
can click on the “OK” button. Thereby the parameters are stored for this
interface.
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If you have problems when communicating with your device or module or
like to test if your parameters are working correctly you can use the
diagnostic function of the driver. If you have clicked on the button
“Diagnostics” a new window will be opened:

m ]
bus diagnestic - TIC ETH/USB.PROFIBUS. [

PROFIBUS/MPI net diagnostic

test

station address: ’—
bus parameters: '
bus participants
01 2 3 4 5 6 7 8 9 10111213 14 15 16 17 18 19
[ I o i e e e e N
o CCCrCrrrrrrrererrrrrrrrr
o CrCrCrrrecrCrrerrrrrrrrirr
sc CCCCrrrerCrrrrrrrrrrrrr
so CCrCrrrrrrrrrrrrrrrrrrir
mrCrCrrCrCrrrecrrrrrrrrerrrrrrr
I rCrrrrir legend
[ station passive
|v station active
read [/ station active-ready
f* own station (PG)

In the first step you should make sure that the connection to the device
and bus is working correctly. Therefore you have to click on the button
“Test”. After a few seconds the state will be displayed on the first text
area. If the connection was successful the station address as well as the
bus parameters will be shown within the two text fields below too.

If the connection to the device and bus is OK, you may also want to click
on the button “Read”. Thereby the list of all available participants on the
bus are retrieved from the device and shown via the control fields within
the dialog. If you click on one of the control fields the diagnostic buffer of
the corresponding participant will be shown.
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3.2.5.4 TCPI/IP driver

If you want to communicate with a network participant (e. g. a network
PLC or a S7-CP) you will have to use the TCP/IP driver. Here you have
to select the interface that is suitable to your network card.

The difference between the “normal” TCP/IP driver and the TCP/IP auto
driver is that on the TCP/IP auto driver it is checked automatically if the
destination device is within the same IP network as your PC. If this isn't
the case the driver adds a further IP address to your network card so you
can communicate with the device.

Within the properties you can configure a connection timeout if needed.
As a general rule you don't have to change this value. If you want to use
the TCP/IP auto driver you will get a list with all project specific IP
addresses within the same dialog too. There you can also clear the list
with IP addresses.

The diagnostic of the driver just tests if the protocol SEND/RECEIVE is
working and shows some status information.

Hint:

If you want to access you LAN device you should use the TIC driver
normally. The TCP/IP drivers can be used only if the access path for LAN
is configured and projected.

Important:

You should use the TCP/IP auto driver only when the network participant
where you want to connect to is within the same physical network but in
a different subnet as your PC and if it's OK for you when the driver
changes the IP parameters from your network card.

3.2.5.5 PC Adapter driver

If you want to use the MPI-Il cable for communication with your controller
or slave module via the serial interface you have to select the PC
Adapter driver from Siemens within the PG/PC Interface dialog. This is
needed because the TIC driver doesn't support the serial communication
to the MPI-II cable expect the configuration of the device itself.
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If you are using the PLC-VCOM the PC Adapter driver have to be used
as well. The PLC-VCOM thereby interacts as linking tool between the
driver and the device.

Of course you have to use this driver too, when you want to
communicate with the original PC Adapter (via USB or serial) from
Siemens.

The driver is available in the variants Auto, MPI, PPl and PROFIBUS.
The selection should be done depending on your bus system. The
variant “Auto” can be used to detect the bus system (for MPI and
PROFIBUS only) including all bus parameters automatically. But keep in
mind that this function is available only if the option for sending bus
parameter protocols cyclically is enabled on your PLC.

The bus settings for the PC Adapter driver are mainly the same as for the
TIC driver. This means settings like the station address of the PG as well
as the baud rate and other parameters of your bus can be configured
here too. The option “Automatic-mode” isn't available within the PC
Adapter driver, because Siemens uses the driver variant “Auto” therefore.
On the settings dialog of the PC Adapter driver variant “Auto” you can
then click on the button “Start Network Detection” to start the network
detection and afterwards display the bus parameters on the dialog.

In addition to the bus settings you can also find the tab “Local interface”
within the settings window. There you can then configure the COM port
as well as the baud rate between the device and the PC.

A diagnostic function isn't available on this driver.

Important:

The selection of the interface “USB” is reserved for the communication
with the PC Adapter from Siemens. The communication with this driver
can only be used for serial communication with the MPI-Il device or with
the virtual COM port from the PLC-VCOM as linking tool.
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3.2.6 SIMATIC Step 7 Manager

First you have to open the SIMATIC Manager. If you haven't done the
configuration of the PG/PC Interface already, you can do this now.
Therefore you have to click on the entry “Set PG/PC Interface” within the
menu “Options” and then configure the driver, you want to use, as
described within this chapter.

Press F1 to get Help. |TIC ETH/USB.MPLL [ [ | A

If the configuration is done you can click on the menu “PLC” and then on
the entry “Display Accessible Nodes”. After a few seconds a new window
should be opened where you can see all participants on the bus.
Thereby you can also see which participants are active, passive or
directly connected to the programming device.

57 Pl = 3 (direct]
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Now you can select one of the participants with a double click and then
navigate to the blocks. There you then can view and watch as well as

edit and delete blocks.

B . Accessible Nodes -- MPI ol e
?% Accessible Nodes iﬁSystemdata 3 0B1 3 DB1 o DB2 3 DB3 {3 DB4 3 DBS 3 DB6 o3 DB7
= MPl = 3idirect) = DB10 o el 4= DB100 o SFB0 o SFet @ SFB2 o SFB3 = SFBd = SFBS
(3 Blocks {3 SFB32 3 SFB52 {3 SFBS3 {3 SFB54 £ SFCO {3 SFC1 {3 SFC2 3 SFC3 {3 SFC4
L3 SFCS 3 SFCE 3 SFC7 o 5FC1 £ SFC12 {3 SFC13 i SFC14 3 SFC15 43 5FC17
3 SFC18 3 SFC19 42 SFC20 & SFC21 = SFC22 3 SFC23 3 SFC24 = SFC25 3 SFC26
{3 SFC27 {3 SFC28 {3 SFC29 {3 SFC30 £ SFC31 {3 SFC32 {73 SFC33 {3 SFC34 43 SFC36
3 SFC37 3 SFC38 3 SFC39 40 SFC40 £ SFC41 {3 SFC42 o SFC43 {3 SFC44 43 SFC4E
3 SFC47 {3 SFC48 o SFCA9 £ SFCE0 £ SFCH1 {3 5FC52 3 SFCH4 o SFCS5 43 SFCE6
{3 SFCS7 {7} SFC58 {3 SFC59 {3 SFCE0 £ SFCE1 {3 SFCE4 173 SFCES {3 SFCEE 43 SFCE7
{3 SFCER 4 SFCE3 o SFC72 o3 SFC73 £ SFC74 3 SFC79 40 SFCED £ SFC3 43 SFC100
O SFC105 3 SFC106 o= SFC107 o SFC108

Hint:

If you already have a Step7 project you can also just toggle the view to
“Online” or use the download command to load changes into your PLC.
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3.2.7 Windows Control Center flexible (WinCC flexible)

If you have done the configuration within the PG/PC Interface, you can
start the program WinCC flexible and open your project as well.

Ul WinCC flexible Adv:

Broject Edit Miew Insert Format Faceplates Options Window Help
E;NerbH -y _é:/;,ﬁ!u_ ]
- Geman(Gemany) ||

[P Project|

S KTPED0-DP(KTPE00 Basic color DP)
G4 Screens

$
]

e [ iRriA-=-mc @% 7

Al Select -

7s le Objects
T 4N Add Screen
] Template RSEEE RN
[ status screen
5 ¥ Communication clock memory: 0000000000
g..?si-ggsm O Rectangle
;".E‘Cyg" ons CIIIIIiiiiiiiiiiiiiiiiiiiiiiinin A TextField
___-NamM::agemm 33885053504 05050055030580005350405008 B 10 Field
B Anslog Alams . .status counter 1:: ;00000000 &2 Date-Time Field
E[ﬂusmemams s s : [ Graphic 1O Field
- Setiings . :status counter 2:::::: 00000000
-5y Recipes

[+] symbalic 10 Field
¥z Text and Graphics Lists

% Runtime User Administration
- Device Settings

g Language Settings

i@ Project Languages

& Graphics

----- = Project Texts

- Dictionaries l 4 l l l l l

= Structures

® Version Management

P General
P Properties
P Animations
P Events

Hame |status screen
Number |1 3:

Use template

Backaraund color ]+

Drop any object
here to delete
it.

= 4 Object:

Now you have to navigate to the menu item “Project” — “Transfer’ —
“Transfer”. Thereby a new window will be opened:

|

KTPGOO-DP (KTPG00 Basi... Settings for KTPE0O0-DP (KTP&00 Basic color DF)
Mode [RS232/PPI Muti-Master Cable - Enable back transfer
Owvemurite password list
|
Port S Owenarite recipe data records
Baud rate 115200 - [ Use Pack & Go
Transfer | | Apply | | Cancel
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There you then have to make sure that your operating terminal is
checked and selected on the left side. Afterwards you have to set up the
mode “MPI/DP” on the right side as well as the station address from the
operating terminal.

r Il

7| KTP&DO-DF (KTP&00 Basi.. Settings for KTPEDO-DP (KTP&00 Basic color DP)

Mads MPI/DP -

V| Ovenwrite pazsword list

Station address 1 | Ovemarite recipe data records

Use Pack & Go

| Transfer || Apply || Cancel |

If all settings are correct you can click on the button “Transfer’ do
transfer the project into the operating terminal. The button “Apply” can be
used to save the settings without executing a transfer to the terminal.
This for example may be needed if you want to update the operating
system from your operating terminal without transferring your project first.

When you want to update the operating system from your operating
terminal you have to click on the menu entry “Project” — “Transfer’ —
“OS Update”. If you want to do this without a project, this requires that
the device type and access path is already configured on the dialog
“Communication settings” which can be found within the same menu.

i E Communication settings @1
Settings for
Device bype | KTP&00 Basic color DP - |
Mode | MPL/DP -

Station address 1

QK | | Cancel
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3.2.8 TIA Portal

At the first step you have to open the TIA Portal and switch to the project
view. The selection and configuration of your device within the PG/PC
Interface have to be done already via the Control Panel.
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Project
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WF Gootfine Ao TR B 3¢ [1]

Totally Integrated Automation
PORTAL

Devices Optio =
< = =
5o ElE —|E

w | Find and replace it
¥ 'y Onii =
» g card Fir |0

Iig# Car d =

[ I- |¥

g
f o -
=
[Dproperties [ info__| & Diagnostics _
[L & resources
[ General [ Cross-references | Compile |
@FE show sll messages - Editing i
&
¥ | Details view I Path Description Gote 7 Eriors  Wemings  Time

Hame =

1 Dizplayhide interfoces

Now you can click on the menu “Online”
“Accessible devices “. Thereby you should get the following window:

Accessible devices

Type of the PGIFC interface:

and then on the entry

X

Flease select...

FGIFC interface |

Accessible nodes of the selected interface:

Device Device type Type

I =

Flash LED

Online status information:

[ Display enly error messages

-] @

Address MAC address

Show Cancel

Within this dialog you then have to choose the type of the PG/PC
Interface as well as the driver or interface which should be used. The
selection here is a bit different from the classical PG/PC Interface dialog.
When you have finished your selection you can click on the button “Start
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search”. After a few moments the list of all accessible participants should

be shown:

Accessible devices

Type of the PGIPC interface:

[

PGIPCinterface:

[ Tic ETRiusE

Accessible nodes of the selected interface:

Device

Device type

Type

Address

MAC address

314C-2-PNDP

CPU 314C-2 PNIDP

P 5

I =

[| Flash LED

Online status information:

=% Retrieving device information...

D Display only error messages

Scan and information retrieval completed.

Startsearch

(][]

r Show

]|

Cancel

In the next step you can select one of the participants from the list and
then click on the button “Show”. Thereby the tree of the participant on the
project navigation gets opened. There you can then choose and open the
entry “Program blocks”, where you can open and manage your blocks
within your controller.

T4 Siemens. —Ox
Froject Edit View Insert Onl\'ner Options  Tools  Window VHE\D Totally Integrated Automation
W svepojec @i X 35 0 X Dy iz 5 0B RS coontine F coofiine | o A ¥ ] 1] PORTAL
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" 3 N s y -— - =3 r ] o o &
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Hint:
If you already have a TIA project, you can also directly “Go online” or use
the load command to transmit changes into your PLC.

3.29 STARTER
First you have to open the STARTER software. If you haven't configured
your access point you can do this now. Therefore you have to click on
the entry “Set PG/PC Interface” within the menu “Options”. The access
point which have to be configured for the STARTER software is either
“S7TONLINE” or “DEVICE” (alternate access). If you have done this
configuration you can open your Step7 project or create a new one. The
STARTER software thereby can also be used to create a new project.

=o)X

Project T ns  Window  Hels

{ || %] &5 4 |58 o] W2 Xl £ o] ] | % BB 2] ¢ L :

PressFL to open Help display. FTIC ETH/USB.PROFIBUS / PC Adapterl| | INUM | B |

If you have opened your project or created a new one you can click on
the entry “Accessible nodes” within the menu “Project’. The software
then searches for accessible nodes automatically and shows them within
the newly opened dialog:
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% Accessible nodes - TIC ETH/USB.PROFIBUS.1 o | =]

Ea Accessible nodes
@ Buz node [address = 11, no type info availabls]

mj. Drive_unit_1 [address = 55, type = MICROMASTER 440%2.1x)

Extended settings
Access point SYOMLIME [STEP 7 Access point

Interface parameterization used: TICETHAJSE.PROFIBUIS.A PGAPC...

IP address of the zought node: |

Do you want to accept the selected dive units inta the project?

| Select drive units | Update | Cloze | Help |

If you haven't accepted your drive within your project you can set the
check in front of the node entry and then click on the “Submit” button.
Thereby the drive device gets accepted into your project. Otherwise you
can simply close the dialog again.

Now when the drive is accepted into your project you can use all
functions of the program like loading, diagnostic and many more.
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3 (0 Pubes enabied 3 (O FoedtequencyBi . | | 3 (0 Diive fault active 3 () Act curent (0027 >
4 () RFG enable 4 (D Divedatast DS | | 4 (O OFF2 aclive & (D rocts PRSI
5 () AFG stat 5 () Drive data 5=t (DDS 5 (O OFF3aclive 5 (@ fLacte= PRSEIT
6 () Selpaint ensble @] 6 5) OM inhibit sctive 6 (D) f_sct 5= selpoint
7 (D) Faukacknowledge | 7 () 7 Q) Dive waming actve | 7 (E) fot Vido 0026 ¢ P
8 (2 J0G ight 8 () FID ensbled 8 () Devigion sewpeint /| 8 (D) Act Ve (0028 > P:
9 (2 JOG left 9 () DC breke enabled 3 (D) F20 control 4 () Rampng finished
10 Q) Conrol from PLC 10 Q 10 {2 Masimern frequency | 10 (D) PID oulput 12294 = <
e ey |
Puciect £ Diive_urit |
[Dirve_ueat_1 - MICROMASTER_440 = rg Hep |
EaEC S JJJ [ satpaint speciication — —_—
tos: [0 f= Hz 0% §u[ 100 x = 200%
vos: [ —
a
I s # Coriiol panc! E Compile/check cutput |E Taiget system cutput | S Disgnostics overvisw |
Control of the drive from the PC and display of the most important states. iControl priority [drive control panell “'stop wilh-spacebar. * TIC ETH/USB.PROFIBUS / PC Adapter Online mode i [NUM [

Hint:

When you only want to check if the node is accessible you don't need a
project. But when you want to do further communication with your drive
you will need a project.

3.2.10 MicroWin

First you have to start the program MicroWin. If you already have a
project for your PLC you can now open that. Otherwise you can create a
new empty project. Such a project is normally generated when starting
the application automatically. If you haven't done the configuration on the
PG/PC Interface you should to do that now. Therefore you can click on
“Set PG/PC Interface” within the area “View” on the navigation bar. There
you then can choose the interface and maybe configure your device.
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[ STEP 7-Micro/WN - Project1
File Edt View PLC Dsbug Tooks Windows Help

seR|olpplax|(ug|B||r = mE|RER % ee8s
<4,';¢1\0“0'4'iﬁ-\'.??‘;:1‘|“-:~ v |4k 1

{8 CPU 222 REL 0100
| -8 Progiam Block
| (=) Symbol Table
) [0 Stahus Chart
| =#-Ey Data Block
= {E) System Block.
i Croz: Reference

#-[am Progiam Conbrol

O 1 (&) Shift/Rotate

5 [ug] Sting

+- (g Table

(g0 Timess
Librasies

-y Call Subroutines

[

Ready [Row 1, Cel1 Ns

If the interface is configured you will have to set up the communication to
the controller. Therefore you have to click on “Communications”. This
item can also be found within the block “View” on the navigation bar on
the left side of the program. After you have clicked on the item you
should get the following dialog:
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Addrezs
Local: 1]
Remote: 2 -
PLC Type:

[v Update PLC type in project

Metwark. Parameters

Interface: TICETH/USE
Protocal: PPI

hccle: 11-hit

Highest Station (HS.2); ey

[ Supports multiple masters

Tranzmizzion A ate
Baud Rate: 19.2 kbps

-

Set PGIPC Interface |

13

::l-_'_tl TICETH/USE[PPI)
= Address: 0

Drouble-Click,
to Refrezh

o ]|

Cancel |

Within the dialog you should then see the current parameters as well as
the selected driver. Now you will have to search for participants. This can
be done by clicking on the refresh icon on the right side of the window.
When the search has completed your PLC should be shown there:
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X

Communications
Address
! B TIC ETHAUSE(PRI)
Locat 0 - I-_' Addresz: 0
Remoe: 2 = i ey 222pEL 0100
PLE Type: CPU 222 REL 01,00 Address: 2
= Double-Click
v to Refrezh
[v Update PLC type in project
Metwark. Parameters
Interface: TICETH/USE
Praotocal: PP
Mode; 11 -hit
Highest Station (HS.2); ey
[ Supports multiple masters
Tranzmizzion A ate
Baud Rate: 19.2 kbps
-
Set PGIPC Interface | Ok | Cancel |

To submit the PLC for the communication you will have to select it on the
right side and then click on the button “OK”. Afterwards you can use your
MicroWin application normally for the communication with your PLC
(e. g. loading a program or viewing and controlling variables).

Important:

If you have an older S7-200 controller you have to make sure that the
setting “Advanced PPI” within the PPI driver is disabled. Otherwise a
connection to this controllers isn't possible. Newer S7-200 controllers are
supporting both protocols.
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3.2.11 ProTool
When you have done the selection and configuration within the PG/PC

Interface you should start the program ProTool and open your project.
The project thereby can either be a Step7 or a stand alone project.

£ SIMATIC ProTool/ro C5 - [Project - TP1 70]
BEE:

=[Fis Edt Vew Irsat Systen Optins Window 7

D & Faam K? || Englich [L54) B l{E=] x| e om e

W Wame Wb St Sarven
bl Screers Wetatissoreen 1 =
5

1 Obectis) 0 chjecs) seiectsd

= teim

x|
I project gata being symehronized (Open

Synchronization (dpen) complated

TZT5 T Gemeral £ Campis j, Dawnload ), Clipboard /.
Press <F 102 get help

In the next step you have to set up the transfer settings. Therefore you
have to navigate to the menu item “File” — “Download” — “Preferences”.
After you have clicked on that item the following window will appear:

Englsch (U54) TRI70A

Set Download

| Cerial ﬂ
Cancel |

Connection

f« COM1 € COM2

Baud 115200 | Bitz per zec
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Within the selection list you then have to select “MPI / PROFIBUS DP”
and afterwards enter the station address from your operating terminal.

Set Download @@

|MF'I£P'F|EIFIBLIS DpF ﬂ
Cancel |

OP &ddress. |1

If this setting is done you can click on the button “OK” to submit the
settings and close the dialog. Now you can transfer your project with the
menu item “File” — “Download” — “Start Project Download”. When you
want to do an update of the operating system from your operating
terminal you can click on the menu entry “OS Update” within the same
menu.

3.2.12 PG-2000

First you should start the program PG-2000 and make sure that
S7-300/400 is selected as mode of the application. This setting can be
simply changed by clicking on the S7 icon within the toolbar or with the
menu entry “View” — “S7 300 / 400”.
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File View PLC-Functions Options Window Controller Help
lD2H LaE oo & SONE ABEsSa=o7IW REd s =E

[18.11. 0951 [ [NuM s Il
Lo M

Next you have to open the interface configuration dialog. This can be
done via the menu “Option” — “Interfaces”.

. FElriamEs . e i

187.85kBaw =

On the selection “PLC-Interface” on the top of the window you can then
select your COM port which should be used for the communication. This
COM port can either by a physical COM port for the communication with
a MPI-II cable or a virtual COM port from the PLC-VCOM application for
the communication with any of the USB or LAN devices. When you want
to communicate with a LAN device you can also do this without any
further driver or software. Therefore you have to enable the option
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“TCP/IP to” and then enter the IP address of your device. With the button
behind the input field you can also execute a search for available devices
within your network. When you have configured the access path you
should make sure that the local address as well as both baud rates (for
TCP/IP the MPI baud rate only) is configured correctly. All other
parameters can be leaved unchanged in the most cases. For more
information about this settings you should read the manual of the
program.

i Interface ot e |
Interface
PLC-nterface: COM2 -
Timeout [»>= BG0T: W ms
Retries: |37
Timeout between Data |2207 ms
STL not executed: W ms

Save fle-by-file v
Show Properties at Load-time [+

Busz grip

[v Grip always only one black from PLC
[ statPLC access [ [
v check COM-Parts

Baudrate:  [19.2k ~ | own Address |0
W PC-MPL {157 BkBaw ~

Connect aver fallowing Metwark-Adapter:
[Intel[R] FROA000 MT Hetawerkverbindung —— ~ |

WV TCFAPt | 192 . 168 . 1 . 56 J

Cancel | Help ‘

If all settings are set up you can submit the parameters with a click on
the “OK” button. Now you can click on the menu entry “File” — “Open” —
“PLC” to read in the list of blocks within your PLC. In some cases a small
window will appear where you have to select to which destination CPU
you want to connect to:

PG Path Selection S

PLC with PG-Mumber 3

k. Cancel Help
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If this dialog is shown you just have to select your controller an then click
on the “OK” button. At the least you should get the list of blocks in your
controller:

Block View PLCfunctions Options Window Controller Help

LEBE oo & SONE ABESEGo?Y RAE BRE EER

feTi 0959 | WuMns [ [ [omew  amsw [

Hint:

The address of the selected destination CPU gets stored. This means
the dialog will only appear if the previously selected address isn't
reachable anymore. The setting about the access path of the destination
CPU can be viewed and configured within the menu “Options” — “PG
path” at any time.
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3.2.13 Windows Control Center (WinCC)

The first step is to open the program WIinCC as well as your project. If
you haven't created a project yet, you have to create a new one now.
[ wincCexplorer - ClUserRL §7-300167-300 MC. =ret )|

File Edit View Tools Help
holmr | XamnsuE 27
Bl Mame Type
-0 Computer 8 Computer Computer
I} Tag Management 1 Tag Management Tag Management
- Graphics Designer A Graphics Designer Editor
=" Menus and toolbars = Menus and toolbars Editor
=# Alarm Logging A Alarm Logging Editor
11 Tag Legging 111 7ag Logging Editor
S Report Designer = Report Designer Editor
L J; Global Script J:,GIobil Script Editor
B TextLibrary EText Library Editor
£, Text Distributor 5 Text Distributor Editor
i User Administrator it User Adrministrator Editor
= 4 Cross-Reference Editor
] ross-Reference e G
/'y Load Online Changes LY vad Ihime Shtiaes pLor
i J Redundancy Editor
. Redundancy §
| IIJ Uses Aichis IU User Archive Editor
o= et D) Time synchronization Editor
i ) Time synchronization 4} Hom Editor
P,’Q Picture Tree Manager Editor
;‘,, Lifebeat Monitoring Editor
#, 08 Project Editor Editor
i 5 Project Editor i Process Historian Editor
‘-4 Process Historian
21 object(s) Running in demo mode NUM

When WinCC is opened you can execute a double click on the entry “Tag
management” within the navigation bar to open the management tool for
tags. There you then have to add the protocol suite for SIMATIC S7 first
if not done already. The suite can be added with a right click on “Tag
Management” and then navigating to “Add new driver” — “SIMATIC S7

Protocol Suite”.
T Tag Manogement - WincC Configuraion Stuaic " |

File Edit View Help
Tag Management <« || i Tags [ SIMATIC S7 Protocol Suite ] [Find 5 ~| | Properties »
=M Tag Management Name Data type }l_ength Format adaptation Connection ~ || B Selection
(& Intemnal tags 1 | Object tyne
SR8 N SIMATIC 57 Protocol Suite] 2 Object name,
P 3
M PROFIBUS 14
11 Industrial Ethernet L5
6
1 SjotpLC
-1 Tceap L4y
1 PROFIBUS @) 2 |
! Industrial Ethernet () ol
- Mamed Connections m
M setpLc Iz
5 Structure tags =
14
15
16 |
17
18
e == ! 13 4
] 7aa management [0
21
T_;ﬂ Alarm logging 2
- 2
Tag L |
31 120 Logging =
Text Library E2l|
= 26|
"] User Administrator 27
T3] vser archive B
— ! 2 {
i Hom =)
31
2| ,
W 4+ W[ Connections  Groups | Tags ~ [ P
Rezdy | HUM German (Germany | 100% = Iy, & B
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If the driver is added you should verify and maybe adjust the system
parameters for the protocol (MPI, PROFIBUS or TCP/IP) you want to
use. To open these system parameters you have to execute a right click
on the corresponding entry and then click on the context menu item
“System parameters”. Now you should get a new window where you
have to navigate to the tab “Unit”. The important setting which have to be
checked is “Logical device name”. Within the selection list the driver
which should be used for the communication with your device should be
selected. If you don't communicate via the TCP/IP driver you further have
to choose and configure your device via the regular PG/PC Interface
dialog too.

System Parameter - MPI [i_:hJ System Parameter - TCP/IP [i_:hJ

SIMATIC 57 | Unit

CP type/bus profile:

Logical device name :

| Set automatically

Select logical device name

MPI

TIC ETH/USE.MPI1

SIMATIC 57 | Unit

CP type/bus profile:

Logical device name :

V| Set automatically

Select logical device name

TCRAP

Intel{R) PRO/1000 MT-Netzw ~

Job processing Job processing

Write with priority Write with priority

| OK || Cancel | Help | 0K || Cancel | Help

When these settings are checked and the dialog is closed again you can
add a new connection. Therefore you have to execute a right click on the
corresponding entry within the protocol suite again and then choose
“‘New connection”. After that an entry on the navigation bar on the left
side is created automatically and you will have to enter a name for that
connection.

If the connection was created you have to change the settings of the
connection. Therefore you have to click with the right cursor on the entry
and then select “Connection Parameters”. Within the newly opened
dialog you can then configure the MPI or IP address (depending on your
access path) as well as some other parameters.

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 74



Connection Parameter - MPI @ Connection Parameter - TCP/IP @

Connection Connection

57 Network Address S7 Metwork Address
Station Address: 3 IF Address: 152.168.1.56
Segment ID; 0 Rack Number: 0
Rack Number: 0 Slot Number: 2
Siet Number: 2 [ Send/receive raw data block
[7] Send/receive raw data block Connection Resource: 02
Connection Resource: 02

[ oK |[ Cancel ] [ oK |[ Cancel ]

When this data is configured too, you can close the dialog by a click on
the button “OK”. In the next step you can then create and configure

variables within the list view.
E:Tag Management - WinCC Configuration Stadia l@ﬂi

File Edit View Help
Tag Management « || i Tags [ ST-LAN_MPI] Find 2 =||| ¥* Properties - Connection »
=4I Tag Management Name Value Data type Length |Format adaptation Address || & selection

£ Internal tags 1 [system-counter_1_MeT Unsigned 32-bit value 4 DwardToUnsignedDward MD4 Object type Connection
& 1} SIMATIC $7 Protocol Suite 2 system-counter_2_MPI Unsigned 32-bit value 4 DwordToUnsignedDword MD3 Object name S7-LAN_MPT
SoW mP 3 cycle-memory_MP1 Unsigned 8-bit value 1 ByteToUnsignedByte MBO B General
3 Name S7-LAN_MPT
P
- PROFIBUS g K 4
i A Connection Paramsters MPL3 0,,0,2,02
I Industrial Ethernet Z & |Assignment
- sietpLC = Communication driver | SIMATIC 57 Protocol Sulte
S Tep 5 Channel unit MR
| Le® S7-LaN_TCRIP w5 | various
i1 prOFBUS M) = Creator ID ]
LM Industia Ethermet D) u Last Change 18.11.2018 08:16:45
M Mamed Connections &
Ll softpPLC 4
i Structure tags 15
16
17
18
19
42 Teo Management 20
21
—.ﬂ Alarm logging 2
= =
™
:UJ 2 Logging =
g Text Library 25
= 26
jil user aaministrator 27
28
] vser arcni =
30
i Hor
.| 31
- [z .
| W 4+ v Groups | Tags [[CE
|| reoay | wum | German (Germany) Teble:3Tags | 100% (= 5 & A

Afterwards you can use your variables from you project as usual (e. g.
viewing on a screen or triggering an action). The management for the
connection as well as the querying of variables thereby is taken by the
WinCC application. If you have problems while communicating you may
want to use the tool “Channel Diagnosis” to get more information about
the error.

3.2.14 OPC-Manager
In the first step you should open the program OPC-Manager. Afterwards
you can open your project if you have created one already. Otherwise
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you can also use the empty project which is created when starting the
program automatically.

Before you can configure your variables you have to create a device.
This can be done by clicking on the entry “Add device” within the “Edit”
menu. Thus a window gets opened where you can choose between
multiple controller and access types:
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=

|IBH softec SoftPLC

|SYGLT® by Seebacher GmbH
Modbusz Slave

Moeller P54/F541E PLC
PCAMPI + PPI Lite

55-Lan [S5-LanLink] Lite
S7-Lan [Lite)

Sal4 5-Comm

Siemens 3964R

Siemens 55 A5511

Siemens S5 H1

Siemens S5 H1 awver TCR/AP
Siemens 57 MPI Bus + PPl
Siemens 57 TCPAIP

Wictary, the wisual facton - Clhent
Wictomd Metfile
WaGOD-Ethemet TCR/P FPC

Add Device
Title CLSID Add
AEG AT120/4250 {1E394EFE-B07C-497F-494F-D7RI201 D 4964}
EPIS EMD-Sernie {50202F14-9E19-4084-861 3-F30EFE4EFEAR} Cancel

1BB2EDACE-3D7E-4481-3454-3F 1 50450 AED 5}
{104C4200-3C70-4230-A71F-80F 3D 4BEBBLCC)
{70158603-1CF2-48E 2-434E-2C3E 0BBR1 720 }
{B90F4C11-807C-4646-BF53-85548661 F 265}
{017EGB02-4693-407C-BECE-4B CCBACE 7958}
144542E 1F-8234-4753-8FA4-42T00 54BD 91C}
{3D31DF14-2342-4225-8B D 5-C537 24896860}
{ECRACACE-BAZE-4280-9EE 2-5402FACTE 43}
{9EEAFE38-4552-4798-9952-306CE 231 B4ES}
{F30CEADS-CAD1-43E 3-9F77-41EBBADEFATE}
{ATI20B63-E TFC-401F-8653-BAABRAAFE 386}
{ABF15207-C517-44E 5-9C37-44026420 FOBC}
1041F560 4-7035-4579-8F 48-41 IFFECCBD DB}
{rBOB0C 72-898E-40 CC-B549-10C4B07D41FE}
{CFB7F16D-346F-46E 4-47EF-5FDBEOSOCE DA}
{ED2539C4-8980-4CEA-BE02-CAE3ECOTEER 2}
180624300-0645-4203-AF 47-430FCFB 38308 }

In this dialog you then have to select “Siemens S7 TCP/IP” when you
want to access your LAN device directly via network or “Siemens S7 MPI
Bus + PPI” when using serial access (with the MPI-Il or a virtual COM
port from the PLC-VCOM application). Then you can click on the “OK”
button. Afterwards the dialog with the device properties gets shown:
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General |

IDe'uin::e_1

Title ISiernens 57 TCP/IP _|
CLSID: |{?E{ILEDD?2-EHBE4DEI:-E54&1{N:4E!H?D41 F6}

Connector:

Diata of connection... |

Cancel |  Hep |

To specify further settings for the connection you have to click on the
button “Data of connection”. There you then can configure the IP address
or COM port as well as some more settings depending on the used
access type.

i Settings - 57 TCR/IP u1

— Setting: oK I
|P iddress: 192 168, 1 . 56 [Pt 102]
Cancel |
LConnection IHMI.-"DF' connection to PLC in rack of the CP j

Fack Mo.: m

Slot N =

Subnet-D: IWIW
| |
I Pestnatentr ID— f Settings - Siemens 57 MPL - -u1
0 Time setting:

Fieceive timeout after 8000 =] [mg] PLC-Type |s7300/57400 | oK, I

Transmit timeout after: 5000 = ms] Fart; ICDMS: vI Cancel |
N | Loss of cannection after: I1 0000 _Ij [ms] Baudrate: I19. 200 Baud 'l

| Intereal |25 _|: [rnz] Partrer I3 _I: [PLC]

[ Load default values | OunMPlddess [0 = [PE]
— O ptimization detail Interval: |25 _I: [mg]
Max. readblock length: m

| I Simulation mode [without PLC)

bz, writeblock length: m

Load default values |

I™ Simulation mode (without PLC)
[ Simulation mode with random values [withaut PLC)

[ Simulation mode with PLC > Map Input-Area bo Data Bloci'lﬂﬂ _I:j

[ Map Input-drea-task to Data Blocl|1 o1 _Ij
Data Block size:  |2048 _I [Bytes]

When you have configured all settings you can close both windows with
a click on the “OK” button. Afterwards you can create your variables (in
this application also called “ltems”) for the connection.
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i ' L.

@ Unbenannt ~ Name Comment Address Read only l_(:ome(sinn Readrate

€3 Davical |» [FEs am 280 ms
Tycie memory NBO ] BYTE 250 ms
status counter 1 ND4 ] DWiORD 250 ms
status counter 2 DS [m] DWORD 250 ms

With a click on the menu entry “Online Display” — “Start Online Display”
you can then finally switch to the online view. Thereby the configured
items gets retrieved from the device within the configured cycle and

shown on the main window:

o Unsenanm B=E Comment Addiess | Readonly | Comersion | Readrate | Format Josis Actual Status

1..83 Device 1 b | STATUS X BIT 250 ms |DEz 1 091521 Connected
cycle memory [ [m] BYTE 250ms I3 091623 Connected
status counter 1 uos O DWORD s0ms |oez 2678852432 |091623 Connected
‘status counter 2 5 =] DWORD 250 ms =3 1041629078 | 09:16:23 Connected
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4 Control elements

The devices are having different control elements. This control elements
can then be used for diagnostic or configuration purpose.

Please note, that the diagnostic and configuration function from the
drivers TIC and PLC-VCOM aren't explained here. These are described
within the chapters “Commissioning”, “TIC” and “PLC-VCOM”.

4.1 Status LED's

If you want to do a quick diagnostic of your device without the need for a
PC, the status LED's may help you. Status LED's are available on the
devices S7-LAN, S7-GATE and S7-USB only.

2)3]s|

0 9352-WATCH

[ 9352-GATE
0 9352-VAST

Optionen

HwW; 2801

=z
23
>z
%
=3
w
98
@D
»Z

The S7-LAN and S7-GATE module has LED's on the Ethernet jack and
on the front side. These LED's are having the same function and have
the following meanings:

LED mode description
green off no link state / no connection to the network
on link state available / connection to the network
available
yellow off no communication running
flashes communication with network running
on device is booting
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On the S7-USB the LED's on the front side have the following meanings:

LED mode description

green off device isn't powered

flashes bus communication running

on device is powered

yellow off no errors while communicating

flashes 1 x module can't go into the bus

2 x participant with same address detected
3 x MPI baud rate is wrong

4 x parity errors on bus detected

5 x buffer overflow within the module

4.2 Keyboard and LCD display

The cables MPI-LAN, MPI-USB and MPI-II have a LCD display with two
lines as well as a keyboard on the bottom side of the device. With those
two elements you can determine the current state of your device and bus
and directly parameterize your cable without the need of a PC.

&

U Var inbatrigbnahme Badinongsonlofung [esen |
Rt minual bafore instalimion |
W01 by pl

The keys are having the following functions:

key name description

ENTER menu call / confirmation of an input

E LEFT navigating a menu level back / abortion of
an input / moving input cursor to the left side
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a RIGHT calling a sub menu / moving input cursor to
the right side

UP choosing a menu item / increasing value by
one

E DOWN choosing a menu item / decreasing value by
one

The different menus are described within the following pages. After the
device has booted the cable shows the menu “Message” automatically.

a virtual display, which can be shown and controlled via the web

ﬁ The devices S7-LAN, S7-GATE and MPI-LAN are (also) having
browser from your PC.

4.21 Message
The menu “Message” is the default menu of the device and is shown
after the boot process or when navigating completely out of the menu.

The menu hasn't any sub menu items and shows status information
about the cable and about the connected bus.

amount of active PG baud address of the | data transfer
stations rate (see programming M {5 cable
below) device (PG) m to PC

| 03 Ag 03

addresses of active PG protocol |address of the
participants (! means (see below) |partner/
directly connected, controller

otherwise ?; /¢, for
passive participants)
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In the example from above 2 active stations (the PG and a PLC) are
available. The programming device has the address 0 and is directly
connected to the controller with the address 3. These two participants
are also communicating with each other.

The field “PG baud rate“ determines, which baud rate is used between
the PG and the PC:

« P?: baud rate detection or no communication yet

* PU: communication via USB

* PD: baud rate 115k2 or baud rate detection

* PG: baud rate 38k4

 Pg: baud rate 19k2

* pG: baud rate 57k6

* pg: baud rate 2k4, 4k8 or 9k6

» TD: baud rate 115k2 or baud rate detection (configured as TS

adapter)

« TS: baud rate 38k4 (configured as TS adapter)

« Ts: baud rate 19k2 (configured as TS adapter)

» tS: baud rate 57k6 (configured as TS adapter)

« ts: baud rate 2k4, 4k8 or 9k6 (configured as TS-Adapter)

* PM: PPI multi master

With the field “PG protocol” you can see which protocol is used between
the PG and the PC:

* AG: before V5 protocols or no communication yet
« Ag: V5.1 protocol or PPI multi master with baud rate 19k2
* ag: V5.0 protocol or PPl multi master with baud rate 9k6

Hint:

If you have more then one active participant on the bus, those are
viewed successively within a % second rhythm.

The addresses of the PG and of the communication partner is only
shown when a communication is running currently. On LAN devices this
information is only shown when communicating via the PLC-VCOM.
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In some special cases where the cable acts as a simple converter the
message view is completely different from the basic view as described

above:

mode 1. line 2. line

PPl 9K6 PPISER96 AKTIV

(PPl 9k6 via RS232)

PPI 19K2 PPISER19 AKTIV

(PPl 19k2 via RS232)

SPEC SER SNDSER e. g. 19K2 N81
(manual via RS232)

PPIUSB96 PPIUSB96 AKTIV

(PPI 9k6 via USB)

PPIUSB19 PPIUSB19 AKTIV

(PPl 19k2 via USB)

SPEC USB SNDUSB e.g. 19K2 N81
(manual via USB)

PPILAN96 PPILAN96 AKTIV

(PPI 9k6 via LAN)

PPILAN19 PPILAN19 AKTIV

(PPl 19k2 via LAN)

SPEC LAN SNDLAN e.g. 19K2 N81
(manual via LAN)

4.2.2 Config

The menu “Config” allows you to change different settings of your cable:
« Data: selection of the origin for the bus configuration

selection description

auto configuration gets detected automatically from
the bus; if this information is not available the
configuration from the PG/PC is used

Bus configuration gets detected automatically from
the bus
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PG

configuration from the PG/PC is used

fixed configuration from the device is used

Mode: selection of the mode, to specify the function of the cable

selection description

PPI PPl communication for all S7-200 controllers

PPI Adv PPl communication with the advanced, MPI
compatible, PPl protocol for newer S7-200
controllers

MPI SER MPI communication via RS232 (MPI-II only)

DP SER Profibus communication profile DP via RS232
(MPI-11 only)

Std SER Profibus communication profile Standard via
RS232 (MPI-1I only)

Uni SER Profibus communication profile Universal via
RS232 (MPI-1I only)

MPI USB MPI communication via USB (USB devices only)

DP USB Profibus communication profile PG via USB
(USB devices only)

Std USB Profibus communication profile Standard via
USB (USB devices only)

Uni USB Profibus communication profile Universal via
USB (USB devices only)

MPI LAN MPI communication via LAN (LAN devices only)

DP LAN Profibus communication profile DP via LAN
(LAN devices only)

Std LAN Profibus communication profile Standard via
LAN (LAN devices only)

Uni LAN Profibus communication profile Universal via
LAN (LAN devices only)

PPISER9KG6 PPI converter with 9600 baud via RS232 (MPI-1/

only)
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PPISER19K2

PPI converter with 19200 baud via RS232 (MPI-
Il only)

PPIUSB96

PPl converter with 9600 baud via USB (USB
devices with PLC-VCOM only)

PPIUSB19

PPl converter with 19200 baud via USB (USB
devices with PLC-VCOM only)

PPILAN96

PPl converter with 9600 baud via LAN (LAN
devices with PLC-VCOM only)

PPILAN19

PPl converter with 19200 baud via LAN (LAN
devices with PLC-VCOM only)

PPIMulti

PPl multi master mode with 9600-187500 baud
via RS232 (with physical COM port) or USB or
LAN (with PLC-VCOM)

SPEC SER

RS232-RS485 converter via RS232 (MPI-II
only); interface have to be configured manually

SPEC USB

RS232-RS485 converter via USB (USB devices
with PLC-VCOM only); interface have to be
configured manually

SPEC LAN

RS232-RS485 converter via LAN (LAN devices
with PLC-VCOM only); interface have to be
configured manually

« PG/PC: configuration parameters for the communication between

PG and PC

o Baudrate: selection of the speed

= when using “from PC" the cable tries to determine the baud
rate from the PC automatically and uses that

= alternatively you can select one of the fixed baud rates 2400,
4800, 9.6k, 19.2k, 38.4k, 57.6k or 115.2k Baud

o Databits: selection of the amount of data bits
o Stopbits: selection of the amount of stop bits
o Parity: selection of the parity
* Protocol: selection of the protocol between the cable and PC

selection

description

Auto

cable tries to determine the protocol from the PC
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automatically and uses that

V5.0 Old Usage of the older but more stable V5.0 protocol

V 5.1 usage of the V5.1 protocol

— Hint:  If you have problems while communicating, try to
change this setting to “v5.0 OId”!
* MPI/PPI: configuration for the connection to the MPI/PPI bus
o Baudrate: selection of the speed
HSA: selection of the highest station address
— Hint: The higher the HSA is the less the performance.
local Nr: configuration of the local / own station address
Master: selection of the master mode
= “MultiMaster” is the default setting and means there are or
can be multiple active participants on the bus
= choose “PGPC is signMast® (PG/PC is single Master), if the
device is connected to a passive participant directly and there
isn't any other active station (e. g. a PLC) on the bus
AlwayBus: configuration of the setting always-in-bus
CP-Mode: settings for the CP mode (RFC1006)
= StatNumb: configuration of the station address from the
controller which should be used for RFC1006
* DHCP: activation of the DHCP option (LAN devices only)
« |P adr: configuration of the IP address (LAN devices only)
« SNetMask: configuration of the subnet mask (LAN devices only)
« Gateway: configuration of the IP gateway (LAN devices only)
« USBCurnt: selection of the maximum USB current (USB devices
only)
o “000mA* or “360mA* (standard); this value gets transmitted from
the cable to the PC during the USB initialization process, so the
PC can ensure that enough current on the port where the device
is plugged in is available
— Important: The MPI-USB cable always needs the
current of 360mA, because the device is
powered via the USB interface!
This value should only be changed on the

MPI-1l cable, if you have problems with the
USB connection.

o

O

o

O

O
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Non-observance can lead to an overload
and corruption of your port on the PC.

« Language: toggles the menu language

« Set Def.: sets the cable back to factory defaults

* Reset: executes a restart of the cable

Hint:
Some parameters will be automatically hidden, if they aren't used on the
configuration of the device.

4.2.3 Bus

The menu “Bus” only has the sub entry “Address®. If you have selected
this entry the 1. line shows the word “Address” and the 2. line a letter
shortcut as well as the address of the first bus participant (e. g. DA 004).
With the help of the arrow up and down keys you can go through the
complete list with available participants.

The following letters can occur in the shortcut, which is shown before the
real address, whereby the letter “D” can be combined with the other
letters:

* D: cable is directly connected to the participant
« A: participant is active
« P: participant is passive

4.2.4 Info
The menu “Info” has the two sub menu entries “Version” and “Message”.

On the sub menu “Version“ you can show you the current firmware
version of the device. This version is also shown for a short moment
when the device boots up.

The sub menu “Message” can show you different errors if applicable.
Otherwise “No Error” is shown there. Furthermore you can look up some
more status information when scrolling up and down with the
corresponding cursor keys.
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4.3 Web server

The LAN devices are having an integrated web server. This allows you to
access your device easily to get status information or configure your
device with just a web browser and no need of any further software.

If you want to access the web server of your device, you have to open
your web browser (e. g. Microsoft Internet Explorer, Mozilla Firefox or
Google Chrome) firstly. After that you can enter the IP address of your
device (default is 192.168.1.56) within the address line of your web
browser.

When you have confirmed your input the page “Home” of the device
should get loaded.

i If you don't know the IP address of your device, you can
consider to use the TIC interface configuration tool to search for
available devices within your network.

All pages are having a header, a menu tree, a content area and a footer.
The content area (and the menu tree partly) is the only part which differs
from page to page. All other parts are equal on all pages.

Within the header (from left to right) the device type, the firmware
version, the name and the current IP address of the device is shown.

The menu tree, which is located on the left side, allows you to navigate
through the different pages of the web side. Some menu items can have
sub menu items. But these items are only shown, if you are within such a
menu. Furthermore you can find a small link with the labeling “English” or
“Deutsch” on the bottom of the menu. This link can be used to switch the
language from German to English or English to German.

The footer is the last consistent area of all web pages. Within the footer
you can find a copyright note which shows the current year of the version
release.

The content area of the page “Home” and of all other pages are
explained in more detail within the next pages.
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4.3.1 Home

The page “‘Home” shows some general, network and bus information
about your device. The fields thereby are similar to them on the
configuration page. But a configuration of these settings can't be done on

this page.

S7-LAN V2.63

Pl test module

IP:192.168.1.56

= Home

» Connections

= Display

» Modules

= Configuration

» Access protection
» Password

» Restart

Deutsch

General
Product name:
Version:
Mame:

Serial number:

Network

Use DHCP:

IP address:

MAC address:
Subnet mask:
Gateway address:
Send Gratuitous ARP:

Bus configuration

Configuration:
Operation mode:

PPI1/ MPI / Profibus

Always in Bus:
PGIPC is the only master:

Local subscriber address:

Baudrate:
Highest station address:

ST-LAN

2.63

Pltest module
7589909

i

192.168.1.56
00:0B:F4:73:D0:15
255 2562550
0.0.00

On

automatic
Profibus DP

On
Off

12M
126
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4.3.2 Connections
On the page “Connections” you can find two connection tables, an
overview of the bus participants as well as a general status view. If you

have a S7-LAN++ or S7-GATE module you can also open the diagnostic
for a single bus participant via this page.
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S7-LAN V2.63 Pl test module IP:192.168.1.56
= Home RFC1006 connections - Profibus DP
= Cpnnections ID IP state IP address src. TSAP dst. TSAP PLC bus state packet
= Display 1 active  192.168.1.95 0100 0100 3 connected 80
= Modules 2 active 192.168.1.91 0100 0200 3 connected 18
= Configuration 3 active 182.168.1.104 - - - ready 2
= Access protection 4 active  192.168.1.104 0100 0100 3 connected 174
= Password 5 inactive - - - - 0
= Restart f  inactive - - 0
7 inactive - - - 0
8 inactive - - 0
gateway connections
1] control DB receive state send state
1 10 query not executed yet query successfully executed

Deutsch

bus participants

[ ez (s ]raqrsjre 7]l (s [ro][nm[r2][1s][sa][ss][16][17][1&][19]

N I O O
[2o] 1] LI [] [] []
[ T ] I [ ] [ ] [ ]
[eo]l L ] I [ ] [ ] [ ]
[eo]l T 11 LI [ ] [ ] [ ]
A I I/
2o e
station active I station active-ready I station passive

State

@ copyright P1 2021

The table “RFC1006 connections” shows all connections to or from the
device which uses the RFC1006 protocol (TCP port 102; sometimes
called CP mode, shortcut for Communication Processor). Thereby also
unused or previously used connections are shown. Every line within the
table represents one connection.
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column description

ID An ongoing number for the connection.

IP state Indicates if an IP connection is established.

IP address The IP address of the partner device (e. g. from

the PC or from a network PLC).
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src. TSAP The connection TSAP of the source side.

dst. TSAP The connection TSAP of the destination side.

PLC The participant address of the local partner (PLC
or other module) on the bus.

bus state If a connection to a participant on the bus exists,
the text “connected” is shown. If a connection
only exists to the bus “ready” is shown. When an
error has occurred this will be shown here.

packet An overflow counter for the network packets to
recognize active connections.

The second table on this page is “gateway connections”. On this table
the current state of configured couplings (S7-Gateway or IPDeviceToS7)
are shown. In contrast to the first table, the second table shows only
information if a coupling is actively used.

column description

ID The matching number on the connection list.
control DB The number of the control data block.
receive state The state of the last receive job.

send state The state of the last send job.

Hint:

The number of RFC1006 connections for the S7-LAN and MPI-LAN is
limited to 8. The devices S7-LAN++ and S7-GATE support up to 32
connections. Please note, that a configured coupling also counts as a
RFC1006 connection.
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In the overview of the bus participants you can see which addresses on
the bus are in use. This view differs between multiple participant types,
which are viewed in different color on the web page:

» station active: A participant (e. g. a S7-300/400 controller) which
acts as a master. This participants can communicate with other
active or passive participants.

« station active-ready: An active participant which is currently not
included in the token ring, but who would like to be.

« station passive: A participant (e. g. a S7-200 controller, drive or IO
system) which acts as a slave only. This participants have t be
addressed by an active participant for communication.

Within the view “state” you can find the following state information:

* bus configuration: Shows if the device is aware of the parameters
of the bus or which information is missing.

* bus state: Determines if the device is currently in the bus.

» direct participant: The address of the bus participant, where the
device is connected to (if known).

* module connection: Determines if the internal connection for the
modules Variable control or NTP-Server is currently in use.

On a S7-LAN++ and S7-GATE device you are able to get some
diagnostic information from the bus participants. For this you have to
click on the corresponding participant within the table with bus
participants. Then a new page gets opened where various information
about the module and it's state will be shown. Furthermore the diagnostic
buffer as well as a overview about the scan cycle times, memory areas
and connections is shown. All this data lets you do some fast diagnostic
without the need for a PC with a programming software.
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S7-GATE V1.01 Pl test module IP:192.168.1.56
» Home | EjJ Diagnostic for participant #5 (direct)
= Connections suUs1F ) .
» Display [l Bus2F | Refresh |
» Modules [ AINT
= Configuration iFRCE
« Global data RN
» Access protection MllsTop
» Password i .
» Restart Module identification
Order No.: 6EST 314-6EH04-0AB0
Release version: 1
Firmware: V330
Bootloader: A3299
PLC name: PI_314C-2PN/DP
Module name: CPU 314C-2

The image only shows the upper part of the diagnostic! Below this further information are following.

Hint:

Please note that above all old PLCs might not supply all information (like

Plant designation:
Location designation:
Module type:
Copyright entry:
Module serial number:

Memory card serail number:

Module state

Current operating mode:
Last operating mode:
Operating mode transition:
Configured protection level:
Current protection level:
Mode selector:

Module time:

Diagnostic buffer

time stamp

27.10.2022 05:54:31.429
27.10.2022 09:54:31.428
27.10.2022 05:54:31.306
27.10.2022 05:54:28.301
27.10.2022 05:54:26.824
26.10.2022 14:36:31.081
26.10.2022 05:52:19.822
26.10.2022 05:52:19.820
26.10.2022 05:52:19.699
26.10.2022 05:52:16.692

e. g. the LED state).

The view of the diagnostic buffer only shows the short description about
the event. A detailed view can be shown with the TIC, SIMATIC Manager

or TIA Portal.

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-Il V2.14

D

16# 4302
16% 1382
16# 4301
6% 5371
16% 4300
16% 494E
16% 4302
16% 1382
16% 4301
16# 5371

CPU 314C-2 PNIDP

Original Siemens Equipment
5 C-BaTJ217420M

MMC 05F2B119

RUN

STARTUP (Warm Restart)
27102022 05:54:31.429
mode selector / no protection
no protection

RUN-P

27102022 07:54:42 697

description
Mode transition from STARTUP to RUN
Request for automatic warm restart
Mode transition from STOP to STARTUP
Distributed I/0s: end of the synchronization with a DP master
Backed-up power on
STOP caused by power failure
Mode transition from STARTUF to RUN
Request for automatic warm restart
Mode transition from STOP to STARTUP
Distributed I/0s: end of the synchronization with a DP master
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4.3.3 Display

The page “Display” allows the viewing and controlling of the display. For
the S7-LAN and S7-GATE this display is virtual only. On MPI-LAN this
page allows the remote access to the hardware installed display.

S7-LAN V2.61 Pl test module IP:192.168.1.56
= Home
= Connections #02Pg
o Display NEYYe
= Modules 1USRG
m Configuration -
m Access protection 1
= Password S O
= Restart = "_1 =
m

Refresh

@ copyright P1 2021

The display can be controlled with the five buttons below the viewed
display. An explanation about the content of the display as well as of the
operation can be found within the section “Keyboard and LCD display” in
this chapter.

The button “Refresh” can be used to update the display view. This is
needed in some cases, because the display doesn't get refreshed in the
web browser automatically.
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4.3.4 Modules

On the page “Modules” you can see the license state of previously
chargeable extensions. Since the S7-LAN version 2.54 and MPI-LAN
version 2.79 as well as for all versions of the S7-GATE all extensions are
licensed for free automatically.

S7-LAN V2.61 Pl test module IP:192.168.1.56
= Home Modules
= Connections Variable-Control: licensed
m Display 57-Gateway: licensed
o Modules Watchdog: licensed
« Variable control NTP-Server: licensed
e ST7-Gateway IPDeviceToS7: licensed
¢ Watchdog
o NTP-Server

e |PDeviceToS7
m Configuration
m Access protection
= Password
m Restart

Deutsch

@ copyright P1 2021

This menu entry has some sub menu items, where each sub item
represents another module. You can use these entries or the hyperlinks
within the table in the content area to open the page for the module. All
modules are explained in more detail on the next pages.

4.3.41 Variable control

The module “Variable control® allows you to watch and control variables
of bus participants easily via the web browser. If you have a S7-LAN or
S7-GATE device you can additionally configure an automatically
monitoring of variables with e-mail notification.
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S7-LAN V2.61 Pl test module IP:192.168.1.56

= Home State Control / Watch
m Connections CPU Operand Format State value Control value
= Display 3 FD 00000 Hexadecimal [1234ABED oK
= Modules 3 FD 00004 Hexadecimal 7A3974A4 oK
o Wariable control —
o ST-Gateway 3 FW 00008 Decimal 1490 OK
« Watchdog 3 FW 00010 Bina 0101011110011010 oK
e NTP-Server ¥ —
« |PDeviceToST 3 DB 00002.DBW 00012 Hexadecimal 6801 oK
= Configuration 3 DB 00004.DBB 00012 Hexadecimal 88 oK
. ‘3“955 F’éotecnf’” 3 DB 00008.DBW 00012 Hexadecimal [IONESGIDOSSSIDIGII 0K
dsswan ]
" 3 T 00010 SIMATIC Tim 000.0 oK
m Restart -
3 Co0012 Counter 000 oK
2 FD 00000 Hexadecimal |nOacEessEORLE oK
Reload
Updating every 15 seconds 321
Configurate
Deutsch

@ copyright P1 2021

If you open the module you will see all configured variables with their
current values or error messages (e. g. if an operand doesn't exist or the
CPU isn't reachable). Depending on your configuration the variables get
refreshed after a specified time. Otherwise you can execute a manual
update by clicking on the button “Reload”.

If you want to control a variable, you have to enter the control value in
the specified format in the text box of the corresponding variable and
click on the button “OK” afterwards. Thereby this value if possible gets
written into the PLC and all values are getting refreshed.

Hint:

Watching variables can always be done without a password. The
passwords if configured are only needed for controlling variables or for
the configuration of the module.
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If you want to configure this module, you have to click on the button
“‘Configurate”. Now a further page should be opened, where the
configuration can be done:

S7-LAN V2.61

Pl test module

IP:192.168.1.56

» Home
m Connections
m Display
= Modules
@ Variable control
e 3T7-Gateway
¢ Watchdog
o NTP-Server
e |PDeviceToS7

= Configuration

= Access protection
= Password

= Restart

Deutsch

Configurate

CPU Operand Format Query Setpoint

3 FD 00000 Hexadecimal » == w 1234ABCD

3 FD 00004 Hexadecimal - -

3 FW 00008 Decimal - A

3 FW 00010 Binary - A

3 DB 00002.0BW 00012 Hexadecimal - hd

3 DB 00004.0BB 00012 Hexadecimal * <= ~ F§

3 DB 00008.DBW 00012 Hexadecimal v v

3 T 00010 SIMATIC Timer - A

3 coooiz2 Counter hd -

2 FD 00000 Hexadecimal - -
Hexadecimal - A

Updating in seconds: 15

E-Mail

E-Mail Supervision:
Sender:

Receiver:

Subject:

Server.

Port:

Username:

Passward:

Save

Hexadecimal -

Hexadecimal -
Hexadecimal -
Hexadecimal -

Hexadecimal -

255 = Off

¥

info@example.com
alert@example.com
Alert Message S7-LAN
192.168.1.90

25

@ copyright P1 2021

Within the section “Configurate” you can see a table where each line

represents a variable.

column description

CPU The address of the local bus participant from
where the variable should be queried.

Operand The variable which should be queried or maybe
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Format The format for the input and output of the
variable value. For timer and counters you
should use the formats “SIMATIC Timer® and
“Counter”.

Query The query type which should be performed to
the status value. The selection of a query type
leads to a coloring in the status view and affects
the e-mail notification, if enabled.

Setpoint The setpoint which belongs to the query. If no
query is selected, this field can be leaved empty.

Below the table you can find the text field “Updating in seconds”. Here
you can configure in which time span (specified in seconds) the variables
for the web page (and for the automatically monitoring) should be
refreshed. The value 255 disables the refreshing of variables.

controller, you have to address it as data block 1 (e. g. VB24 as

ﬁ If you want to watch and control the variable area of a S7-200
DB1.DBB24).

If you have a S7-LAN or S7-GATE device you will find the section
“‘E-Mail” below the first block. There you can enable the e-mail
notification for variables (only for variables where a query is configured)
and configure the connection to the mail server. If you want to use this
function you have to enable the option “E-Mail Supervision”. After that all
input fields for the mail server aren't grayed out anymore and can be
configured now. The following fields are available:

field description

Sender The e-mail address of the sender.

Receiver The e-mail address of the receiver.

Subject The subject which should be used for the e-mail.

If this field remains empty, the subject is built
from the device automatically by using the type,
name and IP address of the device.
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Server The IP address of the SMTP server.

Port The port of the SMTP server. When the value
65535 is entered, the default port 25 is used.
Username The user name of the e-mail account used for

the authorization on the SMTP server. (optional)

Password The password of the e-mail account used for the
authorization on the SMTP server. (optional)

Important:

The e-mail notification is available on S7-LAN and S7-GATE modules
only. The MPI-LAN cable doesn't have this function.

A secured connection to the mail server isn't supported currently!

You can also use a SMTP server from the internet. Please note
that therefore a IP gateway have to be configured in the device.

If you aren't sure, if your settings are correct, or if you want to test if the
e-mail sending is working correctly, you can send a test e-mail. Therefore
you have to click in the address line of your web browser and remove all
characters from the back until the slash after the IP address. Then you
have to enter the shortcut “sm” after this slash (e. g. 192.168.1.56/sm)
and confirm your input. Now the device tries to sent an e-mail. If the e-
mail reaches the configured receiver your settings are correct.

Hint:
The amount of variables which can be watched and controlled is limited
to 16 variables.
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43.4.2 S7-Gateway

The module “S7-Gateway” allows you to specify and configure couplings
to other controllers (e. g. via a S7-LAN, S7-GATE, MPI-LAN or S5-
LAN++ or directly to a S7-CP) which supports the RFC1006 protocol (by
Siemens also called “ISO-on-TCP”). For the coupling you can choose
between SEND/RECV and PUT/GET.

The coupling via SEND/RECV sends the user data directly on top of the
RFC1006 protocol. For the controlling of the communication a data block
as well as the necessary function codes are used on both sides. Thus a
change on both communication partners in necessary.

If you use PUT/GET for the coupling, the user data is packed within the
S7 protocol which then gets sent via the RFC1006 protocol. The
complete management of the connection as well as the decision which
data is getting sent or received is done by the active communication
partner. The coupling variant “PUT/GET active” also needs a data block
and the function codes, but a change on the program is only needed on
the PLC where the S7-LAN, S7-GATE or MPI-LAN is located. When
using the variant “X_PUT/X_GET” in combination with a controller
functions codes from Siemens can be used directly without the need of
an additional data block. This allows you to replace a coupling between
two controllers who are connected via MPI through a coupling between a
controller with MPI interface and another controller with network
interface. Another possibility for using the coupling variant
“X_PUT/X_GET” is to connect a terminal with MPI or Profibus interface
to a PLC with network interface. The LAN device thereby works in both
cases as a gateway between MPI and network. A change on the PLC
program with the LAN device is thereby only needed if no such coupling
via the MPI interface was used before.
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S7-LAN V2.61 Pl test module IP:192.168.1.56

= Home S7-Gateway
= Connections
m Display Connection: DB-active -
n Modules '
» Variable control Partner IP address Port Poll time CPU Data block Data word
o ST-Gateway 192.168.1.95 102 500 3 10 ]
+ Watchdog .
+ NTP-Server Src. TSAP (Hex) ¥ 0100 Dst. TSAP: 01 02
¢ |PDeviceToS7
= Configuration Connection: off -
= Access protection )
» Password Partner IP address Port Poll time CPU Data block Data word
m Restart 255.255.255.255 ||102 65535 255 65535 65535
Src. TSAP (Hex) Dst. TSAP:
Connection: Off -
Partner IP address  Port Paoll time CPU Data block Data word
255.255.255.255 ||102 65535 235 65535 65535
Src. TSAP (Hex) Dst. TSAP:
Connection: Off -
Partner IP address Port Poll time CPU Data block Data word
255.255.255.255 ||102 65535 255 65535 65535
Src. TSAP (Hex) Dst. TSAP:
Save
Deutsch

@ copyright P1 2021

The image was shorten to 4 connections for a better legibility!

A detailed explanation about the configuration and programming of your
controllers can be found in the section “Coupling between controllers”
(for DB active, DB passive and PUT/GET active) and “Translation from
MPI to network” (for X _PUT/X _GET) within the chapter “Project
integration and couplings”. Furthermore you can download some
example projects on the product page of the device. These are described
in the chapter “Example applications”.

On the page “S7-Gateway” up to 8 couplings can be configured. The
maximum number of data which can be sent or received is 512 bytes.
First you have to choose how the connection or coupling should be used.
Therefore you have to use the selection list “Connection”:
« Off: connection isn't used as coupling
« DB-active: device actively connects to the partner device and uses
SEND/RECYV for the coupling
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« DB-passive: device waits for a connection from the partner device
and uses SEND/RECYV for the coupling

 PUT/GET active: Device actively connects to the partner device
and uses PUT/GET for the coupling. The maximum number of data
is then limited to 200 bytes for PUT and 222 bytes for GET.

« X_PUT/X_GET: Device actively connects to the partner device
when the first job was received from the MPI bus and uses
PUT/GET for the coupling. The maximum number of data is then
limited to 76 bytes.

If you haven't chosen “Off” here you can continue the configuration of the
coupling. Therefore some fields within the coupling section should be

available now:

field description

Partner IP The IP address of the partner device.

address

Port The port of the partner device (fixed to 102; CP port).

Poll time The interval (in 10ms units) for the retrieving of the
data block from the controller for the job test.

CPU Bus address of the S7 PLC controller that controls
this connection. The controller must be on the same
bus as the device.

Data block The number of the data block, which is used for the
management of the communication.

Data word The data word offset within the data block.

Src. TSAP The TSAP of the source side (max.16 bytes).

Dst. TSAP The TSAP of the destination side (max. 16 bytes).

Hint:

For S7-200 controllers the data block 1 have to be used. This data block
refers to the variable area of the PLC.

If the option “Hex” in front of the field “Src. TSAP” is enabled the
configuration of both TSAP values have to be done in hex format.
Otherwise the input is recognized as ASCII characters.
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Important:

A too low chosen poll time can lead to a slowness of the device if the
configuration is faulty. Maybe you should consider to chose a higher poll
time first. If the connection is running successfully you can then decrease
this value.

When using SEND/RECV as coupling the both TSAP values
(shortcut for Transport Service Access Point), which are used
for the identification and assignment of the connection, have to
be crossed against each other on the devices. If you are using
PUT/GET the TSAP values should be exactly 2 bytes long and
represent the connection type and rack/slot value (e. g. 02 00).

4.3.4.3 Watchdog

The module “Watchdog“ can be used to monitor and view parity errors
and spikes on your bus. Both parameters are shown as decimal value on
this page and are automatically set back to zero after the page is loaded.

page 111 manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14



S7-LAN V2.61 Pl test module IP:192.168.1.56

= Home
= Connections
m Display
= [Modules
« Wariable control
o S7-Gateway
= Watchdog
e NTP-Server
¢ |PDeviceToS7

= Configuration

= Access protection
= Password

m Restart

Parity: 0
Spikes: 0

Deutsch
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After one second the complete page gets reloaded. Thereby both values
are refreshed.

The two values can also be retrieved via a simple TCP
connection (e. g. for monitoring purpose). Please read the
chapter “Example applications” for more information.

4.3.4.4 NTP-Server
With the module “NTP-Server® you can synchronize the time of your PLC

with a time server or simply write the current time to a data block within
the PLC.
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S7-LAN V2.61 Pl test module IP:192.168.1.56
= Home State

= Connections

m Display « The time was successfully synchronized with the time server. on 01/18/2021 at 09:57:24 AM.

= Modules « The data was successfully written to the PLC.

« Wariable control
o S7-Gateway

+ Watchdog

o NTP-Server

¢ IPDeviceToS7

= Configuration

= Access protection
= Password

m Restart

Deutsch

Configuration

4| sutomatically synchronize with a time server

IP address time server
Time zone

Automatic daylight
savings changeover

Update in seconds
Target CPU

Write directly to PLC
Target data block

Save

192.168.1.250
+1:00

v

300
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The section “State show some status information (e. g. the last time of
the synchronization or the last error) about the time synchronization.

Within the section “Configuration” you can configure this module and
thus the parameters for the time synchronization. If you want to activate
this function as well as the configuration fields you have to enable the
option “Automatically synchronize with a time server” first.

field

description

IP address time server

The
where the time should be retrieved.

IP address of the time server from

Time zone

The time zone or time difference to the
UTC/GMT time (e. g. +1:00 for Germany).

Automatic daylight
savings changeover

page 113

Indicates if the time should be changed
between the summer
automatically. Otherwise the winter time is

and winter time
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used always.

Update in seconds The interval in seconds, in which the time
should be retrieved from the server and
written into the PLC.

Target CPU The bus address of the controller, where the
time should be stored.

Write directly to PLC Indicates if the time should be set directly
within the PLC. Otherwise the time is written
to the specified data block.

Target data block The data block within the PLC, where the
time should be written to.

Hint:

For S7-200 controller the target data block 1 have to be used. This data
block refers to the variable area of the PLC.

Please avoid too low update rates to reduce the network and bus load.
For most applications one time update in one hour (3600 seconds) is
sufficient.

Important:
The function for directly writing the time into the PLC isn't possible for
S7-200 controllers.

% You can also use a NTP server from the internet. Please note
that therefore a IP gateway have to be configured in the device.

If the synchronization is enabled the device tries to retrieve the current
time from the specified time server and writes it into the PLC.

The time within the target data block is always written in ASCII format.
The data block should have the following structure:

address description example
DWO day (2 digits) '2''5'
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DW2 month (2 digits) '0"''9’

DD4 year (4 digits) '2''0'"1"'9’
DWS8 hour (2 digits) "1''3'

DW10 minute (2 digits) '4''T'

DW12 Bit 8 = synchronization is OK W#16#0100

4.3.4.5 IPDeviceToS7

Another module is “IPDeviceToS7”. There you can also configure
couplings to other devices such as on the page “S7-Gateway”. But the
usage of the module “IPDeviceToS7” isn't limited to controllers rather it
can be used for a multitude of network devices. For the communication
only a TCP connection is used. Via this connection the data then gets
exchanged in plain text. If enabled an additionally start or stop sequence
can be used. The management of the connection and jobs is done via a
data block within the controller.
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S7-LAN V2.61

Pl test module

IP:192.168.1.56

= Home
= Connections
m Display
n Modules
« \fariable control
+ S7-Gateway
+ Watchdog
o NTP-Server
o IPDeviceToS7

= Configuration

= Access protection
= Password

m Restart

Deutsch

IPDeviceToS7

Connection: IP-active ~
Parner IP address Port Poll time
192.168.1.91 1234 500

Star-Seq. (Hex) START =

Connection: Off -
Parner IP address Port Poll time
255.255.255.255 ||65535 65535

Stant-Seq. (Hex)

Connection: off -
Partner IP address  Port Poll time
255.255.255.255 ||65535 65535

Stant-Seq. (Hex)

Connection: Off -
Pariner IP address Port Poll time
255.255.255.255 ||65535 65535

Start-Seq. (Hex)

Save

CPU

Stop-Seq.:

CPU

255

Stop-Seq.

CrU

255

Stop-Seq.:

CPU

255

Stop-Seq.:

Data block
10

<5TOFP

Data block

—————

_____

_____

Data word
]

Data word

—————

_____

_____

@ copyright P1 2021

The image was shorten to 4 connections for a better legibility!

The complete description about the communication as well as the
parameterization of your CPU is described within the section “Coupling
between IP devices” in the chapter “Project integration and couplings”.

On the page “IPDeviceToS7” up to 8 couplings minus the amount of
configured “S7-Gateway” couplings can be configured. The maximum
number of data which can be sent or received is 512 bytes. First you
have to choose how the connection or coupling should be used.
Therefore you have to use the selection list “Connection”:

« Off: connection isn't used as coupling

« [P-active: device actively connects to the partner device
» [IP-passive: device waits for a connection from the partner device
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If you have chosen “IP-active” or “IP-passive” you can continue the
configuration of the coupling. Therefore the following fields within the
coupling section should be available now:

field description

Partner IP The IP address of the partner device.

address

Port The port of the partner device (freely adjustable).

Poll time The interval (in 10ms units) for the retrieving of the
data block from the controller for the job test.

CPU Bus address of the S7 PLC controller that controls

this connection. The controller must be on the same
bus as the device.

Data block The number of the data block, which is used for the
management of the communication.

Data word The data word offset within the data block.

Start-Seq. The sequence which is sent in front of the payload
(max.16 bytes).

Stop-Seq. The sequence which is sent after the payload (max.
16 bytes).

Hint:

For S7-200 controllers the data block 1 have to be used. This data block
refers to the variable area of the PLC.

If the option “Hex” in front of the field “Start-Seq.” is enabled the
configuration of both sequences have to be done in hex format.
Otherwise the input is recognized as ASCII characters.

Important:

A too low chosen poll time can lead to a slowness of the device if the
configuration is faulty. Maybe you should consider to chose a higher poll
time first. If the connection is running successfully you can then decrease
this value.
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4.3.5 Configuration

On the page “Configuration® you can change the most important
parameters of your device. All parameters are thereby grouped together
in multiple sections. Some parameters as well as complete blocks are
automatically shown or hidden depending on your configuration. Thus
you will only see the configuration settings which have to be configured
and are used from the device.
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S7-LAN V2.63 Pl test module IP:192.168.1.56

= Home General

" Cpnnectlons Mame: FI test module

= Display )

« Modules Factory settings: Load now

= Caonfiguration

= Access protection Network

= Password Use DHCP-

= Restart se ’
IP address: 192.168.1.56
Subnet mask: 255.255.255.0
Gateway Address: 0.0.0.0
Send Gratuitous ARP:

Bus configuration

Configuration: automatic v

PPI/ MPI ! Profibus
Always in Bus:

Local subscriber address: 0

RFC1006 connections

lgnore Rack/Slot from TSAP:

Convertion of Rack/Slot from
TSAP to BUS-address:

Destination CPU: 2535

57-Subnet-ID: 00o00-0000

Close TCP connection after bus
abort additionally:

Save
Deutsch

@ copyright P1 2021

Within the section “General” you can specify a name (max. 16 chars) for
your device. This name can be used for an easier identification.

Furthermore you can set your device back to the factory defaults, by
clicking on the button “Load now” within the line “Factory settings”. After
you have clicked on the button, a security query will be shown which
have to be acknowledged.

-f"'-

Lﬂ} When you restore to factory settings your device will have the

In the group “Network” you can change the IP settings from your device:

fields description
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Use DHCP Indicates if the device should obtain an IP
address from a DHCP server. Otherwise the
device will use the fixed configured IP address.

IP address The IP address of the device, which should be
used, so the device can communicate with your
PC and maybe also other network participants.

Subnet mask The subnet mask for the IP address. Both
parameters determine the network area in which
the device is located.

Gateway Address The IP address of the gateway / router. This
parameter is needed if the device have to
communicate over a router junction.

Send Gratuitous ARP | Indicates if the device should sent it's IP address
to all network participants via ARP cyclical.

Hint:

If you have enabled the DHCP option the device remains reachable via
it's old (previously configured) IP address. The DHCP option will not take
affect until a restart.

If the device boots up and DHCP is enabled the device queries for an IP
address on all DCHP servers within your network. If the device can't
obtain an IP address the device can be accessed with it's last configured
fixed IP address.

’ If you aren't responsible for the administration of your network,
you should ask your network administrator for the correct IP
parameters.

The group “Bus configuration® contains multiple parameters which are
needed for the communication on the PPI/MPI/Profibus. Some
parameters are grouped within sections again.

field description

Configuration Determines which bus configuration should be
used from the device:
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« automatic: configuration gets detected
automatically from the bus; if this
information is not available the
configuration from the PG/PC is used *

« from bus: configuration gets detected
automatically from the bus

» from PG: configuration from the PG/PC is

used
- fixed: configuration from the device is
used
Operation mode Determines the operation mode of the device:

* PPI: communication on the PPI bus for all
S7-200 controllers

* PPl Advanced: communication on the PPI
bus with the advanced, MPI compatible,
PPI protocol for newer S7-200 controllers

*  MPI: communication on the MPI bus

* Profibus DP: communication on the
Profibus with the profile DP

* Profibus Standard: communication on the
Profibus with the profile Standard

* Profibus Universal: communication on
the Profibus with the profile Universal

* PPI 9K6: conversion to the PPl bus with
9600 Baud (via COM port)

* PPI 19K2: conversion to the PPl bus with
19200 Baud (via COM port)

* PPl Multi-Master: communication on the
PPl bus with the multi master mode with
9600-187500 Baud (via COM port)

 RS232/485-Converter: conversion from
RS232 to RS485 (via COM port)

PPI / MPI / Profibus

Always in Bus Indicates if the device should stay within the bus
after a communication. Otherwise the device
leaves the bus after a communication.
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PG/PC is the only
master

Indicates if the device is the only master on the
bus and have to act as bus master. Otherwise
it's assumed that multiple masters are available
on the bus.

Local subscriber
address

The station address which should be used from
the device. This address can't be used from any
other participant and have to be smaller then the
configured HSA.

Baudrate The baud rate which should be used for the
communication on the bus.

Highest station Determines the highest station address (HSA)

address which is used on the bus.

RS485 interface

Baudrate The baud rate for the RS485 bus. If you chose
“Automatic” the device tries to detect the baud
rate automatically.

Databit The amount of data bits for the RS485 bus.

Parity The parity for the RS485-Bus.

Stopbit The amount of stop bits for the RS485 bus.

* The configuration “automatic” allows the correct function of the
device in nearly all cases. By default the detection of the baudrate
as well as the processing of the cyclical bus parameter protocol the
correct configuration gets detected automatically. If this information
is not available, the device alternatively uses the configuration
which gets sent from the PG/PC.

The group “For RFC1006 connections” shows some settings for network
connections via the RFC1006 protocol:

field description
Ignore Rack/Slot Indicates if the values for rack and slot, which
from TSAP are transmitted via the TSAP, should be ignored.

Convertion of

Indicates if the values for rack and slot within the
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Rack/Slot from TSAP | TSAP should be interpreted as a bus address.
to BUS-address This option allows you to communicate with
multiple controllers when using different rack/slot
values. An explanation and a table with the
values can be found in the appendix.

Destination CPU Determines the station address of the CPU
which should be used for RFC1006 connections.
The value 255 means that the directly connected
CPU should be used as the destination.

S7-Subnet-ID Determines the subnet ID of the MPI/Profibus
which should be used for RFC1006 connections.

Close TCP Indicates if the TCP connection should be closed
connection after MPI | in addition to the sent error packet, when the
abort additionally connection on the MPI bus gets terminated.

The last section on this page is “Others” which contains various
advanced settings, who doesn't belong to any of the other groups. This
group is only shown when the configuration mode “fixed” is selected.
Normally you don't have to change any of these settings:

field description

Protocol type Determines which protocol should be used
between the PC and the PG. By using the
setting “Automatic” the device tries to detect the
protocol automatically. (for serial communication
with PLC-VCOM only)

Delay before sending | Determines a delay (in 0.1ms units) which
should be used before sending a reply. (for serial
communication with PLC-VCOM only)

This setting may be needed for ProTool RT,
because otherwise the communication may get
interrupted. (recommended 30ms)

Send HMI-cable- Indicates if the version number of the HMI cable
version directly should be send as soon as possible. (for serial
communication with PLC-VCOM only)

This setting may be needed for some touch
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panels, because otherwise a connection can't be

established.

Show errors on
display

Indicates if errors should be shown on the

display. (MPI-LAN only)

4.3.6 Global data
On the page “Global data” you have the possibility to configure the
coupling used for the Global data communication. With this coupling you
can extend the exchange of Global data between controllers on the MPI
bus to another controller with network interface. The S7-LAN, S7-GATE
and MPI-LAN thereby interacts as a gateway between MPI and network.
A modification on the controller with network interface is not necessary.

S7-LAN V2.64 Pl test module IP:192.168.1.56

» Home Connection

* Connections Activation:

» Display

« Modules IP address: |192.168.1.95 |

« Configuration Send interval |100 |

= Global data Src. TSAP (Hex) |02 00 |

» Access protection

+ Password Dst. TSAP (Hex): l02 02 |

» Restart
Data areas

GDID Sender Data area

lep1.1.1 | O |Fpooais |
lep1.1.2 | [0 |pe0oo24.08w 00000:5 |
|6D1.2.1 | |DB 00024.DBW 00020:5 |
l6b3.1.1 | [ |pB00024.DBW 00010:5 |
leD4.1.1 | |ID 00036 |
| | O | |
| | O | |
| = |
| | O | |
| | O | |
| = |
| = |
| | O | |
| | O | |
| = |
| | O | |

Ceutsch

| Save |
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A detailed description about the procedure of the communication as well
as about the configuration of the controllers and Global data can be
found in the section “Global data communication” within the chapter
“Project integration and couplings”.

If you want to use the function for exchanging Global data you will have
to enable the option “Activation” within the group “Connection” first.
Afterwards you can specify the connection partner with the help of the
following fields:

fields description
IP address The IP address of the network controller.
Send interval The interval (in 10ms units) for requesting the

data areas which needed to be send from the
network controller and sending them as Global
data on the MPI bus.

Src. TSAP (Hex) The TSAP of the source side (the LAN device) in
hex format.

Dst. TSAP (Hex) The TSAP of the destination side (the network
controller) in hex format.

the connection type and the rack/slot value. Normally you can

ﬁ The TSAP values are by default 2 bytes long and consists of
simply use the value 02 00 here.

Hint:

The connection for the Global data communication internally uses one of
the 8 configurable couplings which otherwise gets configured via the
modules S7-Gateway or IPDeviceToS?7.

Within the group “Data areas” you can now specify the assignments
between the GD identifier and the corresponding data area within the
controller with network interface. This information can be entered into the
table with the following columns:
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columns description

GD ID The identifier for the Global data entry. This gets
automatically assigned by the SIMATIC Manager
and have to be taken over.

Sender Indicates if the network controller is the sender
for this entry. Otherwise the network controller is
the receiver.

Data area The data area within the network controller
where the data should be read from (sender) or
should be written to (receiver). The syntax for
this field is the same as used within the SIMATIC
Manager.

Important:

Within the table you only specify the assignments for data areas for the
network controller. Global data entries who aren't used by the controller
may not be entered.

4.3.7 Access protection

On the page “Access protection” you have the possibility to control the
access to the MPI or Profibus and their participants by allowing or
blocking certain IP addresses or IP ranges. The connection attempt from
a not allowed or blocked IP address will be rejected from the device.

If you have a S7-LAN++ or S7-GATE module you can also block or allow
the PG access (e. g. loading blocks) completely or for single addresses.
Furthermore you are able to configure to which variables an access
(separated into read and write access) is allowed or forbidden.
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S7-GATE V1.01 Pl test module IP:192.168.1.56
= Home ~|P access protection
- SQHTECUOHS protection mode: | Permit IPs from list b |
= Display :
« Modules IP address /P range #1: 192.168.1.1 | - [192.168.1.5 | Orc
= Configuration IP address /1P range #2: 192.168.1.50 | - [range (optional) | ®@rc
- E'Uba' datat . IP address /1P range #3: 1192.168.1.80 | - |192.168.1.120 | ®@rc
= Access protection
« Password IP address /P range #4: 1192.168.1.200 | - |range (optional) | Ore
= Restart IP address / IP range #5: |192.168.1.250 | |range (optional) | Orc
IP address / IP range #6: | | |range (optional) | Odpc
IP address /IP range #7: | | |range (optional) | Cpc
IP address / IP range #8: | | - [range (optional) | Ore
IP address / IP range #9: | | |range {optional) | e
IP address / IP range #10: | | |range {optional) | e
IP address /P range #11: | | |range (optional) | Orc
IP address /IP range #12: | | |range (optional) | Odpc
IP address /IP range #13: | | |range (optional) | Cpc
IP address / IP range #14: | | - [range (optional) | Ore
IP address / IP range #15: | | |range {optional) | e
—data area access protection
protection mode: | Permit specified data areas ~
apen help
; Data for/fof HMI
r:DB11.DBE®, 288
r:DB12.DBB4@-79
rw:DB12.DBB8@-119
; Data for PDA
r:DB14.0BX8.2 ; trigger from PLC
w:DB14.DEX®.3 ; confirmation of PDA
r:DB14.DBD4-276
3 Clock Memory
r:iFBL
3 temporarily direct access to some inputs
r:IW32-36 ; buttons, limit switches, etc.
sr:IDE3 ; temperature sensor
r:ID76 ; proximity sensor
|-Save-|
Deutsch ' )
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Within the group “IP access protection” you can specify for which IP
addresses or IP ranges an access should be allowed or forbidden. At
first you should select in which mode the access protection should work.
Therefore you can use the selection list “protection mode” to choose the
desired mode:

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-Il V2.14 page 128



* Disabled: The access protection is not used. Every IP address can
establish a connection to the bus and its participants. This is the
factory default.

* Permit IPs from list: Only the IP addresses who are listed within
the address list can establish a connection to the bus and its
participants.

* Prohibit IPs from list: Only the |IP addresses who are not listed
within the address list can establish a connection to the bus and its
participants.

After the protection mode is selected you can enter IP addresses and IP
ranges into the list. When you want to allow or block single IP addresses
you have to fill in the first row only. If you instead want to allow or block a
complete IP range you have to fill in both fields of the address line.

On S7-LAN++ and S7-GATE modules you are also able to limit the PG
access. If you have selected “Permit IPs from list” you will see the option
‘PG” behind the address fields. If this option is selected then PG
functions, like loading blocks, for this IP address or IP range is allowed.
Otherwise only the reading and writing of variables is allowed. When you
have selected the protection mode “Disabled” or “Prohibit IPs from list”
then there will be the separated group “PG access protection” shown,
where you can permit or prohibit the PG access globally for all
connections.

Another function you will have with the S7-LAN++ and S7-GATE devices
is to limit the access to single variables. This configuration can be done
within the group “data area protection”. Before you start to specify the
variables you have to select the mode in which mode the access
protection should work. With the list “protection mode” you can select
one of the following modes:
» Disabled: The access protection is not used. Every variable can be
accessed for reading and writing. This is the factory default.
* Permit specified data areas: Only the specified variables can be
accessed.
* Prohibit specified data areas: Only the variables who are not
specified can be accessed.
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After you have selected the protection mode you can start to specify the
variables within the text field.

If you have multiple participants on the bus you should specify the
address of the CPU. This can be done with the instruction CPU x,
whereby the x have to be replaced with the address of the CPU. This
instruction then applies to the next lines until a new instruction follows. If
the instruction is missing then the address of the directly connected
participant or the address 2 is used.

The variables have to be specified as operands in the S7 syntax:

Data area Data type |Example

Input | Output | Flags BOOL I1.0 | Q1.7 | F3.4
Input | Output | Flags BYTE IB1 | QB3 | FB40
Input | Output | Flags WORD Iw2 | QW8 | FD42
Input | Output | Flags DWORD ID8 | QD12 | FD44
Timer TIMER T4

Counter COUNTER [C5

Data block BOOL DB20.DBX1.6

Data block BYTE DB20.DBR7

Data block WORD DB20.DBW14

Data block DWORD DB20.DBD20

You are also able to specify an operand area:
FWA2-FW48 Flag word 42 to 48 (inclusive, alternative Fw42-438)

FW42, 4 4 words from flag word 42

Before the operands you can also specify an access type if needed:

r: Read

W Write

rw: Read and write (default, if not specified)

On the text field you can use comments. The text within the comments

gets not processed. A comment starts with the characters # ' // or —-
and applies to the rest of the line.
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Finally some examples:

CPU 3 Following operands are related to participant
3

r:QB3 Reading the output byte 3

w:C5 Writing the counter 5

rw:DB20.DBX1.6 Reading and writing the bit 6 in byte 1 of
DB20

DB20.DBB7 Reading and writing the byte 7 of DB20

w:DB20.DBW14-DBW20  Writing the words 14 to 20 of DB20

// HMI access Comment with any text

Hint:

If you want to specify operands of the variable area from a S7-200, you
have to address them as data block 1 (e. g. VB24 as DB1.DBB24).

password for the web server. Otherwise the access protection

ﬁ If you are using the access protection you should also use a
can be easily disabled by third parties.

Important:

The access protection applies only to RFC1006 connections (TCP port
102) who are incoming on the device. All other connections, e. g. for the
web server, or outgoing connections from the device, which are used on
active couplings (S7-Gateway and IPDeviceToS7), aren't affected by the
access protection.

4.3.8 Password

On this page you can configure passwords which are then needed for
the access to the web server. Each of the passwords can consists of a
maximum of four characters. If a password protected page gets opened
you will get requested to enter the highest available password.
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S7-LAN V2.61 Pl test module IP:192.168.1.56

= Home Password for general web browser access

= Connections Use Password (max. 4 characters)
m Display
m Modules
m Configuration Repeat password:
m Access protection
= Passwaord

m Restart

Password:

Password for option variable control

Use Password (max. 4 characters)

Password:

Repeat password:

Password to configurate the option variable control

Use Password (max. 4 characters)

Password:

Repeat password:

Save

Deutsch

® copyright P1 2021

If you want to specify one of the passwords you have to enable the “Use
Password” field and enter the password in the two text fields. The input is
concealed and shown as dots. If you have finished your configuration
you have to click on the button “Save”.

If you want to remove a password again you have to disable the field
“‘Use Password” of the corresponding password and then click on the
“Save” button.

If you have enabled the password usage but aren't entered any
password, no password gets configured because of security
¥ reasons.

Hint:
The password fields are always empty if you open the page again. This
is completely normal and the password is kept nevertheless.
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The following table shows, which password is needed for the access to

the various web pages:

page needed password
Home -

Connections -

Display general password
Modules -

Modules — Variable control

Modules — Variable control:

password for variable control

controlling variables

Modules — Variable control:
configuration

password for configuration of variable
control

Modules — S7-Gateway general password

Modules — Watchdog general password

Modules — NTP-Server general password

Modules — IPDeviceToS7 general password

Configuration general password

Configuration:
Factory defaults

general password or others *

Global data general password

Access protection general password

Password general password or others *

Restart -

*

If no general password for the web browser access is set you have
to enter both other passwords (if configured) to access these page
or use this function.

Please pay attention to the password prompts on the web
pages. The device always tells you which password you have to
enter now.
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Important:

If you have logged in to your device with a password, the entry “Logout”
is shown in the menu. This entry should be used to log off of the device
again to protect your device against unauthorized configuration changes.

4.3.9 Restart
On the page “Restart” you can execute a restart of your device. The
pages therefore shows a short hint as well as a button:

S7-LAN v2.61 Pl test module IP:192.168.1.56
= Home )

» Connections To restart the S7-LAN module click the button below

m Display

= [Modules Iﬂ,

= Configuration

= Access protection
= Password

= Restart

Deutsch

@ copyright P1 2021

The restart doesn't get executed until you have clicked on the button.
After you have clicked on the button the page will reload and then the
device executes the restart.

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 136



5 TIC

The program TIC combines an interface configuration tool (formerly S7-
IFC), which is used for searching, configuring and managing your
devices, and the Direct Driver TIC (shortcut for Totally Integrated
Communication), which is used for the communication with your devices.

Therefore the TIC driver signs up directly on the PG/PC Interface from
Siemens. Here you can choose which device should be used for the
communication as well as configure it. In this way the TIC driver is well
integrated to Siemens programs like TIA Portal and SIMATIC Step 7
Manager, as well as STARTER, WinCC and many more programs.

5.1 Installation
Before you can use the TIC driver for configuring and using your device
for communication, you have to install it.

If you want to use the TIC as communication driver, you have to
make sure that the needed Siemens software is installed
already. Otherwise the TIC driver can't sign up itself within the
PG/PC Interface.

Hint:
If you already have installed an older version of the TIC, you can simply
install the new version over the old one.

To start the installation you have to download the ZIP archive with the
installation data from the product page. Now you can extract this archive
and execute the file setup.exe.
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In the first step you may get asked to choose the setup language:

| Installer Language ‘ I&ﬂ

Please select the language of the installer

|Engiish |

[ oK ] [ Cancel ] I

Next you can select in which folder the TIC should be installed. Normally
the default suggestion can be used. But if you would like to install it to
another folder, you can select it by clicking on the “Browse ...” button too.

[~ ; al
#42 TIC ETH/USB 2.41 Setup: hsmllmw

__ Setup will install TIC ETH/USE 2.41in the following folder. To install in a
I‘;—' different folder, dick Browse and select another folder. Click Install to start
) the installation.

Destination Folder

\Program Files (x86)\PIVTIC) Browse. ..

Space reguired; 9.7 MB
Space available: 82,5 GB

When you have clicked on the “Install” button, the installation process
get's started. Before and while the installation is running, some tests are
getting executed (e. g. for an older version). The installation assistant will
guide you through the whole process and shows you the current state.

In the last step you get asked, if a restart of your PC may be executed.
Here you should select “Yes” if possible. Otherwise you can do the
restart later manually.
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r I
ﬁ TIC ETH/USE 2.41 Setup l-“*'-"'"]

| ves || Mo

Important:
Before you can use the TIC driver the computer must be restarted.

5.2 Searching for devices
The main window of the TIC shows you a list with all found devices as
well as a menu and some more control elements like buttons.

B Interface Configurator

File address book Extras Help
complete search hd Update Farameterize Backup/FRestare Apply
Search | J ] |
‘ _ . _ Exit
Type [ M arne: | Access [ Serial Mo | Device E_ Update
@ MPIHI o MPI-USE Test MPHI use e W75 Y275
ﬁ S7-LaMN Pl test module IP192.168.1.56 07583303 V255 V2585
@ MPI-LaN Service MPI-LAN IP:192.168.1.95 04948503 W2.80 V2a0
*®

By default the TIC searches for all devices, which are connected to your
PC or network, when starting the program. By clicking on the button
“Search” a new search can be executed at any time. If you want to
search only for a specific device type or via a specific interface, you can
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select it via the selection list next to the search button. If you have
selected “search via network™ the IP field get's enabled and you can
enter an IP address manually. The device with this IP address then get's
directly addressed on the next search.

LAN devices which are behind a router, can unfortunately not

. be found by the normal search. If you want to access such a
device, you have to select “search via network”, enter its IP
address manually and search for devices again. Now the device
should be shown in the list.

The columns within the list view have the following meanings:

column description

Type The type of the device. On the first column the
image, which belongs to this device type, is
shown additionally.

Name The name of the device. This can be configured
within the settings at will.

Access A brief info about the way the device was found
and gets accessed.

Serial No. The serial number of the device. This info is
available on LAN devices only.

Device The firmware version which is running on the
device.

Update The current firmware version which is delivered

with the TIC driver. If an update is possible the
complete row gets colored in light blue.

If you want to start with the configuration of a device, you have to select
it from the list by clicking on it. After that a few buttons above the list as
well as some menu items are getting enabled.
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5.3 Configure devices

When you have selected a device from the device list, you can now
begin to configure this device. Therefore you can use the buttons which
are shown above the list. Furthermore you can also open some
dialogues by executing double click on specific cells.

5.3.1 Network settings

The program TIC allows you to change the network settings of your LAN
devices easily. For parameterization you have to execute a double click
on the cell “Access”. Now a dialog should appear, where you can specify
the IP address, the subnet mask, the IP address of the gateway as well
as the device name. Furthermore some information respectively the
current configuration about the selected device are shown on the top of
the window.
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Settings of the chooszen device I&

Device type: S7-LAN

Device name: Pl test rodule

IP address: 1392168.1.56

MALC address: 00:08:F4:73:D0:15

Factory defaults |

Configuration

[~ Usze DHCP i
IP address: | 192 168 . 1 . BB
Subnet mazk: | 2ER 28R 28R 0

Gateway address: | o . o0 .0 .0

Device name: |F'I test module

Apply | Abort |

If you want to set your device back to the factory defaults you can click
on the button “Factory defaults”. More information about this function can
be found in the section “Special functions”.
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The TIC can also change the network settings of devices, who
aren't within the same subnet as your PC. So you don't need to
change the IP address of your PC, if you want to change the
network settings of your LAN device.

Hint:

The configuration of the network settings can also be done on the
general settings dialog. But this dialog only works if the PC and the
device is on the same subnet. The network dialog doesn't have this limit.

5.3.2 Settings

If you want to change the device settings, you have to click on the button
‘Parameterize”. Now a window with multiple settings grouped into some
sections gets opened where you can now configure your device. Within
the dialog only the settings relevant to your device type as well as to the
configuration are shown. This allows an easier configuration.
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Settings / State

—General
Mame: I PI test module
Factory settings: ﬂl
—Metwork
Use DHCP: r
IF address: I 92 ., 188 . 1 . 56
Subnet mask: | 255 , 255 ., 255 ., O
Gateway address: I o . o . 0o . 0
Send Gratuitous ARP: v
—Bus configuration
Configuration: Iaub:umatiu: LI
PPI / MFI | Profibus
Always in Bus: v
Local subscriber address: I 0
—RFC100& connections
Ignore Rack/Slot from TSAP: v
Convertion of Radk/Slot from r
TSAP to BUS-address:
Destination CPU: I 255
57-Subnet-ID: | 0000-0000
Close TCP connection after bus v
abort additionally:

Hint:
As an alternative to the click on the button “Parameterize” you can also
execute a double click on the cell “Name” of the corresponding device.

Within the section “General” you can specify a name (max. 16 chars) for
your device. This name can be used for an easier identification.

Furthermore you can set your device back to the factory defaults, by
clicking on the button “Load now” within the line “Factory settings”. More
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information about this function can be found in the section “Special
functions”.

In the group “Network® you can change the IP settings from your device
(LAN devices only):

fields description

Use DHCP Indicates if the device should obtain an IP
address from a DHCP server. Otherwise the
device will use the fixed configured IP address.

IP address The IP address of the device, which should be
used, so the device can communicate with your
PC and maybe also other network participants.

Subnet mask The subnet mask for the IP address. Both
parameters determine the network area in which
the device is located.

Gateway Address The IP address of the gateway / router. This
parameter is needed if the device have to
communicate over a router junction.

Send Gratuitous ARP | Indicates if the device should sent it's IP address
to all network participants via ARP cyclical.

Hint:

If you have enabled the DHCP option the device remains reachable via
it's old (previously configured) IP address. The DHCP option will not take
affect until a restart.

If the device boots up and DHCP is enabled the device queries for an IP
address on all DCHP servers within your network. If the device can't
obtain an IP address the device can be accessed with it's last configured
fixed IP address.

’ If you aren't responsible for the administration of your network,
you should ask your network administrator for the correct IP
parameters.
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The group “Bus configuration“ contains multiple parameters which are
needed for the communication on the PPI/MPI/Profibus. Some
parameters are grouped within sections again.

field

description

Configuration

Determines which bus configuration should be
used from the device:

automatic: configuration gets detected
automatically from the bus; if this
information is not available the
configuration from the PG/PC is used *
from bus: configuration gets detected
automatically from the bus

from PG: configuration from the PG/PC is
used

fixed: configuration from the device is
used

Operation mode

Determines the operation mode of the device:

PPI: communication on the PPI bus for all
S7-200 controllers

PPl Advanced: communication on the PPI
bus with the advanced, MPI compatible,
PPI protocol for newer S7-200 controllers
MPI: communication on the MPI bus
Profibus DP: communication on the
Profibus with the profile DP

Profibus Standard: communication on the
Profibus with the profile Standard

Profibus Universal: communication on
the Profibus with the profile Universal

PPl 9K6: conversion to the PPl bus with
9600 Baud (via COM port)

PPl 19K2: conversion to the PPI bus with
19200 Baud (via COM port)

PPl Multi-Master: communication on the
PPl bus with the multi master mode with
9600-187500 Baud (via COM port)
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 RS232/485-Converter: conversion from
RS232 to RS485 (via COM port)
— Hint: For the devices MPI-Il and MPI-USB the
modes are separated into “Serial” and
“USB” to choose the communication
path.

PPI / MPI / Profibus

Always in Bus

Indicates if the device should stay within the bus
after a communication. Otherwise the device
leaves the bus after a communication.

PG/PC is the only
master

Indicates if the device is the only master on the
bus and have to act as bus master. Otherwise
it's assumed that multiple masters are available
on the bus.

Local subscriber
address

The station address which should be used from
the device. This address can't be used from any
other participant and have to be smaller then the
configured HSA.

Baudrate The baud rate which should be used for the
communication on the bus.

Highest station Determines the highest station address (HSA)

address which is used on the bus.

RS485 interface

Baudrate The baud rate for the RS485 bus. If you chose
“Automatic” the device tries to detect the baud
rate automatically.

Databit The amount of data bits for the RS485 bus.

Parity The parity for the RS485-Bus.

Stopbit The amount of stop bits for the RS485 bus.

*

The configuration “automatic” allows the correct function of the

device in nearly all cases. By default the detection of the baudrate
as well as the processing of the cyclical bus parameter protocol the
correct configuration gets detected automatically. If this information
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is not available, the device alternatively uses the configuration
which gets sent from the PG/PC.

The group “For RFC1006 connections” shows some settings for network
connections via the RFC1006 protocol (LAN devices only):

field description

Ignore Rack/Slot Indicates if the values for rack and slot, which
from TSAP are transmitted via the TSAP, should be ignored.
Convertion of Indicates if the vales for rack and slot within the
Rack/Slot from TSAP | TSAP should be interpreted as a bus address.
to BUS-address This option allows you to communicate with

multiple controllers when using different rack/slot
values. An explanation and a table with the
values can be found in the appendix.

Destination CPU Determines the station address of the CPU
which should be used for RFC1006 connections.
The value 255 means that the directly connected
CPU should be used as the destination.

S7-Subnet-ID Determines the subnet ID of the MPI/Profibus
which should be used for RFC1006 connections.

Close TCP Indicates if the TCP connection should be closed
connection after MPI | in addition to the sent error packet, when the
abort additionally connection on the MPI bus gets terminated.

In the section “TeleService” you can enable and then configure the TS
function (MPI-II and MPI-USB only). If you want to enable the function
you have to set the check on the option “Use function” and save the
configuration.

If the function is enabled you can open the configuration dialog of the TS
function by clicking on the button “Open now” within the line
“Configuration”. All further explanations about the function and the
configuration can be found in the manual for the TeleService devices.

Furthermore the setting “A20-Terminal connected” will be shown as soon
as the function is enabled. This option determines if the device is
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connected with a A20 or M20 terminal and thus no controlling lines are

used.

Important:

Even if the group “TeleService” is shown for MPI-USB devices too, the
TS function can be used on MPI-Il devices only.

The last section on this dialog is “Others” which contains various
advanced settings, who doesn't belong to any of the other groups. This
group is only shown when the configuration mode “fixed” is selected.
Normally you don't have to change any of these settings:

field

description

Protocol type

Determines which protocol should be used
between the PC and the PG. By using the
setting “Automatic” the device tries to detect the
protocol automatically. (for LAN devices for
serial communication with PLC-VCOM only)

Delay before sending

Determines a delay (in 0.1ms units) which
should be used before sending a reply. (for LAN
devices for serial communication with PLC-
VCOM only)

This setting may be needed for ProTool RT,
because otherwise the communication may get
interrupted. (recommended 30ms)

Send HMI-cable-
version directly

Indicates if the version number of the HMI cable
should be send as soon as possible. (for LAN
devices for serial communication with PLC-
VCOM only)

This setting may be needed for some touch
panels, because otherwise a connection can't be
established.

Show errors on
display

Indicates if errors should be shown on the
display. (MPI-Il, MPI-USB and MPI-LAN only)

Requirement of USB
current

Determines how much current (OmA or 360mA)
for the USB interface the device should request
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during initialization with the PC. (MPI-II and MPI-

USB only)

— Important: Even if this setting can be
changed for the MPI-USB, the
setting should be changed for the
MPI-1l only. Otherwise the PC
port may get overloaded.

5.3.3 Web page parameterization

If you want to configure your device via the web page, you can simply
execute a double click on the cell with the device image or type. After
that the web page of your device should be opened within your default
web browser. Navigate to the item “Configuration” via the hyperlinks on
the menu on the left side. Now you should see the device settings and
have the possibility to change them. A detailed explanation about the
parameters can be found in the chapter “Control elements” within the
section “Web server”.

Hint:
The parameterization via web page is only possible on LAN devices,
because the other devices don't have an integrated web server.

5.3.4 Firmware update

The interface configuration tool of the TIC also allows you do update the
firmware of your device. The TIC program always contains the latest
firmware files for all device types. If you want to execute an update you
can simply click on the button “Update”. Now you have to confirm the
questions and messages to start the process. If the firmware already is
the latest one or even newer then the firmware which is delivered by the
TIC, the button is grayed out.
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r-l-lc 3 hl

lel Do you want to update the selected device?

Yes Mo

The firmware version of your device should always be suitable
to the TIC driver. Otherwise you may get problems while
communicating with your device! We recommend you to always
use the latest TIC driver and the contained firmware versions
for your devices.

5.3.5 Backup/Restore
If your device configuration changes regularly it may be helpful to create
a backup of these configurations by using the function “Backup/Restore”
so you can restore them when needed. If you have selected a device
and clicked on the button “Backup/Restore” within the main window the
following dialog will appear:

[ i

Backup/Restore

“WWhat do you want bo do with your configuration;

Backupto PC Restore to Device
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When you want to create a backup of the configuration you have to click
on the button “Backup to PC”. Now the configuration from the device
gets retrieved. After that you have to select a folder and enter a file name
where the configuration should be stored.

If you already have a backup and want to load it back to the device you
can click on the button “Restore to device” and select the created
backup. The configuration then gets loaded back to the device.

Hint:

A configuration backup which was created for e. g. a S7-LAN module
can merely be loaded back to a S7-LAN module. Only the backups for
the devices MPI-USB and MPI-Il are compatible among themselves.

5.3.6 Setting up the communication

If you have installed software from Siemens or generally the PG/PC
Interface on your PC, the button “Apply” is shown on the top right corner
of the main window. After you have clicked on the button a dialog will
appear where you can select for which driver of the TIC you want to
select the device and therefore use it for the communication. The
selection of the device via the PG/PC Interface dialog isn't necessary
anymore then.

Selection of driver [-LhJ

Please select for which driver the device
should be submitted:

{* TIC ETH/USE MPI
(" TIC ETH/USE PPI

(" TIC ETH/USE Profibus

Apply Abort |

Hint:

The PG/PC settings like for example the Automatic-mode can't be
changed here. If you want to change these settings you will have to open
the PG/PC Interface dialog anyway.
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Important:

If you have opened the TIC via the PG/PC Interface dialog the window
with the selection of the driver doesn't appear rather the device gets
submitted for the chosen driver within the PG/PC Interface directly.

5.4 Special functions
In this section some further functions are described which doesn't belong
to the basic configuration of a device.

5.4.1 Factory defaults

If you want to set your device back to the factory default settings, you
can to this by clicking on the item “Factory defaults” within the menu
“Extras”. As soon as you have clicked on the item a message will appear
which have to be confirmed by clicking on “Yes”.

r-l-lc ; i

[9] Do you want to load factory defaults?

Yes Mo

Hint:

The button “Factory defaults” within the dialog for network settings as
well as the entry on the settings dialog does exactly the same thing as
the here described menu item.

Please note, that if you set back a LAN device to it's factory
» defaults, it is reachable with the IP 192.168.1.56 subsequently!
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5.4.2 Device state

Within the settings dialog you will always see the configuration of the
device. But in some situations it may be useful you see the current
parameters who are used by the device (e. g. if a bus configuration is
expected from the bus or PC).

The TIC allows you to show this current device parameters. Therefore
you have to click within the menu “Extras” to the item “Device state”. Now
a dialog which looks similar to the settings dialog will be shown. In this
dialog only the relevant parameters are shown too.

| Settings / State u
rGeneral — -
| Product name: S7LAN
Version: 2.58
Mame: PI test module
Serial number: 7589909
—MNetwark -
Use DHCP: off
IP address: 192.168.1.56
MAC address: 00:0B:F4:73:00:15
Subnet mask: 255.255.255.0
Gateway address: 0.0.0.0
Send Gratuitous ARP: On

—Bus configuration

Configuration: automatic

Operation mode; Profibus DF
—PPI / MPI | Profibus

Always in Bus; on
PG/PC ist the only master: Off
Local subscriber address: i
Baudrate: 12M
Highest station address: 126
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5.4.3 Bus diagnostic

Additionally to the viewing of the state and used configuration of a device
it also could be useful to show some information about the bus state and
parameters as well as the connected participants.

The TIC therefore provides an own dialog where you can extract all this
information. This dialogue is the same as used as diagnostic dialog
within the PG/PC interface. But you can also open this dialog from within
the TIC without the need for any Siemens software installed on your PC.
If you want to open the dialog you first have to select a device within the
main window and then click on the entry “Bus diagnostic” from the
“Extras” menu. The dialog should look like the following.

[ m
bus diagnostic - LAN 192.168.1.56 X

PROFIBUS/MFI net diagnostic

test

station address:

bus parameters:

bus particpants

01 2 3 45 6 7 & 9 10 11 12 13 14 15 16 17 18 19
o T Crrrrerrrerecrrrrrrrrr
o e rrerrrrrrrrrr
o Crrrrrerrrerrrrrrrrrrrr
ec T rCrCrrrCrrCrrCrrrrr
s CCCr-rrrerrrrrrrrrrrrrrr
wolCrCrCrrrecrCrrerrrrrrrrrr
i CrCrrrr legend
[~ station passive
|v station active
read [V station activeready
f* own station (PG)
[ |

When you click on the button “test” a connection to the device and bus
will be tried to establish. If an error occurs thereby this will be shown on
the first field. Otherwise the collected information about the bus (baud
rate, profile, bus times, etc.) as well as the own station address will be
shown.
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If you like to see a list with the available bus participants you can click on
the button “read”. Now the participants will be determined and shown via
the corresponding control fields. Please refer to the legend on the lower
right of the dialog.

When you have refreshed the list with available bus participants you can
click on the control fields of the participants. Thus the diagnostic buffer of
the corresponding participant gets read and will be shown in a separate
dialog:

| Diagnostic for participant #3 x=)

Mo. | Time stamp ID Description
L:- 27.10.2022 05:54:31.429
27.10.2022 05:54:31.428 16# 1382 Reguest for automatic warm restart
27,10,2022 05:54:31. 306 16# 4301 Mode transition from STOP to STARTUP
27.10,2022 05:54:23,301  16% 5371 Distributed I/0s: End of the synchronization with a DP ma. ..
27.10.2022 05:54:26.824  16% 4300 Power on backed up
26,10,2022 14:36:31.081  16#494E  Power failure
26,10,2022 05:52:19.822 16# 4302 Mode transition from STARTUP to RLUN
26.10,2022 05:52:19.820 16% 1382 Request for sutomatic warm restart
26,10,2022 05:52:19.699 16# 4301 Mode transition from STOP to STARTUP
26.10.2022 05:52:16.692  16%# 5371 Distributed I/0s: End of the synchronization with a DP ma. ..

LR R, R SOty K

[ =i = e}

0

Details for event 1 of 10:

Mode transition from STARTUP to RUN -
Startup information:

- Time for time stamp at the last backed up power on
- Single processor operation

Current/last startup type:

- Automatic warm restart after backed up power on
Permissibility of certain startup types:

- Manual warm restart permitted

- Automatic warm restart permitted i

Schliefien

m

5.4.4 Connection test

If you have problems with the connection to your LAN or USB device,
you can use the connection test to check why there are problems by the
connection to the device.

The test for LAN connection checks the basic communication path as
well as all from the device supported protocols. For USB connections the
basic USB connection, the driver as well as the availability gets checked.
With the help of the test result you should be able to detect and solve
problems by your own in short time.

The connection test can be opened by clicking on the entry “Connection
test” within the menu “Extras”. When you have selected the entry a
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window will appear where you can choose the interface (Network or
USB) and enter the IP address for the test. If a device was set in the
main window its information will be preassigned for the test.

r N
Connection test [—?—J

Interface: |Netwcurk j

IF address: |

start test

After you have selected the interface and entered the IP address you can
click on the button “start test”. Depending on the connection the test may
be finished in a few seconds. The process as well as the result will be
shown within the window.

5.4.5 PPl Boot off

If your device works in a converter mode (PPl or manual) the normal
communication isn't possible anymore, because all the protocols are
redirected to the RS485 interface. USB and LAN devices can be found in
this mode from the TIC driver with the integrated search function but not
configured. Serial devices can't even be found, if they are in this mode.

When you have to access the device nevertheless (e. g. for configuration
or executing a update), you can temporarily disable this mode on the
device. This can be done with the function “PPI Boot off”.

If you want to execute this function you have to click on the entry “PPI
Boot off” within the menu “Extras”. Now a dialog gets opened where you
can select “USB” or a COM port. When you want to leave the converter
mode for LAN devices temporarily you have to select the device within
the device list, before you open the dialog. The entry “LAN” should be
available and preselected then.

L A

Choose port

\UsE -]

Cancel

il
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If you have selected an interface in the window and clicked on the “OK”
button a short message will be shown. This message have to be
confirmed. In the next step the function gets executed and you will get a
message with a feedback. If the action was successful you can now
configure your device normally or, for serial communication, search for it.

’ If you want to bring your device back to the previous mode, you
have to disconnect it from the power supply and connect it
again!
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5.4.6 Emergency loader

The emergency loader is a small program within the device, which allows
you to import the firmware to your module / cable again, if a previously
started firmware update failed.

-
B Interface Configurator

File address book Extras Help

complete search - ate : ] Fie
Search | J | |
‘ . . . Exit
Type Mame Access Serial Mo, Device | Update [
I @ MPI-I ar MPI-USE Test WP use e W2.75 W2.75
ﬁ S7-LAN Emergency-Loader IF:192168.1.106 00000000 Y113 W2 55

Devices who are in the emergency loader are colored in orange and
assign them the next free IP address from the PC to itself automatically
(only for LAN devices). The update can be executed normally by first
choosing the device and then clicking on the button “Update”.

Important:

A device which is located in the emergency loader can't be used for PLC
communication or normal configuration. The only possible function is the
execution of the update process.

The access to a LAN device which is located in the emergency
loader is only possible, if it's within the same physical network
' as your PC.
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5.4.7 view config file

If you have created a backup from your device via the Backup/Restore
dialog you can view the configuration from this file without the need to
load the configuration back to the device. When you want to use this
function you have to click on the entry “view config file” within the menu
“‘extras” and select the created configuration file afterwards. Now you
should see a dialog with the configuration:

Settings / State e 23 |
—General
Product name: STLAN
Version: 2.63
Mame: PI test module
—MNetwork
Use DHCP: off
IP address: 192.168.1.56
Subnet mask: 255.255.255.0
Gateway address: 0.0.0.0
Send Gratuitous ARP: On
—Bus configuration
Configuration: automatic
PPI / MPI / Profibus
Always in Bus: on
Local subscriber address: i]
—RFC1006 connections
Ignore Rack/Slot from TSAP: on
Convertion of Rack/Slot from off
TSAP to BUS-address:
Destination CPU: 255
S57-5ubnet-1D: Qo00-0000
Close TCP connection after bus On

abort additionally:
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5.5 Address book

The TIC contains an address book which allows you to manage your
network devices (S7-LAN, S7-GATE and MPI-LAN as well as S5-LAN).
With the address book you can simply group multiple devices together as
a plant or hall. Thereby you have a quick overview over all your devices.
Furthermore you can directly assign a device for a communication driver.

Hint:
If you want

to use the address book for assigning S5-LAN modules for

communication you need the PLC-VCOM V2.81 or newer. Furthermore

the setting “

If you want

allow access via TIC address book” have to be enabled.

to open the address book, you have to click on the entry

“‘open address book” within the menu “address book”.

r

address book

L)

check
devices

impart | groups | add device | setup

cammunication

export | S5-LAN search | remove device

| qgroup | name | IP address | device type |
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When the dialog opens a search for the availability of the configured
devices is started automatically. If you want to execute the search again,
you can click on the button “check devices”. The device entries in the list
are automatically colored in red (device not found), orange (device not
within the same subnet as the PC) or green (device reachable). If you
select a device from the list some buttons get enabled.

Hint:
If you open the address book for the first time and haven't added any
device to it, this device list is empty.

5.5.1 Groups

Before you can start with adding and managing your devices, you have
to add groups for these devices. Therefore you have to click on the
button “groups”. After that the following dialog should appear:

manage groups Iér
N

group names

house technic
waste-to-energy-plant
service devices

Ok |

The usage of groups is necessary. If you don't want to group
your devices, you nevertheless have to create a single group
¥ and name it e. g. “devices”.
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5.5.1.1 Add group

If you want to add a new group you have to click on the button “add”
within the group dialog. Next a dialog will be opened where you can
specify the name of the group:

radd group [é]

name of new group:

| shredder plant

Hint:
The specified name of the group have to be unique and can't be used
multiple times.

5.5.1.2 Edit group

If you want to edit an already existing group, you have to execute a
double click on the entry within the group list. Now you should see the
same dialog as for adding a new group. In this window you can then
change the name of the group.

5.5.1.3 Remove group
If you want to remove a group completely, you have to select it within the
list and then click on the “remove” button.

Important:
By removing a group, all devices in the address book which belong to
this group are getting removed too.

5.5.2 Devices

If you have created all groups for the beginning, you can start to add and
manage your devices. The list with all devices of the address book can
be found on the main window of the address book.
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5.5.2.1 Add device

If you want to add a new device to the address book, you have to click
on the button “add device” which can be found above the device list on
the address book window. Now a dialog should appear where you can
specify the group, the name (this doesn't have to be equal with the real
device name), the IP address and the device type:

add device [ér
group:
name: | 57 technican
IF address: | 192 . 168 . 1 . 56
type: |574LAN |

Abbrechen

Hint:

The selection of the device types “S7-LAN”, “S7-LAN++", “S7-GATE” and
“‘MPI-LAN” are basically without any meaning and doesn't have any
effect to the function yet. Nevertheless we recommend you to choose the
correct device type.

If you haven't created a (suitable) group, you can do this within
%2 this dialog by selecting the entry “<New group ...>" within the
"‘L group selection. Now you get prompted to enter the name of the
" new group.

Instead of manually adding a device to the address book you can also
submit a device from the device search within the main window of the
TIC. Therefore you have to select your device and then click on the entry
“add device” within the “address book™ menu or execute a right click on
the device entry and select “add to address book”. All fields for adding
the device are filled in automatically and the normal adding dialog will be
shown.
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5.5.2.2 Edit device

When you want to edit an already existing device you have to execute a
double click on the corresponding device entry within the address book.
Now the same dialog as for adding a new device will be shown. Here you
can now change the settings of the device entry.

5.5.2.3 Remove device

If you want to remove a previously created device from the address book
you have to select it and click on the button “remove device”. Please pay
attention, that you have selected the correct device.

5.5.2.4 S5-LAN search

S5-LAN modules aren't shown in the main window of the interface
configuration tool, because they aren't used for S7 devices. But since the
address book also uses S5-LAN modules you can search for them by
clicking on the button “S5-LAN search”. The search process starts
automatically and is normally finished within a few seconds:

$5-LAN search S

dose |
search

devices

name
schrank EG

IF address
192,168, 1. 206

MAC address
00:20:4A:A9FB: 75

serial no.
07143708

VEersion
1.52

Schrank 1.0G 192.168.1.207 00:20:4A:80: 7D 4E 06183107 1.52
Schrank Keller 192.168.1.205 00:20:4A:6F:F3:F4 09212314 1.52
Schrank 2.0G 192.168.1.203 00:20:44:AF:62:91 00000000 1.52
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If you want to add one of the founded S5-LAN modules to your address
book you have to select it and click on the button “import to address
book”. You should then see the normal dialog for adding a new device
but with prefilled fields.

5.5.2.5 Setting up the communication

A further advantage of the address book is, that devices who are listed in
the address book can directly be assigned to the TIC or PLC-VCOM
driver for communication.

If you have selected a S7-LAN, S7-GATE or MPI-LAN from the address
book you can click on the button “setup communication”. If you haven't
opened the TIC via the PG/PC Interface from Siemens a window will be
shown, where you can select, for which driver within the PG/PC Interface
the selected device should be assigned. If you have opened the TIC via
the PG/PC Interface this dialog won't appear and the selected device will
be assigned directly.

Selection of drver I&
e —_————

_— |

Please select for which driver the device
should be submitted:

(¥ TIC ETH/USB MPI
™ TIC ETH/USB PPI

(" TIC ETH/USE Profibus

Apply Abort |
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When you have selected a S5-LAN module, the module can be set up for
the usage together with the PLC-VCOM. After you have clicked on the
button “setup communication”, the program will check if the PLC-VCOM
is installed on your PC and not to old. After that the TIC will start the
PLC-VCOM (if not already started) and then lets the PLC-VCOM connect
to the specified device. Next the TIC waits for the response and finally
shows you a message with the current state:

(Tic e ]

a0 h The device was successfully configured for the configuration in the
' PLCVCOM and is connected!

0K

Hint:
If the PLC-VCOM is already connected with a device, you will get asked
if the connection to this device may be disconnected.

The TIC have to remote control the program PLC-VCOM for this
function! Please make sure that the setting “allow access via
¥ TIC address book” within the PLC-VCOM is enabled.

5.5.3 Import and export

If you want to use the address book on multiple PCs you may want to
use the import and export function. Thereby you don't have to configure
all devices twice rather you can just create a backup on you first PC and
import this on your second PC. Of course you can also use the export
function to create a backup only.

When you want to create a backup, this means export all groups and
devices from the address book of your PC, you have to click on the
button “export”. Now you get asked to specify a folder as well as a file
name, where the backup should be stored.
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If you want to restore a previously created backup (this can be a backup
from the same or from another PC) you have to click on the “import”
button and choose the backup file. Now you get asked, if the import
should be done. This message have to be confirmed with “Yes”.

Important:
The import function overrides the address book in your PC which may
exists. By importing an address book no reunification occurs.

5.6 Settings
The program TIC has, expect the settings within the PG/PC Interface
dialog, no further complex settings.

Via the menu “Help” you can toggle the two small settings “Automatically
search”, for the activation of the automatically device search when
starting the application, and “show version hint’, for enabling the
checking of the device version and showing a prompt, when a firmware
update for the device should be executed.

Another item within the “Help” menu is “Language selection”. If you have
clicked on that item a small window will be shown. There you can then
configure the language for the TIC windows. If you have changed the
language you have to click on “OK” to submit your selection. The setting
isn't saved among program restarts.

-

Configuration

Language selection

" Deutzch / German P Cancel

{* Englisch ¢ English

il
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Hint:
In general the language of the TIC don't have to be changed, because

the TIC automatically detects the language by reading the registry keys
of e. g. the language from Siemens software and of the windows

operating system.
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6 PLC-VCOM

The program PLC-VCOM offers you a virtual COM port for the devices
S7-LAN, S7-GATE, MPI-LAN, S7-USB, MPI-USB and MPI-Il (for
communication via USB only) as well as for S5-LAN modules. Thereby
the PLC-VCOM interacts as coupling tool between serial and USB /
network communication. With this tool you can then directly
communicate with your S5 or S7 controller.

In addition to the communication coupling the PLC-VCOM offers some
simple tools to search for and configure your S7-LAN, S7-GATE and
MPI-LAN devices as well as S5-LAN modules.

We recommend you to use the TIC driver for communication
with S7 controllers and other bus participants. The PLC-VCOM
should only be used when you have to communicate with a
COM port.

Important:
The support for serial communication directly within the PG/PC Interface
was removed by Siemens on all 64-bit operating systems.

6.1 Installation
If you haven't install the PLC-VCOM yet, you have to do that now.

Hint:
If an older version of the PLC-VCOM is already running on your PC, you
can simply install the new version over the old one.

Before you can start with the installation process, you have to download
the setup from the product page of our website. The setup is packed
within a ZIP archive and have to be unpacked. After that you can start
the file Setup.exe.
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In the first step of the installation you will get asked for the language,
which should be used by the installer:

" A
Installer Language . [ﬂ

Pleaze select the language of the installer

|English |

[ oK ] [ Cancel ] I

Next you can specify the folder, where the PLC-VCOM should be
installed. In most cases this setting can be leaved as recommended from
the installer, but of course you can specify another folder by clicking on
“‘Browse ...” and navigating to the desired folder.

s m
]ﬂ PLCVCOM 2.82 Setup: Inshllaﬁmw

__ Setup will install PLCVCOM 2,82 in the following folder. To install in a
I'ﬂ‘-‘ different folder, dick Browse and select another folder. Click Install to start
=~ the installation.

Destination Folder

:\Program Files (x8&)\PLCVCOM Browse. .,

Space reguired; 8.7 MB
Space available: 82.6 GB

After you have clicked on “Install“ the process of the installation will be
started. Before and while the installation is running some examinations
are done by the installer. The setup assistant will guide you through the
whole process of the installation and tells you, if you should take action.
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When the main installation process has finished the final configuration
begins. First you will get asked for which users an autostart entry should
be created. On the dialog you can select multiple users:

-

PLCVCOM Autostart Configuration

Select accounts with administrator
privileges for PLCVCOM autostart,

Administrator
Gast
Service

In the next step a further dialog will appear, where you have to select on
which COM port the PLC-VCOM should be running. The selected port
have not to be in use by any other program or a physical interface.

"B pLc veom v2.20 EO)

Pleasze zelect the name aof the
wirtual com port

|COM1 -]

As last step you will get asked, if the setup is allowed to execute a
restart. Here you should click on “Yes” if possible. Otherwise you can
click on “No” and execute the restart later.

ﬁl PLCVCOM 2.82 Setup =

|_ To use PLC-VCOM you have to reboot. Do you wish to reboot the
¥ system now?

Ve || Mo
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Important:
Before you use the PLC-VCOM for the first time, you have to restart your
computer.

Hint:

The autostart configuration and the selection of the COM port can also
be done later. Therefore you can use the corresponding entries within the
start menu folder of the PLC-VCOM.

6.2 Overview window

The overview window is the main window of the PLC-VCOM and is also
shown when starting the application. Within the dialog you can see to
which device (type, IP and name) the program is connected, which
connections are established on the device as well as which application
accesses the virtual COM port of the PLC-VCOM.

K y 7
wecicon I

Configuration Info

State

S7/MPILAN | connected IP| 192168156 | Canfigure

Name |PI test module

PC conmected IF 1192.168.001.104 PLCYCOM
192.168.001.091 RFC1006

wvirtual Part
COomM3

Program

E xit ] [ Language ] [ Help ] [ Minimize ]

By using the button “Language” you can toggle the language of the
program windows between German and English.

The button “Minimize” is used to place the PLC-VCOM completely to the
info area of the task bar. The virtual COM port keeps running normal
thereby.
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In the info area of the task bar you can see an icon of the PLC-VCOM.
This icon indicates the current state of the connection between the PLC-
VCOM and the device.

B8] There is no connection to the device.

A connection to the device is established. The two small fields (left
side for sending; right side for receiving) are lighting green on data
transfer. If both fields are lighting red an error occurred.

6.3 Configuration

In this section a description on how the PLC-VCOM and the LAN devices
can be configured can be found.

The two programs S5-LAN-Manager and MPI-LAN-Manager
are independent applications. But they are installed together
¥ with the PLC-VCOM and can be called up by the PLC-VCOM.
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6.3.1 PLC-VCOM

If you want to change the settings of the PLC-VCOM or select a device,
which should be used for the virtual COM port, you have to click on the
button “Configure” behind the device view on the main window or click on
the entry “PLC-VCOM” within the menu “Configuration”.

[~ =

Mame . LAM - Type |P-&ddress MAC-Address Yerzion  Seral number  Part Met
---------------- MPI-USE 275 - -
Schrank 200G Sh-LAN++ 192.168.1.208 00-20-44-4F-62-31 1.52 ] 10010 0
Schrank 1.0G SE-LAM++ 192 168.1.207 00-20-44-80-70-4E 1.52 HEEUR 10010 0
Schrank EG CE-LAM++ 1921681, 206 00-20-44-49-FB-75 1.52 7143708 10010 0
Schrank Keller  SB-LAM++ 192.168.1.205 00-20-44-BF-Fa-F4 1.52 9212314 10010 0
Service MPI-LAN  S7/MPI-LAN 192.188.1.95 00-08-F4-4B-8217 280 4348503 1]
Fl test module ST/MPI-LAN 192.168.1.56 00-0B-F4-73-D0-15 255 Faa9909 1]
IP address: 192 168 . 1 . 56 00:08:F4:73:D 1015
Lze network- - I .
card e NEtZWEIngIT:uLTtgmanuall [ serielle Pauzenzeiten
LAM-Type: STMPI-LAN F Y
[ o Metwork
[ Installation in Device-Manager
[ allove access via TIC addiess book [CIRFCI006 [ Ma bind ta Metwork Card

Hint:
The opening of the dialog can take a while, because the PLC-VCOM
already executes a search for compatible devices.

On the top of the window you can see a list with all found USB and LAN
devices.

column description

Name The name of the device which was configured by
the user. (LAN devices only)

LAN-Type The type of the device.

IP-Address The IP address of the device. (LAN devices
only)

MAC-Address Die MAC address of the device. (LAN devices
only)
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Version The firmware version of the device.

Serial number The unique serial number of the device. (LAN
devices only)

Port The S5-PG-Port of the device. (S5-LAN only)

Net The index of the network card where the device

was found. (LAN devices only)

If you want to submit one of the founded devices for the communication,
you have to click on the corresponding entry. All fields within the settings
view below are filled in automatically.

by this search. If you want to set up such a device for the
communication you have to select “Input manually”. After that

ﬁ All LAN devices who are located behind a router, can't be found
you can configure the device settings manually.

Below of the device list you can find the settings view. There you can
check the settings of a selected device again or configure it manually. [If
you want to configure the settings manually you have to enable the
option “Input manually”. In addition to the device settings there are also
some general parameters.

field description

IP address The IP address of the used device. Within the
field behind the IP address the MAC address of
the device may be viewed additionally.

use network card The network card which should be used for the
communication with the device.

LAN-Type The type of the used device.

S5-PG-Port The S5-PG-Port which should be used for the
communication with the device. (S5-LAN only)

Input manually Enable this option, if you want to set the device
parameters manually.

serielle Pausezeiten |Indicates if the serial communication should be
slowed down with breaks (maybe needed for
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e. g. panel transfers).

no Network

Indicates if the device doesn't need a network
connection.

Installation in Device-
Manager

Indicates if the virtual COM port from the PLC-
VCOM should be installed within the Device-
Manager (maybe needed for some applications).

RFC1006

Indicates if the connection should be done via
the RFC1006 protocol. (LAN devices only)

No bind to Network
Card

Indicates if the network card shouldn't be given
to the operating system by the PLC-VCOM. In
this case the operating system chooses the
network card automatically.

allow access via TIC
address book

Indicates if the address book from the TIC is
allowed to remote control the PLC-VCOM
(e. g. for setting up a device).

If you are done with the parameterization you can click on the button
“OK”. All settings as well as the device selection are thereby saved and

submitted.

When you want to exit the dialog without changing any setting you can
click on the button “Cancel”.

If you click on the button “Search” you can execute a new search for
devices again at anytime. This search can maybe be needed if you have
connected a new device to your PC or network, after you have opened

this dialog.
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6.3.2 S5-LAN-Manager

The S5-LAN-Manager is a small tool which allows you to access and
manage your S5-LAN modules. When you want to open the S5-LAN-
Manager you have to click on the entry “S5LAN” in the “Configuration”
menu.

.
P 55-| AN-Manager s
M armne | Tupe | IP [actual) | IP [in device) | MaAC-Address | ‘-.rfersin:-n| Status
1| 1 3
Firrnveareinfo
Filename: |
Ctatus: |
——Pro Search in local networl;, | Load firmware file |
EMMM maH
Search particular address | |
Im Gewerbegebiet 1
D-73116 Waschenbeuren : :
SEB-Gateway Connections. . Settings...
Tol: 071721926660 Fax: 33 d | 2 |
http:iwwe_process-informatik.de
Language | | Cloze |

If you want to search for all modules on your network you can click on
the button “Search in local network”. After you have clicked on the button
and waited for a few seconds all found devices will be shown in the list.

Devices which aren't within the same physical network as your PC
(e. g. because the module is located behind a router) can't be found
directly. If you want to search for such a device manually, you can click
on the button “Search particular address” and then enter the IP address
of this device on the dialog.

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-Il V2.14 page 182



If your device was found, you can select it by clicking on the entry. In the
next step you click on the button “Settings”, which opens a new dialog.
There you can then change different parameters (e. g. the IP address or
the S5-PG-Port) of the device.

If you want to change the language of the S5-LAN-Manager you can
click on the button “Language”. After that a small window appears where
you can choose the language between German and English.

&

15{@ A detailed explanation about the S5-LAN-Manager can be found
@3, within the manual for the S5-LAN modules.

Ve

6.3.3 MPI-LAN-Manager

The MPI-LAN-Manager is a simple application for changing the network
configuration from your LAN devices. To open the program you have to
select the item “MPI/S7-LAN” from the menu “Configuration”. When the
application starts the tool searches for reachable devices within your
network automatically.

MPI-LAN Configuration Manager V 2.38 ‘

File  Edit = ?

Mo Mame IP - Address MAC - Address Yersion Search devices

001 Service MP1-LAN 192.168.1.95 00:0B:F4:4B:8217 280 ]
00z Pl test module 192.168.1.56 00:0B:F4:730015 255 n

Properties

Setto
Drefault

il

Set Defaultz : B :
e |D.InteI[H] PROA000 MT -Metzwerkverbindung
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If you want to execute the search again, you can click on the button
“Search devices” on the right side of the window.

’ The MPI-LAN-Manager can only find devices which are located
on the same physical network as your PC. All devices which are
located behind a router can't be found.

When you want to change the configuration of a device, you have to
select it from the list first. After that you can click on the button
“Properties” on the right side. Now a dialog should be opened, which
allows you to configure the DHCP function, the IP address, the subnet
mask and the IP address of the gateway as well as the device name. If
you have finished your configuration you have to click on the button “OK”
to submit the settings.

Properties of marked device [&J
FPozition 2 MAL - Address 00:0B:F4. 730015
actual |P-4ddress 1921681 .56

an O Intel[R] PROA 000 MT-Metzwerksverbindung

Configuration
[ DHCP-Client active

Fleaze insert your new IP-Address

|192.153. 1 . BB

Subnetmask | 255 255 255 . O

Gateway-tddress [0.0.0.0 for nothing) | 0.0 .0 .0

M arne of MPI-LAN |F'I test module

OF. | Cancel |

When the settings could be set successfully, you will get a success
message, the dialog gets closed and a new search within the main
window will be executed.

Hint:

The MPI-LAN-Manger can only be used to change the network
configuration of your device. Other settings (e. g. for the MPI bus) can't
be changed here. Please use the TIC driver or the web server of the
device for further configurations.
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Another function of the program is to reset all to the local network
connected devices to factory defaults. Therefore you have to select in the
list on which network card the special command should be send and the
click on the button “Set to Default’. After a further safety query, which
have to be confirmed, all devices in the network are reseted.

If you want to change the language of the configuration tool you have to
click on “Edit” and afterwards on “Language”. Now you should see a
dialog where you can select the language between German and English.

Sprachauswahl

Bitte wahlen Sie ihre Sprache

Pleaze chooze vour lahguage

|English |
ok, | ﬁ-‘-.l:nl:nrun::ha"Eann:eI|
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7 Project integration and couplings

Within this chapter a description can be found about how you can
integrate your LAN device into your project without using a virtual COM
port or the TIC driver as well as how to use couplings between multiple
controllers or devices.

The project integration and couplings as described in this
2 chapter can be done for LAN devices only. If you want to
W... access your PLC via a USB device you always have to use a
" virtual COM port or the TIC driver.

7.1 SIMATIC Step 7 Manager

If you have created a project within the SIMATIC Manager for your
controller you don't have to use a virtual COM port or the TIC driver for
the communication between your PC and the device necessarily. Instead

you can also communicate directly via network. This is possible, because
the LAN devices are supporting the so called CP mode (RFC1006).

As a disadvantage of this variant it is to mentioned that you have to
make a change on your Step7 project. Therefore you have to decide if
you want to add a Dummy CP into the hardware configuration of your
PLC or if you want to add an additionally Dummy PLC to your project.
The Dummy PLC then gets connected and networked with the MPI or
Profibus network of your real PLC.

Hint:
Even if the LAN device is integrated as a CP or network PLC the device
can never replace the complete functions of a network CP.

If you can use the TIC driver this variant should be preferred
from the here described project integration, because then you
» don't need to change anything on your project. You should use
the project integration only if really necessary!
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An advantage of the project integration for LAN devices is, that
connections can be projected directly. This means you can configure a
connection via network between a network controller and a further
controller, where the S7-LAN, S7-GATE or MPI-LAN is connected to,
easily. Without this integration into the project you would have to use a
unspecified connection. A specified connection thereby provides an
better overview.

Important:

The controller where the S7-LAN, S7-GATE or MPI-LAN is connected to
always have to be the passive side. The module or cable thereby acts as
a server. The client function where the device connects to another
network participant isn't possible.

SIMATIC Manager the same procedure can also be done within

ﬁ Even if the description in this chapter applies to the Siemens
the TIA Portal.

7.1.1 Usage of a Dummy CP

The usage of a Dummy CP within the hardware configuration of your
PLC is the easier variant mostly. But you have to keep in mind that
thereby the structure of your rack doesn't match the real existing
structure anymore. Therefore you have to configure your PLC so that
errors on the rack structure are getting ignored. This setting then applies
to other modules as well. So if a module which should be connected to
your rack but isn't connected currently, the controller remains within the
RUN mode. If this isn't acceptable for you or if you don't want to change
the hardware configuration of your PLC in this way you should consider
to use a Dummy PLC (described within the next section).

If you want to use the Dummy CP, you have to open the SIMATIC
Manager as well as your Step7 project.

Before you can start with the configuration you should make sure that the
PG/PC Interface is set up correctly. If you want to check this you can
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click in the menu “Options” on the entry “Set PG/PC Interface”. Thereby
a new dialog gets opened where you should configure the selection
“Interface Parameter Assignment Used”. On this list the TCP/IP driver
suitable for your network card should be selected. Afterwards you can
click on the button “OK”.

If you're using the Step7 program in version 5.2 or earlier the
packet “SIMATIC NET” have to be bought and installed
., separately to use the TCP/IP communication. From version 5.3
" this function is already included and gets installed automatically.

Now the Tool “NetPro”, which is part of the SIMATIC manager, have to be
started. Therefore you can click on the menu “Options” on the entry
“Configure Network”. Within the newly opened window you should see
your PLC as well as further bus participants if available:

518 MetPro - [57-318_S7-LAN (Metwork) -~ C:\Program Files (s86)\...\57-318_S] =8 Eon| ===
B8 Network Edit Insert PLC View Options Window Help

A A o 2@ %
oixi SR 7

Find: ﬂﬂ |

Selection of the netwerk P S(1

& R FROFIEUS DF PROFIBUS

5 FROFIBUS-PA Y

o485 PROFINET 10

53] Stations

-0 Subeets PLC §7-318

B (L e
m m
3 3

To display the connection table, ple elect a module capable of a connection (CPU, FM module,
OPC server or anpl l:nt on] To d snlav tlle networ k address overview, please select a subnet.

¢
PRUF\BUSDPM[& J
SIMATIC 57, M. and C:

(distibuted r2ck]

Ready Intel(R) PRO/1000 MT-Netzrwerkverbindung. TCPIP.1 X0 YO Insert
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Afterwards you have to execute a double click on the SIMATIC 300/400
Station where the LAN device is connected to. Thereby the hardware
configuration gets opened. This should then look similar to the following:

Bh HW Config

-PLC 57318
Station Edit Insert PLC View Options
D&% % & e

Window  Help

o & |E D 4 w2

Bl PLC 57-318 (Configuratien) -- S7-318_ST-LAN

e

DImUA

PROFIBUS(1). DP Mastersysten (1)

2
X2
X

CPU 3182

MPLDP.

Shat|
1

- e

@ Modie

| Dl renber Firsie

MPladdiess |

addiest

addiess | Comment

A
AT

2 [fcruzigz |
g o

[EES7 318 2AID0DARD (V3.0 ]

ap97"

|| BT

FIRT

Presc 1 to get Help.

In the next step you can then add a CP (e. g. SIMATIC 300 — CP-300 —
Industrial Ethernet — CP 343-1 — 6KG7 343-1EX10-0XEO — V1.0) from
the hardware catalog to your station. Afterwards the dialog with the
properties of the CP will be opened automatically. On this dialog you
have to enter the IP address and the subnet mask from your device.
Furthermore you can also create a new Ethernet subnet or assign the
the CP to an already existing subnet.

page

=)

olxl
Erofles | Standad x

® ¥ PROFIEUS DP
ﬁ PROFIBUIS-P
e 4! PROFINET 10
= 5Maric 300
& [ SMaTIC 00
= [ll] SIMATIC PC Based Cortial 300400
(& , SIMATIC PC Station

PROFIBUS DP slaves for SIMATIC 57, M7, and C7 E
(distrbuted rack] =

L Wl
Properties - Ethernet interface CP 343-1 (R0/S4) X
Gerneral  Parameters l
. N If a subnet is selected,
SREELEEE |DE—DI}-DE’D1 00-00 the next available addresses are suggested.
[v IP protocal is being used
IP address: [132.168.1 56 Gateway
% Do not use router
Subnet mask: |255.255.255.E'
(" Use router
Address:
Subnet:
— not networked — Mew...
Delete
s _|_wob_|
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Subsequently you have to open the properties dialog of your CPU. This
can be done by executing a double click on the CPU. There you have to
navigate to the Tab “Startup” and make sure that the option “Startup if
present configuration does not mach actual configuration” is enabled.

Properties - CPU 318-2 - (R0/S2) T

Time-of-Day Intermupts l Cyclic Intermupts l Diagnostics.Clock ] Protection ]
General Startup l Cycle/Clock Memory ] Retentive Memory ] Memany ] Intemupts ]

v Startup if preset corfiguration does not match actual configuration
v
v

Startup after Power On

0 (¥ Wam restart (" Cold restart

Manitoring Time for

"Finished" message from modules [100 ms]:

Transfer of parameters to modules [100 ms]:

177

Cancel | Help |

Now you can close this window, save the hardware configuration and
close this dialog as well. The NetPro window should then be shown

again. If you have created a new Ethernet subnet, this will now be visible
on the dialog too.

u NetPro - [57-318_57-LAN (Network) -- C:\Program Files (xB6]\..\57-318_5]

=5 FeN ==
Network Edit Insert PLC View Options Window Hel —J=[x
= P p
FEE S e didn 2T BE R
S| WP 1
Fnd il | M)
hd
Selection of the network ROFIBUS(1)
& W PROFIBUS 0P PROFIBUS
PROFIBUS-PA
& PROFINET 10
- Stations
) Subnets
@03 Subnel Tl CPRU :l'?\ R |C
62} i 3431
i m
3 3

To display the connection table, please select a module capable of a connection [CPU, FM medule,
OPC server or application). To display the network address overview, please select a subnet.

%
FROFIBUS-DF slaves for SIMATIC ._-.‘
S7.M7. and C7 (dishibuited rack]

Intel(R) PRO/1000 MT-Netzwerkverbindung. TCPIP.1 X 57 Y 194 Insert
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In the next step you should save and compile your configuration again.
Thereby the program also checks for possible errors or problems. When
no errors occurred you can then download the configuration as well as
your S7 program (only if needed) into your PLC.

Now all needed steps are done and you can communicate with your PLC
directly via network. If you want to test the connection again you can
e. g. switch the view to “Online” and show you up the blocks who are
available in your PLC:

EP 57-318_57-LAN -- C:\Program Files (86)\Siemens\Step7\S7Proj\S7-318_5 ONLINE ol o=
=8P §7-318_57-LAN 88 System data 3 081 o DB1 D82 o DB3 3 DB4 3 DBS 3086 087
=@ PLCST8 3 DE10 081 =DB100 o 5FB0 & 5FB1 = 5FB2 = 5FB3 = 5FB4 585
&1 cPu m182 i S5FB32 {3 $FB52 3 5FBS3 3 5FB54 & SFCO & 5FC1 & 5FC2 & 5FC3 3 5FC4
¢ =0 57Pogram(l) |y SFCS 3 SFCE o3 SFCT £ 5FCN £} 5FC12 403 SFC13 43 SFC14 I3 5FC16 3 SFC17
BRce: | Blacks = SFC1E & SFC19 @ 5FC20 @ SFez o 5FC22 @ SFC23 3 SFC24 o 5FC25 o3 5FC2
o cP 3431 & SFC27 G SFC28 @ SFC23 @ SFC30 & SFCA {3 SFCR2 @ SFC33 & SFC34 & 5FC3E
3 SFC37 3 SFC38 £ 5FC38 3 5FC40 £ 5FC41 {3 5FC42 {3 SFC43 3 SFC44 3 5FC4E
o SFC47 o SFC4n o 5FC49 & 5FCS0 & 5FCS1 {3 5052 {3 SFC54 £ 5FCS5 3 5FCS6
& SFCS7 3 5FC58 3 SFC59 3 SFCE0 & SFCB1 {3 SFCE4 {3 SFCES & SFCER & 5FC67
{3 SFCER {3 SFCEY £ 5FC72 & 5FC73 £ SFC74 {3 SFC79 {3 SFCE0 03 SFCA1 3 5FCI00
o SFC105 3 SFCI06 o SFC107 o SFC108

7.1.2 Usage of a Dummy PLC

As an alternative to the usage of a Dummy CP you can also add a
Dummy PLC to your project. This is also the saver and better variant in
most situations, because you don't have to download a “wrong”
configuration into your CPU.

Before you can start with the configuration you should have opened the
SIMATIC Manager and the project of your controller.

In the next step you should check and maybe change the settings within
the PG/PC Interface. The settings dialog can be opened via the entry
“‘Set PG/PC Interface” on the menu “Options”. Within this dialog the
corresponding TCP/IP driver for your network card should be selected
within the list “Interface Parameter Assignment Used”. If this isn't the
case, please select the correct entry and finally click on the button “OK”.
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When you have installed Step7 in version 5.2 or earlier the
packet “SIMATIC NET” for using the TCP/IP communication

version 5.3 or newer this packet is already included.

If all preparations are made you can begin with the configuration.
Therefore you have to open the Tool NetPro. This can be done by
clicking on the entry “Configure Network” within the menu “Options”.
Within the NetPro window you should see all configured stations, this
means your PLC as well as other bus patrticipants if available:

%'a NetPro - [S7-318_S7-LAN (Network] -- C:\Program Files (:B6)\..\S7-318_5]

8P Metwork Edit Insert PLC View Options Window Help

=5 NN ===
—J2[x
SEHE @ dle L maE !\
Bl | MPI) 3
e | atlai] | 1P
A4
Selaction of the network. ROFIBUS(1)
[@ M PROFBUS OF ROFIBUS
PROFIBUS-P,
=442 PROFINET 10
- Stalions
& Subnets ,PQLC S7-318

] [CF0 [OF WRIDE
11 S e R

m m
3 -]

To display the connection table, please select a module capable of a connection [CPU, FM module,
QPC server or application). To display the network address overview, please sclect a subnet,

x
PROFIBUS DP slaves for =
SIMATIC 57, M7, snd C7

(distibuted rack)

Ready

[intel(R) PRO/1000 MT-Netzwerkverbindung.TCPIP.1 X0 Y0 Insert

In the next step you have to add a “SIMATIC 300" station from the
catalog on the left side. This can be renamed for a better understanding.

“ MNetPro - [57-318_S7-LAN (Network) -- C:\Program Files (86)\...\57-318_5]

(=5 HoR| == |
B Metwork Edit Insert PLC View Options Window Help _&[x
=l 1IN M a3 & BaE s
al=t [ MPI) 1
Eind: atfa| API

Selection of the netwerk.

PROFIBUS(1

& ¥ PROFIEUS DP PROFIBUS

h FROFIBUS-PA T
=45 FROFINET 10

-] Stations

T B Other Station PLC 87-318

Dummy PLC S7-LAN

| o i

i [ smaTic 300 F

{ L[ smaTIC 400 ‘||
B SIMATIC PC Sistion 3 3

L[ SIMATIC 85

i Lfall SMATIC 57-400H

@0 Subrets

EHE

Ta display the connection table, please select a madule capable of a connection [CPU, FM module,
OPC server or application), To display the network address overview, please select a subnet.

¢
SIMATIC 57-300, M7-300 and C7 .—-:J
moduies (ceriral rack

Intel(R) PRO/1000 MT-Netzwerkverbindung. TCPIP.1 X 659 Y 205 |Insert (Chg -
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Now you have to execute a double click on the newly created station.
This opens the hardware configuration, which should still be empty at the
current moment.

0% HW Config - Dummy PLC ST-LAN ==

Station Edit Inset PLC View Options Window Help

DFo® 85 ==

al
Findt L
Erofle [Stardord

- ¥ PROFIBUS DF
£ PROFIBUS P4,
(&3¢ PROFINET 10
[ SIMATIC 300
[l SMATIC 200
5[] SIMATIC PL Based Contiol 300400
@8, SIMATIC PC Station

Bixl
il

B8 Dumimy PLE S7-LAN (Configuration) -- S7-318_ST-LAN ==

451 D PLC S7LaN

Siot | Designation
I

[PROFIBLIS-DF claves for SIMATIC 57, M7, and C7 E
(dsirbuted rack) =

Press Fl to get Help.

For adding new modules into the hardware configuration you have to add
a rail (SIMATIC 300 — RACK-300 — Rail) from the catalog first.
Afterwards you can add a PLC with integrated network connection (e. g.
SIMATIC 300 — CPU-300 — CPU 315-2 PN/DP — 6ES7 315-2EG10-
0ABO — V2.3). Subsequently you should get a dialog with the network
properties of the PLC. There you then have to enter the IP address and
subnet mask from your LAN device:

Properties - Ethernet interface PN-IO (R0/52.2) ——

General  Parameters l

If @ subnet is selected,
the next available addresses are suggested.

IP address: [192.168.1.56 Gateway
{* Do not use router
Subnet mask: |255.255.255.E'
" Use router
Address:
Mew...
Froperties. ..
Delete
onea_|_veo_|
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In the next step you have to open the settings for the MPI or Profibus
interface from your new PLC and then click on the button “Properties”
within the section “Interface”. Now within the second dialog you then
have to assign the interface to the subnet of your real PLC. If no subnet
exists you have to create a new one by clicking on the button “New” and
then assign your real PLC to the same subnet later. Furthermore you
have to configure the station address of the Dummy PLC. This address
have to be unused on the bus.

r - - ]
Properties - MPl interface MPL/DP (R0/S2.1) X

General  Parameters l

Address: 4 - ff & subnet is selected, the next
available address is suggested.
Highest address: 31

Transmission rate: 187.5 Kbps

Subnet:
— not networked — Mew ...
Properties...
Delete
Cancel Help

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-Il V2.14 page 194



Now you can close both property windows, save the configuration and
close the hardware configuration program. Afterwards you should see
the NetPro window again. There you should then see your configuration
of the Dummy PLC as well as the connection on the MPI/Profibus:

S WerPro - [57-318_57-LAN (Network) - CAProgram Files (66)\..\57-318.5] e
%P Metwork Edit Insert PLC View Options Window Help X
S8 S e dnF| S |@D3 N
S| WP 1
Eirnd | ﬂ A MP!
b 4

Selection of the network ROFIBUS(1)
= ¥ PROFIBUS DP ROFIBUS

PROFIBUS-FA
- PROFINET 10
=[] Stalions

B Dt Station ‘PALCEI;T :5!

Sheaticaon R EOD [ e

= B EN

SIMATIC 400 m_m

L SIMATIC FC Station 3 3

£ SIMATICSS

SIMATIC ST400H
-] Subnets thernet(1

Industnal T

To display the connection table, please sclect a

t ule capable of a connection [CPU, FM module,
OPC scrver or application). To display the networl

I
dress overview, please sclect a subnet.

g
SIMATIC 57-300. M7-300 and C7 _:J
modes [cential 1ack)

Ready Intel(R) PRO/1000 MT-Netzwerkverbindung TCPIP1 X370 V147 [Insert

In one of the last steps you should save and compile the configuration
again. If an error while compiling occur you should check all done
settings again. Otherwise the configuration can be downloaded to the
real existing controller. The transmission of the configuration to the
Dummy PLC isn't possible and also don't needed.

Now, when the configuration is done, you can communicate with your
PLC directly via network. If you want to test this, you can e. g. toggle the
view to “Online” and let you show the block list of your CPU:

BD 57-318_57-LAN -- C:\Program Files (<86]\Siemens\StepT\57Proj\S7-318_5 ONLINE =B =R ==
B &p 57318 S7LaN 259 System data 081 3 DB o082 -0B3 o DB4 o DBS 3 DBE o DB7
& [f] Dummy FLC 57-LAN o DB10 o DEN o3 DE100 3 5FBD o 5FB1 o 5FB2 55783 o3 5FB4 £3 5FB5
e Posre i 5FB32 o 5FB52 o 5FE53 = 5FB54 @ SFCO = SFC1 o SFE2 3 5FC3 o 5FC4
=43 CPU 3182 5 SFCS & 5FCE & 5FC7 & 5701 oSFC12 & 57013 {5 SFC14 3 SFCI5 o 5F017
=0 57 Pragrami1) i SFC1E & 5FC19 o3 SFC20 = SFC21 @ SFC22 o SFC23 {3 SFC24 {3 5FC25 3 SFC26
=] o3 SFC27 o3 5FC28 3 5FC23 3 SFC0 o SFCH o 5FCR o SFCN o3 SFC3 I3 5FC36
3 SFCI7 o 5FC38 o 5FC £ 5FCA0 o SFCH o 5FCa2 o 5FC43 o SFC4 o 5FC46
3 SFCA7 o3 5FCe8 £ 5FC49 13 SFC50 & SFCE1 3 SFC52 43 SFC54 {5 SFCES £ SFC56
o3 SFCS7 o3 5FC58 3 5FCS3 43 SFCE0 £ SFOB1 3 5FOB4 43 SFCES 3 SFOEE 3 SFOE7
3 SFCBE 3 5FCE9 3 SFC72 {5 SFC73 o SFC74 o SFC7 3 5FCH0 3 SFCat £ SFC100
3 SFC108 o3 SFCI06 o SFC107 3 SFC108
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Hint:

Instead of a PLC with network interface you can also use a not network
suitable controller together with a CP (e. g. CP 343-1). This may be
needed on some situations like using a specified coupling with a ISO-on-
TCP connection.

7.2 WinCC (also TIA version)

If you want to work with WinCC Runtime, you have to add another S7-
PLC with an Ethernet interface as a "placeholder PLC" for the device to
your WinCC project. For example you can use a S7-315-PN/DP.

The IP address of this PLC have to correspond to the IP address of the
S7-LAN or S7-GATE module or the MPI-LAN cable. Of course, both
participants (PC and module) have to be in the same subnet. The
communication of WinCC and the placeholder controller takes place via
S7-TCPIP (RFC1006), and so via network. This connection have to be
done even if the "real" controller can be addressed via MPI or Profibus
only.

In order to import the symbols and the data blocks into WinCC, they must
be copied from the real S7-PLC to the “virtual” PLC first. Only with this
manual step, you have the comfort of reading and using the variables of
your PLC in WinCC.

7.3 Coupling between controllers

The module S7-Gateway can be used for the coupling between two
controllers. The partner controller thereby can be another S7-PLC with a
S7-LAN, S7-GATE or MPI-LAN, a S7-PLC with a network interface or
network CP as well as a S5-PLC with a S5-LAN++ module.

When using a SEND/RECV coupling a send and receive buffer is
available on both sides, whereby a data exchange in both directions is
possible. Each side then can decide what happens with the data in the
receive buffer.

In comparison to this coupling, a coupling with PUT/GET directly reads
(GET) or writes (PUT) the data areas of the partner PLC (e. g. flags or
data blocks). This means the side where PUT/GET gets controlled
decides from where the data should be read in and where the data
should be written to.
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explanations about the example programs for the S7-Gateway

ﬁ Within the chapter “Example applications” you can find detailed

module.

The communication between the two controllers uses the RFC1006
protocol (port 102; from Siemens also called ISO-on-TCP connection).
When using SEND/RECYV the device can be used to actively connect to
the partner CPU as well as waiting for a connection from the partner. If
the S7-Gateway module is used with a PUT/GET coupling, the S7-LAN,
S7-GATE or MPI-LAN always actively connects to the partner controller.
The connection within the partner controller haven't to be configured.

The data exchange via SEND/RECV is managed with a data block on
each controller. This data block should have the following structure:

address description
DWO receive buffer: data type (e. g.'l', 'Q", 'F' or 'D')
DW2 receive buffer: data block number (only for type 'D')
DW4 receive buffer: offset / start address in the buffer in bytes
DW6 receive buffer: length of the buffer in bytes
DW8 receive buffer: reserved for future use
DW10 send buffer: data type (e. g.'l', 'Q’", 'F' or 'D')
DW12 send buffer: data block number (only for type 'D')
DW14 send buffer: offset / start address in the buffer in bytes
DW16 send buffer: length of the buffer in bytes
DW18 send buffer: reserved for future use
DW20 send job: length of the data to send
DW22 send job: state of the transmission (see below)
DB24 send job: control and status bits
Bit 0 = do sending
Bit 1 = error on execution
Bit 2 = execution done
DB25 send job: reserved for future use
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DW26 receive job: length of the received data
DW28 receive job: state of the transmission (see below)
DB30 receive job: control and status bits
Bit O = release receiving
Bit 1 = error on execution
Bit 2 = execution done
DB31 receive job: reserved for future use

If you are using PUT/GET as coupling, a data block only have to exists in
the PLC, where the S7-LAN, S7-GATE or MPI-LAN is connected to. The
structure of this data block is as follows:

address description
DWO GET locale CPU: data type (e. g. 'I','Q’, 'F' or 'D')
DW2 GET locale CPU: data block number (for type 'D")
DW4 GET locale CPU: offset / start address in bytes
DW6 GET locale CPU: length in bytes
DWS8 GET locale CPU: reserved for future use
DW10 PUT locale CPU: data type (e. g. 'l','Q’, 'F' or 'D")
DW12 PUT locale CPU: data block number (for type 'D')
DW14 PUT locale CPU: offset / start address in bytes
DW16 PUT locale CPU: length in bytes
DW18 PUT locale CPU: reserved for future use
DW20 PUT: length of the data to send
DW22 PUT: state of the transmission (see below)
DB24 PUT: control and status bits

Bit 0 = do sending

Bit 1 = error on execution

Bit 2 = execution done
DB25 PUT: reserved for future use
DW26 GET: length of the received data
DW28 GET: state of the transmission (see below)
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DB30 GET: control and status bits

Bit 0 = release receiving

Bit 1 = error on execution

Bit 2 = execution done
DB31 GET: reserved for future use
DW32 GET partner CPU: data type (e. g. 'I','Q’, 'F' or 'D')
DW34 GET partner CPU: data block number (for type 'D")
DW36 GET partner CPU: offset / start address in bytes
DW38 GET partner CPU: reserved for future use
DW40 PUT partner CPU: data type (e. g. 'I','Q’, 'F' or 'D')
DW42 PUT partner CPU: data block number (for type 'D")
DwW44 PUT partner CPU: offset / start address in bytes
DW46 PUT partner CPU: reserved for future use
Hint:

When you want to transfer data from or to the variable area of a S7-200
controller the data type 'D' and the data block number 1 have to be used.

%

For an easier integration within your PLC program there are
function blocks / codes available. These as well as a template
of the data block can be found within the example programs.
You can use them if you like to.

The values for the job status are oriented on the codes used by Siemens
for FC5/6. The following codes are used from the LAN devices:

value description

0x0000 query successfully executed
0x7000 query not executed yet
0x80B0 data area does not exists
0x80B1 length parameter is wrong
0x80C2 query overflow
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0x80C3 memory overflow

0x80C4 communication error

0x8180 no query present

0x8181 query in progress (PUT/GET only)

0x8184 data type is wrong

0x8185 length exceeds data area

0x8302 S7-TCP connection not established
0x8304 IP connection not established

0x8311 destination IP address not existing
0x8312 TCP connection not available

Ox8F3A control DB does not exists

0x9000 protocol error in response (PUT/GET only)
0x9001 data area on partner does not exists (PUT/GET only)

0x9002 data type for partner is wrong (PUT/GET only)

Hint:
The status of a configured gateway connection can also be viewed within
the page “Connections” on the web server of the device.

7.4 Translation from MPI to network

In regular the S7-LAN, S7-GATE and MPI-LAN works as a gateway or
translator between network and MPI. This means that a network
participant can access the device as if it were a controller with network
interface. With the included module S7-Gateway and the coupling variant
“X_PUT/X_GET” it is possible that a MPI participant can access a
controller with network interface through the S7-LAN, S7-GATE or MPI-
LAN. This controller thereby can be a S7-PLC with another S7-LAN,
S7-GATE or MPI-LAN, a S7-PLC with a network interface or network CP
as well as a S5-PLC with a S5-LAN++. For this coupling the device
interacts as a translator between MPI and network.
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detailed explanation about the example program which uses the

ﬁ Within the chapter “Example applications” you can find a
coupling “X_PUT/X_GET” from the S7-Gateway module.

For the communication between the controller and the LAN device the
function codes X PUT (SFC68) and X_GET (SFC67) who are delivered
by Siemens can be used. A configuration of the connection within the
PLC haven't to be done, because the MPI address is directly passed to
the functions X_PUT and X_GET.

Hint:

The function codes X PUT and X _GET can be used for connections on
the MPI bus only. On the Profibus this functions and thereby this coupling
can't be used.

Instead of the coupling between a controller with MPI interface and a
controller with network interface, the coupling for “X_PUT/X_GET” can
also be used to connect a terminal with MPI or Profibus interface to a
PLC with network interface. Therefore you only have to configure a
HMI/S7connection on the MPI or Profibus interface to the station address
of the S7-LAN, S7-GATE or MPI-LAN as well as the desired variables
within your terminal.

For the communication between the S7-LAN, S7-GATE or MPI-LAN and
the controller with network interface a RFC1006 connection (port 102;
from Siemens also called ISO-on-TCP connection) is needed. The
connection is actively started by the device to the partner controller when
the first job with user data is received from a participant on the bus. The
connection within the partner controller haven't to be configured.

Because the MPI bus doesn't know anything about IP addresses the
LAN device have to know to which network participant a connection
should be established.

The easiest way to do this is by adding a connection with the type
“X_PUT/X_GET” on the page “S7-Gateway”. There you can then specify
the IP address of the partner as well as the both TSAPs.
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If you want to control the IP partner from within the PLC program, e. g. to
execute multiple PUT and GET jobs to different network controllers, you
have to create a data block within your PLC. This data block then have to
be transmitted to the device with a call of the X_PUT function. An existing
connection thereby gets closed and the parameters will be stored for the
next connection. The specified destination address for such a X_PUT call
is completely arbitrary, with the single exception that a data block have to
be referred. The data block with the IP data needs the following structure

and content:

address description example
DBO |dentification for IP data (fixed) 'S'
DB1 |dentification for IP data (fixed) 7'
DD2 IP address of the partner controller  DW#16#C0A80137
DB6 Length of the source TSAP B#16#02
DB7 Length of the destination TSAP B#16#02
DB8 Connection type of the source B#16#02
TSAP
DB9 Rack/Slot of the source TSAP B#16#00
DB10-DB23 | Remaining bytes of the source -
TSAP (usually not used)
DB24 Connection type of the destination B#16#02
TSAP
DB25 Rack/Slot of the destination TSAP | B#16#02
DB26-DB39 | Remaining bytes of the destination | -
TSAP (usually not used)
Hint:

A maximum of one coupling via X_PUT/X_GET can be used at the same
time. This is also the reason why you can only specify one coupling of
this type on the page “S7-Gateway”.
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7.5 Global data communication

Within the SIMATIC Manager you have the possibility to configure a data
exchange between multiple S7-300/400 controllers called Global data
communication. But this communication is limited to controllers who are
connected with each other on the MPI bus. With a S7-LAN, S7-GATE or
MPI-LAN you are now able to extend this communication to a controller
with a network interface. This controller can be another S7-PLC with a
S7-LAN, S7-GATE or MPI-LAN, a S7-PLC with network interface or an
integrated network CP as well as S5-PLC with a S5-LAN++.

To be able to use the Global data on your LAN device you will have add
your device as a placeholder PLC into your project.

First you need to open your existing project and open the tool NetPro.
This can be done by clicking on “Configure network” within the menu
“Options”. In the newly opened window you should now see all stations
who are already within your project:

P MetPio - [S7-LAN_Glabal-Data (Metviodk] -~ C\Program Fibes (:86]1..\5T-LAN_G] E=REch ==
T Metwork Edit Insent PLC View Options Window Help =T
[~ L) |8 o 2 ] INe

s [ e

PLC §7-314C PLC 57-318
N TR joF pRIDT

WP | H A
H - |\ e
B 3 3

To display the connection table, please select a module capable of a connection [CPU, FM module,
OPC server or application), To display the network address overview, please select a subnet,

TIC ETH/USE.MFLL X0 vo Insert

Now you have to add a new “SIMATIC 300 station to your project. This
can be selected from the catalog on the left side. Finally you should give
the station a suitable name for a better identification.
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U2 NetPro - [ST-LAN Global-Data (Netwark) -- C:\Program Files (s86}1..\57-LAN_G]
BP network Edit Insent PLC View Opticns  Window Help

WS s o | FllgEa ! w2

_&l[x

I

&l smeTic 300
l SIMATIC 200
B SIMATIC FC Staion
B SMATIC 56

il SIMTIC ST
|50 Subrets

Placeholder PLC S7-LAN ‘

To display the cannection lable, please seleet @ module capable of & canneetion [CPU, FM module,
OPC server or application). To display the network address overview, please select a subnet.

iy
SIMATIC 57300 M7300 ard C7 - -|
modules (cariral rack]
Ready TIC ETH/USS.MPLL

Next you should execute a double click on the newly created station to
open the hardware configuration program:

K708 ¥ 157 lnsert [Chg

28 HW Config - Placeholder PLC $7-LAN p—
Station et Insert PLC View Options Wndow Help
DE-8 H & SO E sl =R
izl
 aim
Bl Placeholder PLC 57-LAN (Configuistion] - 57-LAN_Global-Data = Find ﬂﬂ]

= PROFIBUS DP
FROFIBUS.PA
# 4 PROFINET 1D
S SIMATIC 300
1 SIMATIC 300
w1 ] SIMATIC PC Based Contal 300400
w-G SIMATIC FC Stalen

] 5| Precehokder PLOSTLAN

su-‘ Desgnali iory |
I

PROFIBUS-OP sdaves for SIMATIC 57, M7, and C7 E
cistebuted rack) -

Press F1 to get Help.

Within this window you now have to add some components from the
catalog on the right side. First you will have to add a rail (SIMATIC 300
— RACK 300 — Rail) and afterwards a CPU (e. g. SIMATIC 300 —
CPU-300 — CPU 312 — 6ES7 312-1AE14-0AB0 — V3.3). In the next
step you have to open the properties from your CPU and then click on
the button “Properties” within the section “Interface”. In this dialog you
then have to select your existing MPI subnet and enter the local
subscriber address of your LAN device as the address of the CPU.
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L Il
Properties - MPl interface CPU 312 (R0/S2) - e S

General  Parameters |

Address: Iﬂ' vl ff a subnet is selected, the next
available address is suggested.

Highest address: 31
Transmission rate: 187.5 Kbps

Subnet:
— not networked — Mew . |
Properties... l
Delete |

e[t |

Now you can close the both property windows, acknowledge the warn
message with “No”, save and compile your configuration and close the
hardware configuration window. You then should see the NetPro window
again with the connection on the MPI bus:
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R NetPro - [57-LAN Global-Data (Metwork) - CAProgram Fibes (46]1.\57-LAN_G] o @ sl
W Merwork  Edit Inset PLC View Options Vindow  Help =7
|8 %S |3 2 (&I

== [ 1

m [ afe| M

Sebection of the relvork.

PLC S7.314C PLC 57-318 Placeholder PLEC S7-LAN
T - TG B 5% o

B sMaTIc 200 m E z = D |

[ sMaTIC 400 L | L]

B SIMATICPC Station 33 [

] SIMATICSS

[ SIMATIC 574004

(2 Subnets

To display the connection table, please select a module capable of a connection [CPU, FM madule,
OFC server or application). To display the network address overview, please select a subnet.

%

|SIMATIC 57300, W7:300 and C7
mocues (canteal 1ack]
Ready TIC ETH/USB.MPLL X300 Y 20 dnset

In the step the Global data needs to be configured. For this you will have
to execute a right click on the MPI subnet and select “Define Global
data”. Thereby a new window with the Global data table gets opened:

CPU 318-2

B 60 - met) (=S R ==
GD Table Edit Insert PLC View Window Help
FH & Gis | > v | ila | W2
43 MPICL) (Global data) -- §7-LAN_Global-Diata )
PLC 57-3140} = =
_— PLC 57310} ‘ ‘ ‘ ‘ ‘ ‘ ‘

18
19

1

Iy
maum—‘a

Q00 eR0 006000 o6RG0Q0HeE0 S0 ER
(= =Rt R 1= Mgt R =R M3 = Bw i =N B R R R =N )
[ SO SN Y

]
e

Procesting phase Offline

Here you will now have to add your placeholder PLC. This can be done
by double-clicking on the first free column of the table and selecting the
CPU of the placeholder PLC. Afterwards you can then fill in the cells of
the table as usual. The LAN device can be used as a sender as well as a
receiver. If you have finished you configuration you should save and
compile it. Through this step the GD identifiers gets generated and the
table will be sorted after this.
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& 6D - MPIL) = =
GD Table Edit Insert PLC View Window Help

=== Gis | > < | din | W2

143 MPILL) (Giobal data) -- ST-LAN_Global-Data o | =) fekie]

PLC 57-314C, Flaceholder PLC
GD D CPU 314C-2 ST-LANY

PLC S7-3184
CPU 318-2

feoE0 MD216

DE24.DBW20:5 DE24.DEH:
DE25.DBB20:4
DE24.DBH10:5 . 5 DB25.DBW10:5

w00 B3
e R e
Bl e b

Rl
S|

"
o & |3 (=

Q0N0en0RE0eNER0en606nG6He6NnaenGan
(= Bt=Ft= Bt= 1= M= St=H = = M=R{=H~ b= H=He 0= =R SR E= R =N

Cempiled - Phacs 1 Offline

Finally you have to load the configuration into your controllers. Please
note that you can't load the configuration into the placeholder PLC. You
will have to enter this data manually via the web server of your LAN
device.

When you have finished the configuration of the Global data within the
SIMATIC Manager and loaded it into the controllers you will have to
announce the data areas on the LAN device. For this you will have to
open the page “Global data” on the web server. In the first step you have
to specify the connection to the controller with network interface where
the data should be transmitted to or read from. Afterwards you can fill in
the table with the data areas. The GD identifiers and the data areas have
to be taken over from the configuration within the SIMATIC Manager.
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S7-LAN V2.64 Pl test module 1P:192.168.1.56

= Home Connection

" Cpnne‘:tions Activation:

= Display

= Modules IP address: |192.168.1.95 |

= Configuration Send interval [100 |

= Global data Src. TSAP (Hex)y: [02 00 |

= Access protectlon

= Password Dst TSAP (Hex) [02 02 |

= Restart
Data areas

GDID Sender Data area
leb1.1.1 | O |Fpooais |
lep1.1.2 | [0 |DB00024.0BW 00000:5 |
|ep1.2.1 | |DB 00024.DBW 00020:5 |
|6D3.1.1 | [0 |pso00024.08W 00010:5 |
|6D4.1.1 | | D 00036 |
| = |
| | o | |
| | O | |
| =R |
| | o | |
| | O | |
| = |
| = |
| | o | |
| | O | |
| = |
[ save |
Deutsch
® copyright PI 2022
Important:

A Global data entry where the LAN device is not involved may not be
specified within the table on the web server.

On the partner controller with network interface the connection have not
to be configured. This is possible because the LAN actively connects to
the controller and read and writes the data via the PUT/GET access.

Hint:
If you use a S7-120/1500 as partner controller, pleas make sure that the
access via PUT/GET is enabled.
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7.6 Coupling between IP devices

Alternatively to the coupling between two controllers you can also couple
your S7-LAN, S7-GATE or MPI-LAN with another network participant
which doesn't support connections via the RFC1006 protocol. If the
connection is established you can also exchange data within both
directions like on the coupling between two controllers.

The connection is thereby opened by your LAN device or the partner
device depending on your configuration. The port can be configured too.

After the connections has established you can send and receive data
without any header or further information via the TCP socket. If needed
you can also configure a start and / or stop sequence which should be
sent in front and / or after the payload. This sequence is then discarded
on reception.

The usage of a start and stop sequence increases the security,
so that partly received payload isn't considered as valid and
complete data. But this function have to be supported on the
partner device too.

The management of the data exchange is controlled via a data block
within the PLC where the LAN device is connected to. The structure of
this data block is the same as described within the topic “Coupling
between controllers” (SEND/RECV). If you like to, you can use the Step7
project “S7anS7-Gateway” or MicroWin project “S7-LAN_SEND-RECV”
as reference which can be found within the ZIP archive of example
applications.

7.7 Access via PUT/GET

The LAN devices can also be directly accessed from other controllers
with PUT/GET. Thereby the RFC1006 protocol is used, which is
supported by all LAN devices. The PUT/GET communication allows the
coupling between a various number of controllers. So for example you
can couple a S7-1200/1500 CPU with a S7-200/300/400 CPU who only
has a network interface trough the S7-LAN module.
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The coupling described in this topic assumes that PUT/GET is

P used from a PLC with network connection to connect to a S7-
LAN, S7-GATE or MPI-LAN. If you want to use PUT/GET on the
device to connect with a network PLC you should read the
section “Coupling between controllers” in this chapter.

Hint:

A big advantage when using PUT/GET is, that changes have to be made
only on the controller who actively establishes the connection and
manages the jobs. A change on the destination CPU, where data gets
read from or written to is not necessary.

Important:

When you want to use PUT/GET you need a PLC with an integrated
network interface or with an additionally network CP, which supports the
connection type “S7 connection”.

Within the following pages the needed configuration for PUT/GET from a
S7-1200 to a S7-300 with a S7-LAN, S7-GATE or MPI-LAN via the TIA
Portal is described. But the procedure should be similar for S7-300/400
controllers via the SIMATIC Manager, even if the windows look a bit
different there.

First of all you should start the TIA Portal and open the project for your
controller, who should communicate with another controller via PUT/GET
later. The basic configuration (e. g. the network settings) should be
already done and downloaded into the PLC. Afterwards you should swap
to the project view.
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4 Portal view

Now you can click on the entry “Devices & networks” within the project
navigation. Afterwards you should see the devices configurations in the
“Network view” together with all projected controllers:
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In the next step you should click on “Connections” within the control line
above the device view. Furthermore you have to select “S7 connection”
on the field on the right side. Then you can execute a right click on your
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controller which should send PUT/GET queries and finally click on “Add
new connection”. Subsequently the following dialog will be shown:

Please select connection partner for S7-1212: Type: ‘ %7 connection "l

Local interface 57-1212
L S7-1212, PROFINET interface_1[X1 : PN(LAN}]

Local ID (hex):

Information

| Add ‘ | Close |

There you then have to select “Unspecified” (or the destination controller
when using a Dummy PLC) within the left side. Furthermore you have to
make sure, that the correct local interface of your source controller (when
multiple exists) is selected and the option “Establish active connection” is
enabled (always selected and grayed out when using an unspecified
connection). Now you can click on the “Add” button. The successful
addition of a new connection should be shown on the info area on the
bottom of the dialog:
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Create new connection X
Flease select connection partner for 57-1212: Type: ‘ S7 connection |v‘

Local interface §7-1212
1. 57-1212, PROFINET interface_1[X1 : PN(LAN)]

Local ID (hex): Exstablizh active connection Dne-way

Information
1, 57_Connection_1 added to 57-1212, PROFINET interface_1[X1 : PN(LAN)]

E Add i | Close

If the connection was added you can close the window again. Now some
more settings have to be configured. The newly created connection
should therefore be shown and selected directly on the network view:
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Now you can open the properties area and navigate to the tab “General”
and then to the category “General’. There you have to configure the IP
address of the partner device. When needed you can also assign a
name to the connection and device.
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57_Connection_1 [S7 connection] 'l Properties M

Genenl oo

Local ID

Special connection pr..
Address details

S7_Connection_1

57-1212

192.168.1.56

Find connection path
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Afterwards you have to navigate to the category “Address details”. There
you have to disable the function “SIMATIC-ACC” first. Then you can
select the connection resource for the the local CPU as well as for the
partner CPU. As the local connection resource all values expect 00 are
allowed. For the partner CPU a connection resource between 03 and 1F
should be used. Furthermore you have to fill out the fields for rack and
slot. But please pay attention to the parameters “Ignore Rack/Slot from
TSAP” as well as “Convertion of Rack/Slot from TSAP to BUS-address”
within your LAN device.

|3 Properties ”‘_i..lrlfo "i Diagnostics

J General ” 10 tags || System constants ” Texts

General
Local ID

Special connection pr..
Address details Local Partner

Address details

End point: |57-1212 S7-LAN
Racklslot: |0 1 0 2

thex: |10 +| [03
TsAP: [10.01 03.02
[ simamc-ace [ simamec-acc

SubnetID: |3CAS - 0000 - 0001

4 1] >

On the next step you have to expand your PLC program by calls to the
PUT/GET functions. The correct connection number can be found within
the properties of the connection. If this connection is the first one, the ID
as a general rule should be 16#100.

If your programming is completed, you have to save your project and
download it to the PLC (Hardware and Software). The access via
PUT/GET should then be working.

Instead of using an unspecified connection, you can also use a
specified connection! But therefore you have to create a
Dummy PLC with network interface or network CP in your
project, to configure the connection.
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8 Example applications

8.1 S5-LAN++ on S7-LAN (SEND/RECV for S7-300/400)

The example application “S5anS7“ allows you to couple a S5-LAN++
module with a S7-LAN, S7-GATE or MPI-LAN. This example project
contains all needed blocks for the S5 and S7 controller and can be found
in the ZIP archive with communication examples that can be downloaded
from the product page.

3
\

ALV SR

Example configuration data:

IP address: 192.168.1.50 192.168.1.56
subnet mask:  255.255.255.0 255.255.255.0
TSAP local: 0x1234 0x1234

TSAP partner:  0x1234 0x1234

bus address: - 2

8.1.1 Configuration S5-LAN++
In the first step you should make sure that the network settings of the
S5-LAN++ module are correct.

Afterwards you should open the S5-LAN-Manager and search for
available modules if not done already. Now you should select the
module, which you want to use for the coupling, and click on the button
“S5-Gateway connections”. Thereby a new window gets opened. Here
you should now select a free connection (normally the first one) from the
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list on the bottom of the window. As the last step you can then configure
the parameters within the dialog as follows:

field

value

Name

freely definable, hasn't any effect on the function

Configuration-DB

20 from DW 0O

Type of ISO-on-TCP connection
— active connection NOT set
Poll cycle 5000

Addresses local —
TSAP

freely definable, but have to match “Dst. TSAP”
within the LAN device
e. g.. 0x1234

Addresses Partner
— |IP-Address

IP address of the LAN device
e.g.. 192.168.1.56

Addresses Partner
— TSAP

freely definable, but have to match “Src. TSAP”
within the LAN device
e. g.: 0x1234

8.1.2 Configuration S7-LAN

In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already.

After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “DB-active” and configure
the renaming parameters as follows:

field

Partner |IP address

value

IP address of the S5-LAN++ module
fore.qg.: 192.168.1.50

Poll time 100

CPU bus address of the PLC which controls this
connection and uses the data
e.g..2

Data block 10
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Data word 0

Src. TSAP configuration as the Partner TSAP on the S5-
LAN++ module
e. g.. 0x1234

Dst. TSAP configuration as the local TSAP on the Sb5-
LAN++ module
e. g.: 0x1234

8.1.3 Transferring blocks

First of all you should open the file “S5anS7ST.S5D” from the ZIP
archive. This file can be opened by the Step 5 from Siemens or with the
program PG-200 from us. The following blocks have to be transmitted to
the S5-PLC:

block usage case

OB1 main cycle: contains the call of both function blocks
and manages the send job as well as the receive
release via two inputs

FB55 function block for sending data

FB56 function block for receiving data

The DB20 which is used for the connection and job management as well
as the DB100 which contains the payload for sending and receiving is
created automatically.

In the next step you have to open the S7 project “S5anS7-Gateway”,
which can be found within the ZIP archive together with the other
communication examples too. In the project you have to navigate to the
S7 program folder “DB-Kopplung”. Now you should connect to your PLC
(directly via network or with the TIC driver) where the LAN device is
connected to and transmit the following blocks into your S7-PLC:

block usage case

OB1 main cycle: contains a call for FB10

FB10 function block which repeatedly executes a send job
and grants a receive release
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FC15 function code for sending data

FC16 function code for receiving data

DB10 data block for the connection and job management

DB14 data block with the payload for sending and receiving
data

8.1.4 Starting orders
In the example program for the S5-PLC both jobs are defined and started
and released via two inputs within the block OB1.

The call of the function S5L_SEND (FB55) starts a send job for the first
20 bytes of DB100 via the bit F10.0, which gets set from the input 18.0.

Via the call of the function S5L_RECV (FB56) a receive release is
granted trough the bit F12.0, which gets set from the input 19.0. The
received data (in this example a maximum of 20 bytes) then gets stored
in DB100 at a offset of 100 bytes.

In the example program for the S7-PLC both jobs are defined and started
and released permanently within the block FB10.

The call of the function S7TLAN_SEND (FC15) starts a send job for the
first 20 bytes of DB14 via the bit F10.0, which is set constantly.

Via the call of the function S7TLAN_RECV (FC16) a receive release is
granted through the bit F11.0, which is set constantly too. The received

data (in this example a maximum of 20 bytes) then gets stored in DB14
at a offset of 100 bytes.

8.1.5 Used variables
In addition to the above listed blocks the following variables are used
from the PLC program on the S5 controller:

variable usage case

F10.0 bit for starting the send job

F11.0 bit for success feedback for the send job
F11.1 bit for error feedback for the send job
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F12.0 bit for granting the receive job

F13.0 bit for success feedback for the receive job

F13.1 bit for error feedback for the receive job

FW20 status of the send job

FW22 status of the receive job

FW24 length of the data from the receive job

FW122 status of the last receive job

FW124 length of the data from the last receive job

FW200 temporary variable for the FB55 and FB56

FW202 temporary variable for the FB55 and FB56

18.0 input for controlling F10.0 (starting send job)

19.0 input for controlling F12.0 (granting receive job)

111.0 input to reset all outputs (Q4.0, Q4.1, Q5.0 and Q5.1)

Q4.0 output which gets sent from F11.0 (success on send
job)

Q4.1 output which gets sent from F11.1 (failure on send
job)

Q5.0 output which gets sent from F13.0 (success on
receive job)

Q5.1 output which gets sent from F13.1 (failure on receive

job)

The example program doesn't work on all S5 controllers without
changing the program. Please check if the address areas of
data blocks and flags as well as the used commands within the
function blocks are supported from your PLC type.

In addition to the above listed blocks the following variables are used
from the PLC program on the S7 controller:

variable usage case
F10.0 bit for starting the send job
manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-Il V2.14  page 220



F10.1 bit for success feedback for the send job
F10.2 bit for error feedback for the send job
F11.0 bit for granting the receive job

F11.1 bit for success feedback for the receive job
F11.2 bit for error feedback for the receive job
FW12 status of the send job

FW14 status of the receive job

FW16 length of the data from the receive job
FW20 counter for successful send jobs

FW22 counter for failed send jobs

FW24 counter for successful receive jobs
FW26 counter for failed receive jobs

8.1.6 Testing the coupling
If the PLC program was transmitted to both controllers the data
exchange between the S5 and S7 controller should be ready.

In the first step you should connect with your S5 controller and control
various values (e. g. 1, 2, 3, 4 etc.) to the first 20 bytes of the DB100.
Afterwards you should do the same within the first 20 bytes of the DB14
within your S7 controller.

In the next step you have to set the inputs 18.0 and 19.0 on the S5 PLC.

Now you can open the DB100 of your S5 controller again. There you
should then see within word 100 and above the data which was set
within the DB14 of the S7 controller. Following you can check the byte
100 and above of DB14 on your S7-PLC. There you should then see the
data from DB100 of your S5-PLC.
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8.2 S7-LAN on S7-LAN (SEND/RECYV for S7-300/400)

The example application “S7anS7“ allows you to couple two S7-LAN,
S7-GATE or MPI-LAN devices. This example project contains the blocks
for both S7 controllers and can be found in the ZIP archive with
communication examples that can be downloaded from the product

page.

T I
h A

Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask:  255.255.255.0 255.255.255.0
TSAP local: 0x1234 0x5678

TSAP partner:  0x5678 0x1234

bus address: 4 2

8.2.1 Configuration S7-LAN
In the first step you should make sure that the general configuration
(network and bus parameters) of both devices is done already.

After that you can open your web browser and access the web page of
your first device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “DB-passive” and
configure the renaming parameters as follows:
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field

value

Partner |IP address

IP address of the second LAN device
e.g.:192.168.1.56

Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.g.4

Data block 10

Data word 0

Src. TSAP freely definable, but have to be crossed among
the two devices (Src. TSAP of the first device is
the Dst. TSAP on the second device)
e. g.: 0x1234

Dst. TSAP freely definable, but have to be crossed among

the two devices (Dst. TSAP of the first device is
the Src. TSAP on the second device)
e. g.. 0x5678

If you have finished the configuration on the first device you can now
open the web page of the second device. There you have to navigate to
the page “S7-Gateway”’ too, but then choose the connection type
“DB-active” and configure the renaming parameters as follows:

field

value

Partner |IP address

IP address of the first LAN device
e.g.. 192.168.1.55

Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.g.2

Data block 10

Data word 0

Src. TSAP freely definable, but have to be crossed among

the two devices (Src. TSAP of the first device is
the Dst. TSAP on the second device)
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e. g.. 0x5678

Dst. TSAP freely definable, but have to be crossed among
the two devices (Dst. TSAP of the first device is
the Src. TSAP on the second device)

e. g.. 0x1234

8.2.2 Transferring blocks

First of all you have to open the S7 project “S7anS7-Gateway”, which
can be found within the ZIP archive together with the other example
applications. In the project you have to navigate to the S7 program folder
“‘DB-Kopplung”. Now you should connect to your PLC (directly via
network or with the TIC driver) where the first LAN device is connected to
and transmit the following blocks into your PLC:

block usage case

OoB1 main cycle: contains a call for FB10

FB10 function block which repeatedly executes a send job
and grants a receive release

FC15 function code for sending data

FC16 function code for receiving data

DB10 data block for the connection and job management

DB14 data block with the payload for sending and receiving
data

After that you can repeat the same procedure for the second PLC with
the other LAN device.

8.2.3 Starting orders
In the example program for the S7-PLC both jobs are defined and started
and released permanently within the block FB10.

The call of the function S7TLAN_SEND (FC15) starts a send job for the
first 20 bytes of DB14 via the bit F10.0, which is set constantly.

Via the call of the function S7TLAN_RECV (FC16) a receive release is
granted through the bit F11.0, which is set constantly too. The received
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data (in this example a maximum of 20 bytes) then gets stored in DB14
at a offset of 100 bytes.

8.2.4 Used variables
In addition to the above listed blocks the following variables are used
from the PLC program on both controllers:

variable usage case

F10.0 bit for starting the send job

F10.1 bit for success feedback for the send job
F10.2 bit for error feedback for the send job
F11.0 bit for granting the receive job

F11.1 bit for success feedback for the receive job
F11.2 bit for error feedback for the receive job
FW12 status of the send job

FW14 status of the receive job

FW16 length of the data from the receive job
FW20 counter for successful send jobs

FW22 counter for failed send jobs

FW24 counter for successful receive jobs
FW26 counter for failed receive jobs

8.2.5 Testing the coupling
If the PLC program was transmitted to both controllers the data from
DB14 should be exchanged between the two S7-PLCs automatically.

If you want to check the coupling you can now connect to the first LAN
device again. Then you should control various values (e. g. 1, 2, 3, 4
etc.) to the first 20 bytes of the DB14.

In the next step you have to connect with the second device and monitor
the content of DB14. At the offset of 100 bytes you should then see the
20 bytes long data which you have controlled on the first PLC on the
beginning of the DB14.
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Afterwards you can test the other direction of the coupling if you like to.

8.3 S7-CP on S7-LAN (SEND/RECV for S7-300/400)

The example application “S7CPanS7“ allows you to couple a S7-CP or
S7-PLC with network interface with a S7-LAN, S7-GATE or MPI-LAN
device. This example project contains the blocks for both S7 controllers
and can be found in the ZIP archive with communication examples that
can be downloaded from the product page.

Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask:  255.255.255.0 255.255.255.0
TSAP local: 0x1234 0x5678

TSAP partner: 0x5678 0x1234

bus address: - 2

8.3.1 Configuration S7-LAN
In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already.
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After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “DB-passive” and
configure the renaming parameters as follows:

field value

Partner IP address IP address of the S7-CP
e.g: 192.168.1.55

Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.g.2

Data block 10

Data word 0

Src. TSAP freely definable, but have to be crossed with the
connection settings on the S7-CP
e. g.. 0x5678

Dst. TSAP freely definable, but have to be crossed with the
connection settings on the S7-CP
e. g.. 0x1234

8.3.2 Configuration S7-CP

In the first step you should make sure that the general configuration
(network and bus parameters) of your PLC and / or CP is correct and
already downloaded to your PLC.

Then you can open the project for the PLC, which should connect to the
LAN device, or simply load the hardware configuration into the PG and
thereby also into the PC. As the next step you will have to open the tool
“‘NetPro” if not done already.
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S Netpro - [57-314 57-LAN-Coupling (Network) -- C\Program Files (6)\..\57-314 5]

B Metwork Edit Inset PLC View Option:

SEWH S
Dix|
Eird nﬁ LH

Selection of the netwark.

= ¢ PROFIBUS DP
PROFIBUS-PA
-4 PROFINET 10
{1 Stalions
&) Subnets

| 3|

ns Viindow Help

e L

MPI(1) d

SIMATIC 300
B 5

=
8

oF
R

£
FROFIBUS-DP slaves for SIMATIC _:J
7. M7, and C7 [distibuled 1ack]

Now you should execute a right click on the CPU of the SIMATIC station

To di
OPC server or

Ready

splay the connection table, please select a module capable of a conm
application). Te display the network address overview, please

ection [CPU, FM module,
selecta

subnet.

lIntel(R) PRO/1000 MT-Netzwerkverbindung. TCPIP1 X0 YO0 Insert

and select the entry “Insert New Connection” from the context menu.
Afterwards a window will be opened where you have to select the partner
device. There you should choose “(Unspecified)” and then select the
connection type “ISO-on-TCP connection” from the list below:

-

Insert New Connection

)

Connection Partner

B- {E] I the current project
= % 57:314_57.LAN-Couping

- AII broadcast zhationz
i e Bl multicast stations
----- % I unknown project

e
|
Station: |[Unspecified]
|
Connection
Type: |ISIZI-|:un-TCF' connection ﬂ
-
QK | Apply | Cancel | Help |

If you have confirmed the dialog with a click on the “OK” button a further
window will get opened. Within the tab “General Information” you can
assign a name to the connection. Furthermore you should make sure
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that the option “Active connection establishment” is enabled. On the right
side you should always pay attention to the fixed parameters “ID” and
‘LADDR”. This parameters have to be compared to and maybe
configured in the FB1 before loading the blocks into the PLC.

[ Properties - IS0-on-TCP connection = Iﬁ“
General Information l Addresses ] I:Iptigns] Oiverview l Status Information ]
Local Endpoint Block Parameters
D {hex): 0001 ADSD - 1 ‘ID ‘
Name: |S?—L-'—'-.N connection WHIEHD110 L.'-'*.DDHq
Via CP: |CP 3431 (RO/55)
Route...

[v Active connection establishment

Cancel | Help |

In the next step you should navigate to the tab “Addresses”. There you
have to configure the IP address of your LAN device as the Remote IP
as well as both TSAP values. But keep in mind that the TSAP values
have to be crossed with the configuration on the S7-LAN. This means the
“‘Local TSAP” within the S7-CP equals the “Dst. TSAP” within the LAN
device and the “Partner TSAP” equals the “Src. TSAP”.

[ Properties - [50-on-TCP connection - Iﬁw
General Information Addresses ]Optinns] Overview | Status Information |
Local Remote
IP {dec): 152.168.1.162 [192.168.1.56
TSAP (ASC): |1234 |E-E?E
TSAP (hex): 31.3233.34 35.36.37.38
TSAP length: 4 4
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As the last step you have to confirm the dialog with a click on the “OK”
button and then compile and download the configuration into your PLC.

8.3.3 Transferring blocks

First of all you have to open the S7 project “S7CPanS7”, which can be
found within the ZIP archive together with the other communication
examples. In the project you have to navigate to the blocks within the
SIMATIC Station “SIMATIC 300(1)” with the S7-314-IFM CPU. This
station thereby represents your PLC with the LAN device. Now you
should connect to this PLC (directly via network or with the TIC driver)
and transmit the following blocks into your PLC:

block usage case

OB1 main cycle: contains a call for FB10

FB10 function block which repeatedly executes a send job
and grants a receive release

FC15 function code for sending data

FC16 function code for receiving data

DB10 data block for the connection and job management

DB14 data block with the payload for sending and receiving
data

In the next step you have to navigate to the blocks of the “SIMATIC 300”
station with the S7-315-2DP CPU. This station thereby represents your
PLC with network CP. Now you should connect to this PLC directly via
network and transmit the following blocks into your PLC:

block usage case
OB1 main cycle: contains a call for FB1
FB1 function block which successively starts a send job

and grants a receive release

— Important: You should make sure that the values
for “ID” and “LADDR” are correct for both function
calls and maybe adjust them before transmission!

FC5 function code from Siemens for sending data
(AG_SEND)

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 230




FC6 function code from Siemens for receiving data
(AG_RECV)

DB10 data block for the payload for sending and receiving
data

8.3.4 Starting orders
Within the example program for the LAN device side both jobs are
defined and started and released permanently within the block FB10.

The call of the function S7TLAN_SEND (FC15) starts a send job for the
first 20 bytes of DB14 via the bit F10.0, which is set constantly.

Via the call of the function S7TLAN_RECV (FC16) a receive release is
granted through the bit F11.0, which is set constantly too. The received

data (in this example a maximum of 20 bytes) then gets stored in DB14
at a offset of 100 bytes.

On the side of the S7-CP the two jobs are also defined and started and
released within the example program. Therefore FB1 is used here.

The call of the function AG_SEND (FC5) starts a send job for the first 20
bytes of DB10 via the bit F0.0 alternately to the data reception.

Via the call of the function AG_RECV (FCB6) a receive release is granted
automatically if possible. The received data (in this example a maximum
of 20 bytes) then gets stored in DB10 at a offset of 100 bytes.

8.3.5 Used variables

In addition to the above listed blocks the following variables are used
from the PLC program on the S7 controller where the LAN device is
connected to:

variable usage case

F10.0 bit for starting the send job

F10.1 bit for success feedback for the send job
F10.2 bit for error feedback for the send job
F11.0 bit for granting the receive job
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F11.1 bit for success feedback for the receive job
F11.2 bit for error feedback for the receive job
FW12 status of the send job

FW14 status of the receive job

FW16 length of the data from the receive job
FW20 counter for successful send jobs

FW22 counter for failed send jobs

FW24 counter for successful receive jobs

FW26 counter for failed receive jobs

On the controller with the S7-CP the following variables are used by the
PLC program:

variable usage case

FO.0 bit for starting the send job

FW11 status of the send job

F15.0 bit for success feedback for the send job
F15.1 bit for error feedback for the send job
F20.0 bit for success feedback for the receive job
F20.1 bit for error feedback for the receive job
FW21 status of the receive job

FW23 length of the data from the receive job

8.3.6 Testing the coupling

If the PLC program was transmitted to both controllers the data from
DB10 and DB14 should be exchanged between the S7-PLC with the
LAN device and the controller with the S7-CP automatically.

If you want to check the coupling you can now connect to the controller
with the LAN device again. Then you should control various values (e. g.
1, 2, 3, 4 etc.) to the first 20 bytes of the DB14.

In the next step you have to connect to the S7-CP and monitor the
content of DB10. At the offset of 100 bytes you should then see the 20
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bytes long data which you have controlled on the first PLC on the
beginning of the DB14.

Afterwards you can test the other direction of the coupling if you like to.
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8.4 Coupling with SEND/RECYV for S7-200

The example application “S7-LAN_SEND-RECV* allows you to couple a
S7-200 controller with a S7-LAN, S7-GATE or MPI-LAN with another
network PLC via SEND/RECV. The partner controller can either be
another S7-200/300/400 controller with a S7-LAN, S7-GATE or MPI-LAN
as well as a S7-CP or S7-PLC with network interface or a S5 controller
with S5-LAN++ module. This example project contains only the program
for the S7-200 controller and can be found in the ZIP archive with
communication examples that can be downloaded from the product
page. If you want to do a coupling to a S7-300/400 controller or S5
controller please also read the corresponding section of the other
example applications.

SiNaTIC \

o 4
/

Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask:  255.255.255.0 255.255.255.0
TSAP local: 0x5678 0x1234

TSAP partner:  0x1234 0x5678

bus address: - 2

8.4.1 Configuration S7-LAN
In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already. Please
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note that the bus parameters have to be configured manually, because
on a S7-200 controller they can't be detected automatically.

After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “DB-active” or “DB-
passive” (depending on which connection partner should establish the
connection) and configure the renaming parameters as follows:

field value

Partner IP address IP address of the partner controller
e.g.:192.168.1.55

Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.qg.2

Data block 1

Data word 0

Src. TSAP freely definable, but have to be crossed among

the devices (Src. TSAP of the first device is the
Dst. TSAP on the second device)
e. g.: 0x1234

Dst. TSAP freely definable, but have to be crossed among
the two devices (Dst. TSAP of the first device is
the Src. TSAP on the second device)

e. g.. 0x5678

8.4.2 Transferring blocks

First of all you have to open the MicroWIn project “S7-LAN_SEND-
RECV”, which can be found within the ZIP archive together with the other
example applications.

Now you have to click on “Communication”, choose the TIC driver for PPI
in the PG/PC interface and refresh the list with participants. When the list
got refreshed you have to select your controller and click on “OK”.
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Afterwards you should transmit the “Program Block” and “Data Block”
into your controller. This selection can be done within the “Options”
section after you have clicked on “Download”.

The example project contains the following program blocks:

block usage case

OB1 main cycle: contains the generation of an Always-On-
Bit and a call for SBR1

SBR1 subroutine which repeatedly executes a send job and
grants a receive release

SBR5 subroutine for sending data

SBR6 subroutine for receiving data

The example program contains the program for one S7-200

’ controller. If you want to do a coupling between two S7-200
controllers, you also have to load the project into the second
controller. For S7-300/400 as well as S5 controllers you have to
read the description of the other example applications.

8.4.3 Starting orders

In the example program for the S7-PLC within the SBR1 both jobs are
started and released permanently and the subroutines are called. The
specification of the send and receive buffer can be found within the
subroutines SBR5 for SEND and SBR6 for RECV.

The call to SEND (SBR5) starts a send job for the bytes 192 to 211 of the
variable area via the bit F10.0, which is set constantly.

Via the call to RECV (SBR6) a receive release is granted through the bit
F11.0, which is set constantly too. The received data (in this example a

maximum of 20 bytes) then gets stored in the variable area at a offset of
128 bytes.
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8.4.4 Used variables

In addition to the above listed blocks the following variables are used
from the PLC program on the controller where the LAN device is
connected to:

variable usage case

FO.1 Always-On-Bit (constant 1)

FW8 length of the data from the receive job
F10.0 bit for starting the send job

F10.1 bit for success feedback for the send job
F10.2 bit for error feedback for the send job
F11.0 bit for granting the receive job

F11.1 bit for success feedback for the receive job
F11.2 bit for error feedback for the receive job
FW12 status of the send job

FW14 status of the receive job

VBO0-VB31 data for the connection and job management
VB128-VB147 payload from the receive job
VB192-VB211 payload for the send job

8.4.5 Testing the coupling
If the PLC program was transmitted the data between the two controllers
should be exchanged automatically.

If you want to check the coupling you can now connect to the LAN device
again. Then you should control various values (e. g. 1, 2, 3, 4 etc.) to
some of the bytes between offset 192 and 211 of the variable area.

In the next step you have to connect with the partner controller and
monitor the content of the receive buffer. There you should then see the
bytes which you have controlled on the first PLC on the variable area.

Afterwards you can test the other direction of the coupling if you like to.
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8.5 Coupling with active PUT/GET for S7-300/400

The example application “S7-LAN_PUT_GET" allows you to couple a S7-
300/400 controller with a S7-LAN, S7-GATE or MPI-LAN with a network
PLC via PUT/GET. This example project contains the blocks for the S7
controller and can be found in the ZIP archive with communication
examples that can be downloaded from the product page.

Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask: 255.255.255.0 255.255.255.0
bus address: - 2

8.5.1 Configuration S7-LAN
In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already.

After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “PUT/GET active” and
configure the renaming parameters as follows:

field value

Partner IP address IP address of the partner controller
e.g.:192.168.1.55
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Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.g.:2

Data block 10

Data word 0

Src. TSAP 02 00 (Hex)

Dst. TSAP 02 00 (Hex)

8.5.2 Transferring blocks

First of all you have to open the S7 project “S7-LAN_PUT-GET”, which
can be found within the ZIP archive together with the other example
applications. In the project you have to navigate to the S7 program folder

‘PUT-GET”

Now you should connect to your partner controller via network and
transmit the block DB20 into the PLC. This data block is needed in the
example for the data exchange.

Afterwards you should connect to your controller (directly via network or

with the TIC driver) where the LAN device is connected to and then

transmit the following blocks into your PLC:

block usage case

OB1 main cycle: contains a call for FB10

FB10 function block which repeatedly executes a PUT and
GET job

FC15 function code for PUT

FC16 function code for GET

DB10 data block for the connection and job management

DB20 data block with the payload for reading and writing
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8.5.3 Starting orders
In the example program for the S7-PLC both jobs are defined and started
permanently within the block FB10.

The call of the function S7TLAN_PUT (FC15) starts a PUT job via the bit
F10.0, which is set constantly. The PUT job reads 64 bytes of data of
DB20 of the local controller and transmit them to DB20 at a offset of 64
bytes to the partner controller.

Via the call of the function S7TLAN_GET (FC16) a GET job is started
through the bit F11.0, which is set constantly too. The GET job in the
example reads 64 bytes of data of DB20 of the partner controller and
transmit them to DB20 at a offset of 64 bytes to the local controller.

8.5.4 Used variables

In addition to the above listed blocks the following variables are used
from the PLC program on the controller where the LAN device is
connected to:

variable usage case

F10.0 bit for starting the PUT job

F10.1 bit for success feedback for the PUT job
F10.2 bit for error feedback for the PUT job
F11.0 bit for starting the GET job

F11.1 bit for success feedback for the GET job
F11.2 bit for error feedback for the GET job
FW12 status of the PUT job

FW14 status of the GET job

8.5.5 Testing the coupling
When the PLC program was transmitted the data from DB20 should be
exchanged between the two controllers automatically.

If you want to check the coupling you can now connect to the LAN device
again. Then you should control various values (e. g. 1, 2, 3, 4 etc.) to
some of the bytes between offset 64 and 128 of the DB20.
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In the next step you have to connect with the partner controller and
monitor the content of DB20. Within the first 64 bytes you should then
see the bytes which you have controlled on the first controller on DB20.

Afterwards you can test the other direction of the coupling if you like to.

8.6 Coupling with active PUT/GET for S7-200

The example application “S7-LAN_PUT_GET" allows you to couple a
S7-200 controller with a S7-LAN, S7-GATE or MPI-LAN with a network
PLC via PUT/GET. This example project contains the program for the S7
controller and can be found in the ZIP archive with communication
examples that can be downloaded from the product page.

4

Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask: 255.255.255.0 255.255.255.0
bus address: - 2

8.6.1 Configuration S7-LAN

In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already. Please
note that the bus parameters have to be configured manually, because
on a S7-200 controller they can't be detected automatically.
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After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “PUT/GET active” and
configure the renaming parameters as follows:

field value

Partner IP address IP address of the partner controller
e.g.:192.168.1.55

Poll time 500

CPU bus address of the PLC which controls this
connection and uses the data
e.g.2

Data block 1

Data word 0

Src. TSAP 02 00 (Hex)

Dst. TSAP 02 00 (Hex)

8.6.2 Transferring blocks

First of all you have to open the MicroWin project “S7-LAN_PUT-GET”,
which can be found within the ZIP archive together with the other
example applications.

Now you have to click on “Communication”, choose the TIC driver for PPI
on the PG/PC interface and refresh the list with participants. When the
list got refreshed you have to select your controller and click on “OK”.

Afterwards you should transmit the “Program Block” and “Data Block”
into your controller. This selection can be done within the “Options”
sections after you have clicked on “Download”.

The example project contains the following program blocks:

block usage case

OB1 main cycle: contains the generation of an Always-On-
Bit and a call for SBR1

SBR1 subroutine which repeatedly executes a PUT and
GET job
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SBR5 subroutine for PUT

SBR6 subroutine for GET

Important:
If you want to use the program without any change you have to create a
DB1 with a length of 256 bytes within the partner controller.

Hint:
On a S7-200 controller the variable area refers to the DB1.

8.6.3 Starting orders

In the example program for the S7-PLC within the SBR1 both jobs are
started permanently and the subroutines are called. The specification
which data should be transferred can be found within the subroutines
SBRS5 for PUT and SBR6 for GET.

The call to PUT (SBR5) starts a PUT job via the bit F10.0, which is set
constantly. The PUT job reads 64 bytes of the variable area starting from
byte 192 of the local controller and transmit them to DB1 at a offset of
128 bytes to the partner controller.

Via the call to GET (SBR6) a GET job is started through the bit F11.0,
which is set constantly too. The GET job in the example reads 64 bytes
data of DB1 starting from byte 192 of the partner controller and transmit
them to the variable area at a offset of 128 bytes to the local controller.

8.6.4 Used variables

In addition to the above listed blocks the following variables are used
from the PLC program on the controller where the LAN device is
connected to:

variable usage case

FO.1 Always-On-Bit (constant 1)

F10.0 bit for starting the PUT job

F10.1 bit for success feedback for the PUT job
F10.2 bit for error feedback for the PUT job
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F11.0 bit for starting the GET job

F11.1 bit for success feedback for the GET job
F11.2 bit for error feedback for the GET job

FW12 status of the PUT job

FW14 status of the GET job

VBO0-VB47 data for the connection and job management

VB128-VB191 payload from the GET job
VB192-VB255 | payload for the PUT job

8.6.5 Testing the coupling

When the PLC program was transmitted the data from the variable area
of the S7-200 controller and from the DB1 of the partner controller should
be exchanged automatically.

If you want to check the coupling you can now connect to the LAN device
again. Then you should control various values (e. g. 1, 2, 3, 4 etc.) to
some of the bytes between offset 192 and 255 of the variable area.

In the next step you have to connect with the partner controller and
monitor the content of DB1. Within the bytes 128 to 191 you should then
see the bytes which you have controlled on the first controller on the
variable area.

Afterwards you can test the other direction of the coupling if you like to.

8.7 Coupling with X_PUT/X_GET

The example application “S7-LAN_XPUT_XGET" allows you to couple a
S7-LAN, S7-GATE or MPI-LAN with a network PLC via PUT/GET and
the Siemens functions codes X PUT and X_GET. This example project
contains the blocks for the S7 controller and can be found in the ZIP
archive with communication examples that can be downloaded from the
product page.
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Example configuration data:

IP address: 192.168.1.55 192.168.1.56
subnet mask:  255.255.255.0 255.255.255.0
bus address: - 0 (device address!)

8.7.1 Configuration S7-LAN
In the first step you should make sure that the general configuration
(network and bus parameters) of your device is done already.

After that you can open your web browser and access the web page of
your device if not done already. Now you can navigate to the page
“‘Modules” — “S7-Gateway”. There you then have to pick one of the
connection entries, select the connection type “X PUT/X_GET” and
configure the renaming parameters as follows:

field value

Partner IP address IP address of the partner controller
e.g.:192.168.1.55

Src. TSAP 02 00 (Hex)
Dst. TSAP 02 02 (Hex)

8.7.2 Transferring blocks
First of all you have to open the S7 project “S7-LAN_XPUT-XGET”,
which can be found within the ZIP archive together with the other
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example applications. In the project you have to navigate to the S7
program folder “XPUT-XGET".

Now you should connect to your controller (directly via network or with
the TIC driver) where the LAN device is connected to and then transmit
the following blocks into your PLC:

block usage case
OB1 main cycle: contains a call for FB10
FB10 function block which executes a PUT job with IP data,

a PUT job with user data and a GET job with user
data after request

DB10 data block for handing over the IP data
SFC67 function code from Siemens for X_GET
SFC68 function code from Siemens for X_PUT

8.7.3 Starting orders
In the example program the PUT and GET jobs are defined and started
by request through flag bits.

The call of the function X PUT (SFC68) with the IP data is started by
F10.0. Thereby the IP data with the IP address of the partner controller
as well as both TSAP values which are located in DB10 are getting
transmitted to the LAN device. With this job no user data is transmitted to
the partner controller.

With F10.2 the call of the function X PUT (SFC68) with user data is
started. This job sends the content of the FD100 from the own controller
to the FD104 of the partner controller.

The call of the function X GET (SFCG67) with user data is started by
F10.4. On this data exchange the content of the FD100 from the partner
controller is requested and gets transmitted to the FD104 of the own
controller.

8.7.4 Used variables

In addition to the above listed blocks the following variables are used
from the PLC program on the controller where the LAN device is
connected to:
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variable usage case

F10.0 bit for starting the PUT job with IP data

F10.1 bit for busy report of the PUT job with IP data
F10.2 bit for starting the PUT job with user data

F10.3 bit for busy report of the PUT job with user data
F10.4 bit for starting the GET job with user data

F10.5 bit for busy report of the GET job with user data
F10.7 bit to hold the connection open

FW12 status of the current PUT job with IP data
FW14 status of the current PUT job with user data
FW16 status of the current GET job with user data
FW22 status of the last PUT job with IP data

FW24 status of the last PUT job with user data

FW26 status of the last GET job with user data

8.7.5 Testing the coupling
When the PLC program was transmitted the data exchange between the
two controllers can occur.

If you want to test the coupling you first have to connect to the PLC with
the LAN device. Then you can should control any value to the FD100.
Afterwards you have to set F10.2 to 1 to start the PUT job and wait until
its 0 again. When the job was successful FW24 shows the value 0.

Now you should connect to your partner controller and check if the
FD104 from this PLC now contains the value which you have previously
controlled to the FD100 of the other controller.

When you want to test the other direction as well you can now control
any value to the FD100 on this PLC. After that you have to connect to the
LAN device again and set F10.4 to 1. As soon as F10.4 gets reseted to 0
and FW26 shows 0 too, the FD104 should contain the value which was
controlled on the partner controller.

When needed you can also test the transmission of the IP data. This
allows you to change the IP partner during the runtime of the PLC
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program, without the need for changing the configuration on the LAN
device. For this you first have to enter the IP address and the TSAP
values to the DB10 of the PLC. Then you can start the transmission of
the IP data by setting F10.0 to 1. All further PUT and GET jobs with user
data will now be sent to the partner which was addressed in DB10. If you
want to change the partner again, you have to execute the PUT job with
IP data again.

8.8 Reading watchdog information

The watchdog module allows you to determine the amount of parity
errors and spikes on your bus with a LAN device. This values can't only
be shown on the web page of the device rather it can be also retrieved
via a simple network protocol. An example program which retrieves this
information can be downloaded from the product page.

8.8.1 Structure of the connection and packet

Before you can start retrieving the information you have to establish a
TCP connection on the port 133 of your S7-LAN, S7-GATE or MPI-LAN.
The LAN device thereby acts as server and your application have to be
the client.

If the connection is established the client should sent one or more byte(s)
with various data. If these bytes are received from the partner device,
you will get a response with the available information. The response
packet is 10 bytes tall and has the following structure:

offset | data type description example

0 char[4] amount of parity errors as|'0''2"'7'"\0'
ASCII characters including the
termination character

4 char[4] amount of spikes as ASCII|'1''8"'3'"\0'
characters including  the
termination character

8 unsigned char |amount of parity errors as|27
decimal value

9 unsigned char  |amount of spikes as decimal 183
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value

The two values are always reseted back to zero if they were retrieved.
This is the same process as on the web page.

If you want to retrieve the information again you have to sent one or
more byte(s) again. Thereby you will get another reply. This procedure
can be repeated as often as needed. When you don't want to retrieve the
information again you should close the TCP connection to the device.

8.8.2 Using the application

On the product page of the device you can download an example
application for the watchdog module. The download is a ZIP archive
which contains a Visual C++ 6.0 project.

The file “WDTest.cpp” contains the source code of the application. There
you can find the main() function which initializes the Windows Socket
Library and tries to connect to the LAN device. If the connection is
established the program sends the letter “A” to the device and waits for a
reply. If the reply was received the contained information will be shown
on the console. Now the connection to the device gets closed and the
application exits.

An already compiled version of the program can be found within the
folder “Release” as “WDTest.exe”.

Hint:

You should start the program via the command prompt (CMD) because
the program automatically closes when the program has finished and you
wouldn't see the output thereby.

Important:

The compiled version of the program always connects to the default IP
address 192.168.1.56. If you want to test the program together with
another IP address you have to change the address within the source
code and recompile the application.
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9 Technical data

9.1 Technical data S7-LAN and S7-GATE

Supply voltage:

24V/DC +/- 20%

Power consumption:

2 watt

Display:

web browser
status LED's

Handling/Configuration:

web browser
TIC driver and configuration tool

Interfaces:

to the PLC:

PPI/MPI/Profibus interface 9,6 kBd — 12 MBd
to the PG/PC:

9-pin PG/Diagnostic jack

10/100 BaseTX RJ45-Ethernet jack

Galvanic isolation:

1500V PPI/MPI/Profibus to the PC

Protocols:

RFC1006, DHCP, HTTP

Operating temperature:

0-55°C

Case:

ABS plastic case

Dimensions:

65 x43 x 17 mm

9.2 Technical data MPI-LAN

Supply voltage:

24V/DC +/- 20%

Power consumption:

2 watt

Display:

web browser
LCD display

Handling/Configuration:

web browser
keyboard on the back side
TIC driver and configuration tool

Interfaces:

to the PLC:
PPI/MPI/Profibus interface 9,6 kBd — 12 MBd

to the PG/PC:
10/100 BaseTX RJ45-Ethernet jack

Galvanic isolation:

1500V PPI/MPI/Profibus to the PC

Protocols:

RFC1006, DHCP, HTTP

Operating temperature:

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14

0-55°C

page 250




Case:

ABS plastic case

Dimensions:

146 x 41 x 29 mm

9.3 Technical data S7-USB

Supply voltage:

5V/DC

Power consumption:

2 watt

Display:

status LED's

Handling/Configuration:

TIC driver and configuration tool

Interface:

to the PLC

PPI/MPI/Profibus interface 9,6 kBd — 12 MBd
to the PG/PC:

9-pin PG/Diagnostic jack

Mini-USB-B jack

Galvanic isolation:

1000V PPI/MPI/Profibus to the PC

Operating temperature:

0-55°C

Case:

ABS plastic case

Dimensions:

65 x43 x 17 mm

9.4 Technical data MPI-USB

Supply voltage: 5V/IDC
Power consumption: 2 watt
Display: LCD display

Handling/Configuration:

keyboard on the back side
TIC driver and configuration tool

Interface:

to the PLC:
PPI/MPI/Profibus interface 9,6 kBd — 12 MBd

to the PG/PC:
USB-A jack

Galvanic isolation:

1000V PPI/MPI/Profibus to the PC

Operating temperature:

0-55°C

Case:

ABS plastic case

Dimensions:

146 x 41 x 29 mm
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9.5 Technical data MPI-II

Supply voltage: 24V/DC +/- 20%
Power consumption: 2,5 watt
Display: LCD display

Handling/Configuration: keyboard on the back side

TIC driver and configuration tool

Interface: to the PLC:

PPI/MPI/Profibus interface 9,6 kBd — 12 MBd

to the PG/PC:
RS232 interface 9,6 kBd — 115,2 kBd

USB-A jack
Galvanic isolation: 1000V PPI/MPI/Profibus to the PC
Operating temperature: 0-55°C
Case: ABS plastic case

Dimensions: 146 x 41 x 29 mm

9.6 Pin assignment MPI

no. notation description direction

1 NC not connected -

2 M24V ground 24V/DC input

3 LTG B data line B bidirectional
4 RTS-AS request to send from PLC input

5 M5V ground 5V/DC input

6 P5V 5V/DC power output output

7 P24V 24\V//DC power input input

8 LTG_A data line A bidirectional
9 RTS-PG request to send to PLC output

For the detection of directly connected participants the lines RTS-AS and
M5V have to be wired on the interface.

P5V is an output on this cable and is used for bus-termination only. This
5V/DC isn't loadable and therefore secured with an 100 ohms resistor.
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Hint:
The shield on the SUB-D plugs are connected.

Important:
This cable side shouldn't be extended with all lines, because it also
carries 24V/DC and 5V/DC for power supply.

If you want to extend this cable side, please connect your

- device with an external power supply and extend only the two
lines LTG_A and LTG_B 1:1. The shield should be connected
on both SUB-D plugs. Also you may have to include a resistor
on the line end for bus termination.

9.7 Pin assighment Ethernet

no. notation description direction
1 TX+ send line + output

2 TX- send line - output

3 RX+ receive line + input

4 NC not connected -

5 NC not connected -

6 RX- receive line - input

7 NC not connected -

8 NC not connected -

Hint:

The MPI-LAN device contains a build in crossover cable. Therefore the
two data pairs TX+/TX- and RX+/RX- are crossed.
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9.8 Pin assignment USB-A

no. notation description direction

1 VCC power supply (DC) input

2 D- data line - bidirectional
3 D+ data line + bidirectional
4 GND signal ground input
Important:

The USB cable side shouldn't be extended, because it also carries
5V/DC as power supply. The cable length must not be longer then the
maximum allowed length of 5m.

The extension of the USB cable side would lower the signal
» Strength of the bus and lead to transmission errors!

9.9 Pin assignment Mini-USB-B

no. notation description direction

1 VCC power supply (DC) input

2 D- data line - bidirectional
3 D+ data line + bidirectional
4 ID not connected -

5 GND signal ground input
Important:

The USB cable side shouldn't be extended, because it also carries
5V/DC as power supply. The cable length must not be longer then the
maximum allowed length of 5m.
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9.10 Pin assighnment RS232

The extension of the USB cable side would lower the signal
2:> Strength of the bus and lead to transmission errors!

no. notation description direction
1 DCD receive signal detected input

2 TXD send data output

3 RXD receive data input

4 DSR transmission unit is ready output

5 GND signal ground -

6 DTR data device is ready input

7 CTS clear to send output

8 RTS request to send input

9 RI ring tone input

The cable is made for the direct connection to the PC. When needed this
cable side can be extended to up to 15m with an 1:1 extension cable. A

good quality of the extension cable must be used.

page 255

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14



10 Application-examples
10.1 S5/S7-PLC-couplings

10.1.1 Commissioning of S5-LAN++ and S7-LAN

Before you can start with the configuration of the coupling you should
first set up your S5-LAN++ (to access your S5 controller via the PG
interface) and / or S7-LAN (to access your S7 controller via

PPI/MPI/Profibus) modules. For this please read the short instructions
for the S5-LAN++ or S7-LAN.

10.1.2 Configure coupling

The S5-LAN++ and S7-LAN are supporting multiple couplings. In general
a distinction is made between a active controller, which establishes and
manages the connection, and a passive controller, which waits for the
connection and queries.

For the coupling type “PUT/GET” a change is only needed on the active
controller, because here flags and data blocks from the passive controller
are directly accessed by the active controller.

For the coupling type “SEND/RECV” a change on both controllers is
needed.

The following table shows a overview about possible couplings between
controllers and shows up, where you can find more information about the
configuration of the coupling. All descriptions and example applications
can be downloaded on the product page of the S5-LAN++ and S7-LAN.

controller 1 controller 2 |coupling type |description/

(active) (passive) example
S7-200 via PPl |any PUT/GET project ,S7-
LAN_PUT-GET"

S7-200 via PPl SEND/RECV project ,S7-
LAN_SEND-RECV*

S7-300/400 any PUT/GET project ,S7-LAN
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via MPI/DP Aktives PUT-GET*

S7-300/400 SEND/RECV project ,S7-LAN an

via MPI/DP S7-LAN*

S5 via PG port | SEND/RECV project ,S5-LAN++ an
S7-LAN®

S7-300/400 S7-200/300/ |PUT/GET S7-LAN manual
via Ethernet- 400 via section ,Access via
CP PPI/MPI/DP PUT/GET*

S7-300/400 SEND/RECV project ,S7-LAN an

via MPI/DP S7-CP*

S5 via PG port |PUT/GET S5-LAN short
instruction ,S5-S7-
coupling®

S5 via PG port |SEND/RECV Project ,S5-LAN++
an S7-CP*

S7-1200/1500 |S7-200/300/ |PUT/GET S7-LAN manual
via Ethernet 400 via section ,Access via

PPI/MPI/DP PUT/GET*

S5 via PG port |PUT/GET S5-LAN short
instruction ,S5-S7-
coupling”

S5 via PG port | S5 via PG port | SEND/RECV project ,S5-LAN++ an
S5-LAN++*

For every example project shown in the table above there is also a
description of the project. For S5 couplings this can be found within the
ZIP archive with the example projects and for S7 couplings within the
manual of the S7-LAN module.

10.2 Panel-connection to S5/S7-PLC

10.2.1 Prepare controller
If you want to access a S7-200 via PPI or S7-300/400 via MPI/DP from
your panel you will first have to connect the S7-LAN to the PPI/MPI/DP
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interface of your controller. The module normally will get the power
supply directly from the controller and detects the bus parameters
completely automatically. This means no manual configuration within the
module is necessary. By default the S7-LAN has the IP address
192.168.1.56. This IP and further settings can be changed via the TIC or
the web interface of the module if desired. For further information please
read the short instructions and the manual from the S7-LAN module.

For the access to a S7-1200/1500 or LOGO! no S7-LAN is needed,
because the panel can be directly connected through a Ethernet cable or
via WiFi with two ALF-UA devices.

If you instead want to access a S5 controller from your panel you will first
have to connect the S5-LAN++ to the PG interface of your controller. The
module normally will get the power supply directly from the controller. For
controllers (e. g. AG90/95/100U) which do not offer a power supply on
the PG interface the module have to be powered externally via 24V DC.
By default the S5-LAN++ does not have a IP address. To change this you
will need to connect the S5-LAN++ to your PC and assign an address to
the module (e. g. 192.168.1.56) with the help of the tool S5-LAN-
Manager. For further information please read the short instructions and
the manual from the S5-LAN++ module.

Important: Your controller with Ethernet interface or S5-LAN++ or S7-
LAN as well as the panel and if applicable the two ALF-UA devices have
to be all in the same subnet. In this instructions the subnet 192.168.1.xxx
is used, but you choose another subnet if you want.

10.2.2 Configure connection via WiFi
If you want to connect your controller and panel wireless via WiFi you will
now have to configure the both ALF-UA devices.

First you should only connect the first device, which you later want to
connect with the controller, and establish a connection to the WiFi
network with the SSID “ALF-UA”. Your PC will automatically gets a IP
address from the device. Now open the web interface of the device via
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the IP address 192.168.2.1 and log in with the user name “admin” and
password “admin”.

Next change the operation mode of this device to “AP Bridge” and give
the device a unique IP address from your subnet (e. g. 192.168.1.1) and
enter a SSID (name of the network). For safety reasons you should
choose “WPA2 PSK” as encryption and protect the network with a
password.

In the next step you will have to connect to the second device, which you
later want to connect with the panel. The first steps are the same as for
the first device. For the operation mode you now select “Client Bridge”
and give the device another IP address from the subnet (e. g.
192.168.1.2). For the WLAN parameters (SSID, encryption and
password) you will have to enter the same values as for the first device.

>> Further information about the commissioning and the further
configuration parameters can be found in the short instructions and the
manual of the ALF-UA.

10.2.3 Configure connection in WinCC

In the last step you will have configure the connection to your controller
within your panel. Therefore you have to open your WinCC or TIA
project and navigate to the connections of the panel. Here you will need
to add a new entry. For the interface of the control panel you will have to
select “ETHERNET”. The remaining parameters can be taken from the
following table.

controller type Communication |IP address Rack |Slot

and access type |driver

S7-200 via PPI SIMATIC S7 IP from 0 2
300/400 S7-LAN

S7-300/400 via SIMATIC S7 IP from 0 2

MPI/DP 300/400 S7-LAN

S7-300/400 via SIMATIC S7 IP from PLC |0 2
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Ethernet-CP 300/400

S7-1200/1500 via |SIMATIC S7 IP from PLC

Ethernet 1200/1500

LOGO! via SIMATIC S7 IP from PLC

Ethernet 300/400

S5 via PG port SIMATIC S7 IP from 2
300/400 S5-LAN++

As soon as you have configured your connection you will also can create
variables within your panel project to read and write data from / to your

controller.
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11 Appendix

11.1 Structure of a TSAP value

On a S7 connection the TSAPs are used to address a specific module
and usually are 2 bytes long. Thereby the destination TSAP is important
here. In most cases the source TSAP can be chosen arbitrarily.

The first byte of the TSAP specifics the connection type:

* 01: PG connection (reserved for programming device)
* 02: OP connection (used for panels)
« 03: unspecific connection (e. g. for OPC server, PDA, ...)

The second byte consists of the parameters rack and slot. The rack is
decoded via the upper 3 bits. Apart from the plants with multiple racks
this value is always 0. The remaining 5 bits of the byte define the slot.
For a S7-300 controller the CPU is always located on slot 2. On S7-400
controllers it needs to be differ if a single or double wide power supply is
used (slot 2 or 3). If the value 0 is used for rack and slot the directly
connected module will be addressed.

On a S7-1200/1500 controller the CPU is always located at
i rack 0 and sot 1.

11.1.1 Conversion table for bus address to Rack/Slot

If you have enabled the option “Convertion of Rack/Slot from TSAP to
BUS-address” within your LAN device you will be able to address a
specific bus address with the values for rack and slot. This allows you to
establish a connection to another bus participant with each RFC1006
connection. Within the following table you can see which values you
have to use for rack and slot to connect with a specific bus address:

bus address rack slot dst. TSAP
0 0 0 02 00
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bus address rack slot dst. TSAP
1 0 1 02 01
2 0 2 02 02
3 0 3 02 03
4 0 4 02 04
5 0 5 02 05
6 0 6 02 06
7 0 7 02 07
8 0 8 02 08
9 0 9 02 09
10 0 10 02 0A
11 0 11 02 0B
12 0 12 02 0C
13 0 13 02 0D
14 0 14 02 OE
15 0 15 02 OF
16 0 16 02 10
17 0 17 02 11
18 0 18 02 12
19 0 19 02 13
20 0 20 02 14
21 0 21 02 15
22 0 22 02 16
23 0 23 02 17
24 0 24 02 18
25 0 25 02 19
26 0 26 02 1A
27 0 27 02 1B
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bus address rack slot dst. TSAP
28 0 28 021C
29 0 29 02 1D
30 0 30 02 1E
31 0 31 02 1F
32 1 0 02 20
33 1 1 02 21
34 1 2 02 22
35 1 3 02 23
36 1 4 02 24
37 1 5 02 25
38 1 6 02 26
39 1 7 02 27
40 1 8 02 28
41 1 9 02 29
42 1 10 02 2A
43 1 11 02 2B
44 1 12 02 2C
45 1 13 02 2D
46 1 14 02 2E
47 1 15 02 2F
48 1 16 02 30
49 1 17 02 31
50 1 18 02 32
51 1 19 02 33
52 1 20 02 34
53 1 21 02 35
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bus address rack slot dst. TSAP
54 1 22 02 36
55 1 23 02 37
56 1 24 02 38
57 1 25 02 39
58 1 26 02 3A
59 1 27 02 3B
60 1 28 02 3C
61 1 29 02 3D
62 1 30 02 3E
63 1 31 02 3F
64 2 0 02 40
65 2 1 02 41
66 2 2 02 42
67 2 3 02 43
68 2 4 02 44
69 2 5 02 45
70 2 6 02 46
71 2 7 02 47
72 2 8 02 48
73 2 9 02 49
74 2 10 02 4A
75 2 11 02 4B
76 2 12 02 4C
77 2 13 02 4D
78 2 14 02 4E
79 2 15 02 4F

manual S7-LAN / S7-LAN++ / S7-GATE / MPI-LAN / S7-USB / MPI-USB / MPI-1l V2.14 page 264




bus address rack slot dst. TSAP
80 2 16 02 50
81 2 17 02 51
82 2 18 02 52
83 2 19 02 53
84 2 20 02 54
85 2 21 02 55
86 2 22 02 56
87 2 23 02 57
88 2 24 02 58
89 2 25 02 59
90 2 26 02 5A
91 2 27 02 5B
92 2 28 02 5C
93 2 29 02 5D
94 2 30 02 5E
95 2 31 02 5F
96 3 0 02 60
97 3 1 02 61
98 3 2 02 62
99 3 3 02 63
100 3 4 02 64
101 3 5 02 65
102 3 6 02 66
103 3 7 02 67
104 3 8 02 68
105 3 9 02 69
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bus address

rack

slot

dst. TSAP

106 3 10 02 6A
107 3 11 02 6B
108 3 12 02 6C
109 3 13 02 6D
110 3 14 02 6E
111 3 15 02 6F
112 3 16 0270
113 3 17 02 71
114 3 18 0272
115 3 19 0273
116 3 20 0274
117 3 21 0275
118 3 22 02 76
119 3 23 0277
120 3 24 0278
121 3 25 0279
122 3 26 02 7A
123 3 27 02 7B
124 3 28 027C
125 3 29 02 7D
126 3 30 02 7E
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